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FINANCIAL  PROBLEMS:  ARE  THE  AGENCIES 

GETTING  BETTER? 


THURSDAY,  JULY  28,  1994 

U.S.  Senate, 
Committee  on  Governmental  Affairs, 

Washington,  DC. 

The  Committee  met,  pursuant  to  notice,  at  9:33  a.m.,  in  room 
SD-342,  Dirksen  Senate  Office  Building,  Hon.  John  Glenn,  Chair- 
man of  the  Committee,  presiding. 

Present:  Senators  Glenn  and  Cochran. 

OPENING  STATEMENT  OF  CHAIRMAN  GLENN 

Chairman  Glenn.  The  hearing  will  be  in  order. 

Good  morning.  Today,  the  Committee  on  Governmental  Affairs 
meets  to  discuss  the  financial  management  of  domestic  agencies. 
As  we  have  said  before  at  the  beginning  of  some  of  these  meetings, 
just  that  statement  alone,  financial  management  of  domestic  agen- 
cies, is  almost  enough  to  drive  the  press  and  a  lot  of  people  out  of 
the  room  to  begin  with  because  it  is  not  as  exciting  as  $10,000  cof- 
fee pots  and  $640  toilet  seats  and  $200  screwdrivers  that  draw  a 
lot  of  attention  when  they  are  brought  out. 

What  we  are  trying  to  address  is  the  functioning  within  agencies 
that  leads  to  that  sort  of  thing,  and  try  and  address  some  of  the 
root  causes.  Pursuant  to  that,  we  have  passed  a  number  of  laws 
here  and  had  legislation  in  the  past  which  I  will  address  here  with 
an  opening  statement  very  briefly. 

It  is  another  in  our  long  list  of  hearings  on  what  we  call  the 
grunt  work  of  Government.  It  is  a  lot  of  the  stuff  that  doesn't  get 
all  the  attention  some  of  the  other  things  get,  but  it  is  really  cru- 
cial if  we  are  to  get  better  financial  management  in  Government. 

During  the  past  several  years,  this  Committee  has  spent  consid- 
erable time  examining  the  financial  management  practices  of  the 
Department  of  Defense.  We  have  been  pleased  to  see  that  contin- 
ued oversight  has  begun  to  pay  off.  Through  hard  work  and  com- 
mitted leadership,  we  believe  the  Pentagon  finally  is  making 
progress  in  strengthening  financial  stewardship.  We  have  had  sev- 
eral hearings.  I  think  those  of  you  that  have  attended  some  of 
those  hearings  would  agree  that  we  are  beginning  to  see  some 
progress  in  that  area,  and  we  are  proud  of  that. 

In  the  coming  years,  this  Committee  also  expects  to  pay  a  lot  of 
attention  to  financial  management  in  the  domestic  agencies.  We 
passed  the  Chief  Financial  Officers  Act  of  1990,  which  Comptroller 
General  Bowsher  said  was  the  best  step  forward  in  financial  man- 
agement in  the  last  40  years  in  Government.  We  passed  that  so 

(1) 


Congress  and  the  American  people  could  determine  whether  or  not 
their  tax  dollars  were  being  well  spent.  For  the  first  time,  we  re- 
quired audits;  hard  to  believe,  the  first  time  in  Government  that 
agencies  and  departments  have  been  required  at  the  end  of  the 
year  to  audit  and  have  auditable  statements  of  your  tax  dollars. 

The  CFO  Act,  along  with  such  other  laws  as  the  Inspector  Gen- 
eral Act,  the  Financial  Integrity  Act,  and  the  Government  Perform- 
ance and  Results  Act,  has  become  a  pillar  of  better  management 
that  ultimately  will  make  Government  work  better  and  cost  less. 
If  I  didn't  really  believe  that  we  could  make  that  happen,  I 
wouldn't  be  spending  all  the  time  that  I  and  this  Committee  have 
spent  on  these  subjects. 

It  is  clear  that  domestic  agencies  share  a  common  trait  with  the 
Defense  Department.  Almost  all  of  them  have  significant  problems 
with  financial  systems  and  processes,  and  have  left  Federal  funds 
vulnerable  to  fraud,  waste,  and  mismanagement.  In  almost  any  de- 
partment you  care  to  mention,  inadequate  and  antiquated  systems 
and  insufficient  attention  to  internal  controls  and  standard  proce- 
dures prevent  the  Government  from  fulfilling  its  financial  and  pro- 
gram obligations.  As  a  result,  our  agencies  are  largely  unable  to  as- 
sure the  public  that  their  funds  are  well  spent  and  accounted  for, 
and  are  unable  to  meet  audit  standards. 

At  the  same  time,  I  don't  want  to  paint  a  completely  bleak  pic- 
ture. Like  the  Defense  Department,  a  number  of  domestic  agencies 
have  made  progress  in  improving  financial  management,  and  it  is 
quite  evident  that  year-end  financial  statement  audits  are  forcing 
on  agencies  the  discipline  that  is  necessary  to  change  their  old  cul- 
tures of  neglect  and  to  take  the  strong  actions  needed  to  instill  fis- 
cal responsibility  and  accountability.  This  not  only  has  saved  the 
Government  money  and  improved  how  it  manages  and  accounts  for 
its  funds,  but  will  over  time  also  redeem  Government's  credibility 
in  the  eyes  of  the  public. 

Our  hearing  this  morning  looks  at  the  financial  management 
progress  being  made  in  four  agencies — IRS,  the  Internal  Revenue 
Service;  the  Customs  Service;  the  State  Department;  and  the  Office 
of  Personnel  Management.  Two  of  these  agencies,  IRS  and  Cus- 
toms, were  selected  as  pilot  projects  under  the  CFO  Act  and,  as  a 
result,  have  produced  financial  statements  that  cover  their  entire 
agency. 

On  the  other  hand,  State  and  OPM  have  produced  statements  so 
far  for  only  their  trust  and  revolving  funds  and  their  commercial 
activities.  So  it  is  our  hope  that  all  major  Federal  departments  will 
soon  be  producing  agency-wide  financial  statements.  That  is  why  I 
have  pushed  to  pass  Senate  bill  S.  2170,  which  expands  the  CFO 
Act  requirements  and  makes  them  permanent. 

I  want  to  congratulate  the  agencies  that  are  appearing  before  the 
Committee  today.  Financial  management  improvement  is  a  long- 
term,  vital  effort  that  takes  more  than  lip  service.  I  think  that  the 
agencies  represented  here  are  at  least  on  the  road  to  success.  We 
are  not  there  yet  by  a  long  shot,  but  at  least  we  have  started. 
Nonetheless,  it  should  surprise  no  one  that  some  agencies  have 
found  this  road  a  bit  bumpy  and  their  progress  is  by  no  means  uni- 
form. 


The  IRS  should  be  commended  for  pursuing  strong  actions  based 
on  last  year's  financial  audit  by  the  General  Accounting  Office. 
They  have  made  progress  in  fixing  financial  management  problems 
and  in  putting  their  books  in  order  so  that  hopefully,  soon,  GAO 
or  the  IG  will  be  able  to  render  an  opinion. 

Nonetheless,  I  am  concerned  about  certain  issues  that  remain 
longstanding  problems  for  IRS.  These  include  accounts  receivables, 
where  IRS  can  go  out  right  now  and  collect  money  owed  the  Gov- 
ernment; they  have  the  ability  to  do  it.  Collectible  accounts,  not 
just  the  $130  or  $135  billion  owed  overall  to  IRS,  many  of  those 
accounts  of  which  are  bankrupt  firms  or  bankrupt  individuals,  but 
collectible  accounts  receivable  have  jumped  from  $18  billion  in 
1991  to  an  estimated  $29  billion  in  1993.  That  is  where  people  are 
still  solvent,  they  should  have  paid  their  bills,  they  are  ignoring  the 
Government,  they  are  not  treating  everyone  else  fairly,  and  we 
need  to  make  sure,  especially  in  this  time  of  tight  budgets,  that  we 
are  getting  everything  that  is  rightfully  owned  the  Government. 

As  we  learned  last  week  at  our  hearing  on  IRS  browsing,  com- 
puter security  remains  a  formidable  challenge  for  the  agency,  also. 
IRS  is  the  contact  point  with  Government  for  every  single  Amer- 
ican. The  one  thing  you  don't  get  away  with,  usually,  anyway,  un- 
less you  are  some  sort  of  crook,  is  ignoring  your  responsibilities  to 
pay  your  income  taxes.  So  it  is  a  contact  point  every  year  with  the 
Federal  Government,  and  we  must  have  an  impeccable  operation 
there.  It  should  set  an  example  for  other  agencies  and  we  want 
that  to  happen. 

Turning  to  Customs,  I  think  that  we  have  not  seen  as  much 
progress  as  we  had  hoped  for  after  last  year's  audit  by  GAO.  But 
the  agency  has  a  new  CFO  who  is  testifying  before  the  Committee 
this  morning,  and  we  do  have  high  expectations  that  Customs  will 
now  move  forward  very  quickly  with  financial  management  im- 
provements. I  think  that  is  very  important. 

Among  other  things,  the  agency  is  unable  to  assure  Congress  and 
the  American  public  that  it  is  collecting  all  the  revenue  due  the 
Government  from  imports  mainly  because  Customs  doesn't  really 
know  everything  about  what  is  being  imported  into  this  country. 
Indeed,  GAO  warns  that  the  Government  is  losing  an  unknown 
amount  of  money  every  year  because  of  Customs'  flawed  import  in- 
spection program. 

At  the  same  time,  the  Committee  is  concerned  that  Customs  has 
not  made  much  progress  in  accounting  for  seized  assets  and  for  en- 
suring that  dangerous  drugs  are  adequately  safeguarded.  Despite 
years  of  criticism  in  this  area,  Customs  still  cannot  account  for  all 
the  drugs  that  it  is  supposed  to  have  in  its  possession,  and  the 
safeguarding  of  drugs  has  been  so  poor  that  in  one  instance  more 
than  350  pounds  of  cocaine  were  stolen  from  a  Customs  warehouse. 
Neither  the  drugs  nor  the  culprits  have  ever  been  found. 

Unfortunately,  we  are  less  convinced  that  the  State  Department 
and  the  Office  of  Personnel  Management  are  sufficiently  committed 
to  financial  stewardship  and  to  the  CFO  Act,  the  Chief  Financial 
Officers  Act.  The  State  Department  issued  its  fiscal  1992  financial 
statements  just  last  month.  I  want  to  repeat  that.  The  fiscal  1992 
financial  statements  just  got  out  last  month.  They  are  over  a  year 
late,  and  the  Department  is  not  doing  much  better  for  fiscal  1993. 


One  of  its  two  audited  financial  statements,  due  by  law  this  past 
June  30,  has  not  been  issued.  State's  third  required  statement,  cov- 
ering nearly  60  percent  of  the  budget,  will  not  be  auditable  before 
fiscal  1996,  it  is  estimated. 

We  are  somehow  supposed  to  be  setting  an  example  in  Govern- 
ment for  how  the  rest  of  the  country  operates  and  how  other  de- 
partments operate,  and  so  on.  They  won't  even  be  auditable  before 
fiscal  1996.  Meanwhile,  a  host  of  long-term  financial  management 
problems  require  immediate,  sustained  attention.  State  needs  to 
make  drastic  improvements  in  its  poor  computer  systems,  its  over- 
seas cash  disbursements,  and  its  accounting  for  property  and  in- 
ventory. You  know,  just  putting  in  for  more  dollars  every  year  to 
OMB  and  having  it  passed  over  here  through  a  new  appropria- 
tion— sending  more  dollars  is  not  the  answer.  We  would  like  to 
have  some  elementary  accounting  of  the  dollars  that  we  have  al- 
ready sent  so  we  know  what  is  happening. 

We  hear  that  we  can't  do  everything  overseas,  we  can't  do  every- 
thing that  is  required  with  the  money  that  we  have.  At  the  same 
time,  we  can't  say  when  State  can  even  tell  us  how  much  they  have 
and  how  it  is  being  spent  now.  So  we  don't  want  vague  estimates; 
we  want  auditable  accounts.  We  have  seen  some  lip  service  paid  in 
this  area,  but  that  is  about  it  as  far  as  we  are  concerned. 

OPM  is  also  not  making  the  progress  we  expect  of  agencies  under 
the  CFO  Act.  The  Office  of  Personnel  Management  has  never  had 
a  Deputy  CFO,  except  in  an  acting  capacity.  Nor  has  the  agency, 
according  to  its  own  inspector  general,  adhered  to  the  CFO  Act  by 
providing  the  Chief  Financial  Officer  the  authority  needed  to  do  the 
job. 

We  are  concerned  that  material  weaknesses  under  the  Financial 
Integrity  Act  continue  to  be  uncovered  by  the  inspector  general  in 
the  context  of  financial  audits.  We  also  are  troubled  by  apparent 
computer  security  weaknesses  that  could  permit  unauthorized  ac- 
cess, manipulation,  or  destruction  of  important  information  on  Fed- 
eral retirees  and  their  benefits,  leading  to  a  potential  for  fraud, 
waste,  and  abuse. 

The  agencies  whose  financial  statements  we  are  examining  this 
morning  are  not  alone  in  exhibiting  the  sorts  of  problems  that  I 
have  just  mentioned.  These  are  issues  with  which  the  entire  Fed- 
eral Government  is  grappling  and  they  will  take  years  to  fix.  We 
didn't  pick  these  agencies  out  because  they  are  better  or  worse 
than  anyone  else.  We  picked  them  out  to  audit  as  part  of  our  ongo- 
ing look  at  all  the  agencies  and  departments  of  Government,  and 
we  will  get  to  the  others  in  due  time,  but  they  should  be  aware 
that  GAO  is  going  to  look  at  their  accounts,  also. 

What  we  have  turned  up  so  far,  though,  is  not  very  encouraging 
that  taxpayer  dollars  are  being  prudently  monitored  to  make  sure 
they  are  being  spent  properly.  We  have  seen  progress,  as  I  said 
earlier,  in  the  Department  of  Defense  after  several  years  of  work- 
ing with  them,  and  that  is  the  biggest  single  account,  of  course,  but 
we  want  the  same  kind  of  improvement  to  be  exhibited  in  other 
agencies,  also. 

We  are  pleased  that  the  agencies  here  this  morning  are  willing 
to  acknowledge  their  problems  and  to  take  corrective  action  seri- 
ously. We  look  forward  to  working  with  them  to  improve  their 


stewardship  over  Federal  funds  and  to  realize  the  intent  of  the 
CFO  Act  to  improve  the  Government's  management. 

Finally,  let  me  introduce  our  witnesses  here  this  morning.  On 
our  first  panel  we  have  Gene  Dodaro,  the  Assistant  Comptroller 
General  of  the  General  Accounting  Office,  who  directed  the  audits 
of  the  IRS  and  Customs;  John  Payne,  the  Assistant  Inspector  Gen- 
eral for  Audit  of  the  State  Department;  Patrick  E.  McFarland,  the 
Inspector  General  of  OPM.  That  is  all  on  our  first  panel. 

Our  second  panel  includes  Morgan  Kinghorn,  the  CFO  of  IRS; 
Vincette  Goerl,  the  CFO  of  the  Customs  Service;  Larry  Eisenhart, 
the  Acting  CFO  of  the  State  Department;  and  William  E.  Flynn  III, 
Assistant  Director  for  Financial  Control  and  Management  of  the 
Retirement  and  Insurance  Group  at  OPM  and,  until  last  month, 
the  head  of  that  group's  Financial  Control  and  Management  Divi- 
sion. 

So  we  welcome  all  of  you  this  morning  and,  Mr.  Dodaro,  if  you 
would  lead  off  this  morning,  we  would  appreciate  it.  If  you  have 
lengthier  statements  and  wish  to  give  an  abridged  version  of  them, 
a  shortened  version,  that  will  be  fine.  All  of  witnesses'  lengthy 
statements  this  morning  will  be  included  in  the  record  as  though 
delivered. 

Mr.  Dodaro,  if  you  will  lead  off,  we  would  appreciate  it. 

TESTIMONY  OF  GENE  L.  DODARO,1  ASSISTANT  COMPTROLLER 
GENERAL,  ACCOUNTING  AND  INFORMATION  MANAGEMENT 
DIVISION,  U.S.  GENERAL  ACCOUNTING  OFFICE,  ACCOM- 
PANIED BY  GREG  HOLLOWAY,  DIRECTOR,  CDTIL  AUDITS,  U.S. 
GENERAL  ACCOUNTING  OFFICE 

Mr.  DODARO.  Thank  you,  Mr.  Chairman,  and  good  morning.  We 
are  pleased  to  be  here  today  to  discuss  the  progress  of  the  Internal 
Revenue  Service  and  the  Customs  Service  in  implementing  the 
Chief  Financial  Officers  Act.  With  me,  to  my  right,  is  Mr.  Greg 
Holloway,  our  director  in  charge  of  this  work. 

I  will  highlight  the  results  of  our  fiscal  1993  audits  and  discuss 
the  short-term  actions  needed  by  IRS  and  Customs  to  continue 
making  progress  in  addressing  serious  financial  management  prob- 
lems. 

For  fiscal  year  1993,  we  were  again  unable  to  provide  opinions 
on  IRS  and  Customs  financial  statements  because  of  serious  prob- 
lems that  have  not  yet  been  resolved.  However,  we  did  find  that 
the  CFO  Act  has  prompted  significant  improvements  of  financial 
management  operations  at  both  agencies,  as  you  mentioned  in  your 
opening  statement. 

For  example,  Customs  has  begun  a  program  of  random  inspec- 
tions to  reliably  measure  compliance  with  trade  laws.  After  testing 
a  limited  number  of  goods  in  1993,  Customs  expanded  the  program 
during  1994  and  plans  national  coverage  for  1995.  Both  IRS  and 
Customs  developed  methodologies  for  more  accurately  reporting 
their  collectible  accounts  receivable,  which  totaled  $29  billion  and 
$900  million,  respectively,  at  the  end  of  1993. 

In  addition,  Customs  collected  about  $32  million  of  old  receiv- 
ables as  a  result  of  improved  debt  collection  procedures  that  ema- 


1  The  prepared  statement  of  Mr.  Dodaro  appears  on  page  53. 


nated  from  our  audit.  Customs  conducted  the  first  Nationwide 
physical  inventory  of  its  seized  assets,  which  include  thousands  of 
pounds  of  drugs  and  millions  in  cash.  IRS  and  Customs  also  con- 
ducted physical  inventories  of  their  fixed  assets,  which  should  pro- 
vide better  accountability  and  make  sure  that  those  assets  are 
more  efficiently  measured.  This  progress  was  achieved,  in  part,  be- 
cause IRS  and  Customs  both  demonstrated  a  sincere  commitment 
toward  developing  reliable  information. 

Despite  these  efforts,  serious  accounting  and  internal  control  de- 
ficiencies remain.  These  problems  diminished  IRS'  and  Customs' 
ability  to  carry  out  their  revenue  collection  and  compliance  mis- 
sions efficiently  and  effectively.  Neither  IRS  or  Customs,  for  exam- 
ple, could  reasonably  ensure  that  all  revenues  due  to  the  Federal 
Government  were  identified  so  that  collection  could  be  pursued.  Al- 
though the  two  agencies  had  implemented  programs  for  estimating 
compliance  with  trade  and  tax  laws,  IRS  relied  on  data  that  was 
too  old  to  be  meaningful  and  the  Customs  program  covered  only  a 
limited  segment  of  trade  activity  during  1993. 

Programs  to  reliably  estimate  compliance  are  needed  because  the 
volume  of  tax  returns  and  import  shipments  is  too  great  to  exam- 
ine each  return  or  shipment  to  be  individually  audited  and  in- 
spected. By  determining  compliance  levels,  each  agency  can  better 
decide  how  to  make  use  of  its  72  resources  and  implement  the  most 
cost-effective  controls.  Neither  IRS  or  Customs  had  yet  imple- 
mented controls  that  adequately  ensure  that  all  revenue  is  col- 
lected, all  refunds  are  appropriate,  and  that  erroneous  or  fraudu- 
lent information  is  detected. 

Some  of  our  major  findings  are  as  follows.  First,  due  to  limita- 
tions in  IRS'  ability  to  match  tax  return  data  with  information  pro- 
vided by  third  parties,  it  is  not  identifying  many  erroneous  or 
fraudulent  tax  returns  and  is  experiencing  significant  delays  in 
identifying  others.  Such  delays  diminish  the  likelihood  that  IRS 
will  fully  collect  all  amounts  owed  by  taxpayers. 

Second,  IRS  controls  over  the  Federal  tax  deposit  payments, 
which  is  the  source  of  most  of  the  Government's  revenues,  did  not 
ensure  that  these  payments  were  properly  applied  to  the  appro- 
priate taxpayer  accounts.  In  fiscal  year  1993,  IRS  corrected  about 
2  million  misapplied  tax  deposit  payments  totaling  $30  billion. 
Such  errors  can  result  in  inaccurate  distribution  of  funds,  unneces- 
sary contact  with  the  taxpayer,  and  time-consuming  resolution  ef- 
forts. 

Third,  IRS  did  not  have  adequate  procedures  to  effectively  iden- 
tify erroneous  or  fraudulent  claims  for  earned  income  credits, 
which  totaled  over  $9  billion  for  fiscal  year  1993.  IRS  estimates 
that  as  much  as  25  percent  of  these  credits  filed  in  fiscal  year  1994 
will  be  improper  due  to  taxpayer  error  or  fraud. 

Fourth,  Customs  could  not  reasonably  ensure  that  all  import  du- 
ties were  declared  on  import  documents  and  that  only  those  goods 
approved  for  release  were  entered  into  U.S.  commerce.  Customs 
had  no  agency-wide  requirements  for  observing  the  unloading  of 
carriers  and  determining  that  related  documents  were  complete. 
Customs  also  did  not  adequately  monitor  the  goods  that  were 
moved  to  other  ports  prior  to  their  release  or  export. 


Fifth,  IRS  continued  to  improperly  calculate  interest  on  taxpayer 
accounts  not  subject  to  automatic  calculation.  Interest  was  cal- 
culated improperly  for  a  third  of  such  transactions  that  we  tested. 

Sixth,  neither  IRS  or  Customs  could  reasonably  ensure  that  all 
refunds  were  proper.  For  example,  IRS  sent  a  manual  refund  for 
over  $2.3  million  that  incorrectly  included  approximately  $400,000 
because  IRS  entered  the  interest  amount  incorrectly.  Customs  also 
could  not  reasonably  detect  and  prevent  duplicate  and  excessive  re- 
funds of  duties  referred  to  as  drawbacks.  This  occurred  because 
Customs'  automated  system  could  not  link  drawback  claims  to  re- 
lated import  entries  and  maintain  a  cumulative  record  of  the 
amount  of  duties  that  were  refunded  and  goods  exported  or  de- 
stroyed for  each  entry.  As  a  result,  Customs  processed  thousands 
of  claims  totaling  $482  million  using  cumbersome  and  inadequate 
manual  procedures. 

In  addition  to  deficiencies  affecting  revenue  collections,  IRS  and 
Customs  also  do  not  yet  have  reliable  controls  to  protect  and  ac- 
count for  their  assets.  For  example,  in  February  1994  Customs 
inventoried  its  seized  assets  and  identified  many  significant  errors, 
including  records  showing  that  over  51,000  pounds  of  cocaine  and 
over  65,000  pounds  of  marijuana  could  not  be  initially  located.  Ad- 
ditionally, thousands  of  pounds  of  drugs  held  had  not  been  recorded 
in  the  inventory  records. 

Customs  also  needs  to  continue  strengthening  security  at  facili- 
ties that  store  seized  assets.  In  fiscal  year  1993,  despite  improve- 
ments, we  still  identified  fiscal  safeguard  weaknesses  at  20  of  the 
21  facilities  we  visited.  Further,  we  found  that  drugs  used  in  un- 
dercover operations  were  sometimes  lost  due  to  inadequate  surveil- 
lance procedures,  and  that  losses  from  undercover  operations  were 
not  routinely  accounted  for  and  reported.  For  example,  one  region 
did  not  properly  account  for  a  660-pound  cocaine  seizure  that  was 
being  used  in  an  undercover  operation,  half  of  which  was  ulti- 
mately lost. 

Also,  neither  IRS  or  Customs  adequately  protected  sensitive  com- 
puterized information.  This  includes  taxpayer  records,  import  in- 
spection criteria,  and  law  enforcement  data.  Neither  agency  had 
adequately  restricted  access  to  data  files  or  implemented  proce- 
dures for  monitoring  users'  activities.  Such  weaknesses  are  ex- 
tremely serious  because  they  clearly  jeopardize  the  security  and  re- 
liability of  the  operations  that  are  central  to  IRS  and  Customs  mis- 
sions. 

We  have  made  a  number  of  recommendations  to  correct  the  defi- 
ciencies that  we  have  found.  IRS  and  Customs  have  many  efforts 
underway,  but  many  actions  are  not  yet  complete.  Of  the  44  rec- 
ommendations we  made  to  IRS  last  year,  only  4  have  been  com- 
pleted. Similarly,  of  the  54  recommendations  we  made  to  Customs, 
11  have  been  completed. 

While  long-term  efforts  are  valid  and  have  good  potential,  many 
of  these  problems  can  be  addressed  immediately  by  better  manage- 
ment and  by  placing  a  higher  priority  on  enforcing  existing  policies. 
For  example,  neither  IRS  or  Customs  completed  routine  reconcili- 
ations of  accounting  data.  This  basic  step  would  have  significantly 
reduced  discrepancies  and  improved  the  reliability  of  reported  in- 
formation. Moreover,  better  training  and  supervision  are  essential. 
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Other  problems  require  new  controls  that  can  be  implemented 
soon,  some  within  a  matter  of  months.  For  example,  now  that  Cus- 
toms has  taken  an  inventory  to  improve  the  reliability  of  its  seized 
asset  records,  it  is  essential  that  it  develop  and  implement  proce- 
dures to  ensure  that  the  records  are  kept  current  and  accurate. 
Also,  Customs  has  taken  significant  steps  recently  since  May  to  im- 
prove its  computer  security,  and  other  actions  are  expected  to  be 
completed  within  9  months. 

In  yet  other  cases,  relatively  short-term  interim  improvements, 
such  as  minor  systems  enhancements  and  procedural  modifications, 
can  be  developed  until  longer-term  system  development  efforts  are 
put  in  place.  For  example,  IRS  has  for  years  been  considering  many 
changes  to  the  way  it  processes  billions  of  dollars  in  Federal  tax 
deposit  payments  from  businesses.  While  fundamental  changes  are 
needed,  a  significant  reduction  in  errors,  we  believe,  could  be 
achieved  in  the  interim  by  redesigning  the  tax  deposit  form  to  cap- 
ture more  complete  data  on  payments. 

There  are  other  problems  for  which  quick  fixes  are  not  apparent. 
These  require  major  systems  modernization  efforts.  In  addition, 
both  agencies  need  to  continue  to  build  more  experienced  and 
qualified  CFO  organizations.  Much  can  be  accomplished  quickly, 
however,  with  a  better  focus  on  accounting  fundamentals  and  a 
sense  of  urgency  to  implement  short-term  corrective  measures. 

Mr.  Chairman,  this  concludes  my  statement.  I  will  be  glad  later 
to  respond  to  any  questions  you  may  have. 

Chairman  Glenn.  Thank  you  very  much.  We  will  have  all  the 
statements  first. 

Mr.  Payne,  assistant  Inspector  General  for  audit  of  the  Depart- 
ment of  State? 

TESTIMONY  OF  JOHN  C.  PAYNE,1  ACTING  INSPECTOR 
GENERAL,  DEPARTMENT  OF  STATE 

Mr.  Payne.  Thank  you,  Mr.  Chairman.  As  you  suggested,  I  will 
give  a  very  brief  summary  of  my  prepared  statement.  Before  I  do, 
I  would  like  to  acknowledge  several  of  my  colleagues,  if  I  could, 
who  have  been  doing  some  very  hard,  very  good  work  in  financial 
management  over  the  last  few  years  in  an  area  that,  as  you  men- 
tioned, often  doesn't  draw  the  kind  of  attention  that  some  of  our 
other  work  does.  John  Deering  is  the  Division  Director  for  the  Fi- 
nancial Management  Audit  Division,  and  Arnold  Lee  and  Eileen 
Angle  are  audit  managers  in  that  division. 

As  you  mentioned,  the  Department  has  openly  acknowledged  se- 
rious deficiencies  in  its  financial  management  and  internal  control 
systems,  and  is  working  to  correct  problems  which  have  plagued  it 
for  years,  but  the  Department  faces  a  serious  challenge.  It  has  3 
accounting  systems,  4  disbursing  systems,  3  payroll  systems,  and 
more  than  40  additional  support  and  subsidiary  systems.  For  more 
than  a  decade,  these  systems  have  been  criticized  by  my  office  and 
the  GAO  and  they  are  currently  on  the  OMB's  list  of  high-risk 
areas. 

Among  other  things,  we  have  reported  millions  of  dollars  in  dis- 
bursements not  properly  recorded,  and  that  the  financial  statement 
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covering  about  60  percent  of  the  Department's  budget  is 
unauditable,  as  you  mentioned.  GAO  has  said  that  the  Depart- 
ment's systems  are  not  integrated  or  adequately  documented,  are 
inadequately  controlled,  and  do  not  meet  applicable  accounting  re- 
quirements. While  that  may  sound  like  a  bleak  assessment  of  the 
Department's  financial  management,  nonetheless  we  believe  that 
progress  is  being  made. 

The  Department  prepares  three  financial  statements,  one  for  the 
International  Boundary  and  Water  Commission,  one  for  the  For- 
eign Service  Retirement  and  Disability  Fund,  and  a  rollup  fund 
which  covers  commercial  activities,  revolving,  and  trust  funds. 

As  with  other  IG  organizations,  our  approach  to  auditing  finan- 
cial statements  has  been  to  use  a  combination  of  in-house  and  CPA 
firm  staff  under  contract.  The  audits  have  been  guided  by  the  De- 
partment's production  of  financial  statements  and  the  availability 
of  our  resources.  During  the  first  year,  which  was  fiscal  1992,  we 
audited  only  the  fiscal  1991  working  capital  fund  statement.  The 
Department  obtained  a  waiver  from  OMB  for  the  other  statements. 
In  fiscal  1992  and  1993,  we  used  OIG  staff  to  audit  the  Foreign 
Service  Retirement  and  Disability  Fund,  and  we  contracted  with  a 
CPA  firm  to  audit  the  International  Boundary  and  Water  Commis- 
sion statements. 

The  Department  has  not  yet  issued  auditable  financial  state- 
ments for  the  rollup  fund  due  to  the  poor  condition  of  its  records, 
lack  of  subsidiary  records,  and  lack  of  supporting  documentation. 
As  you  mentioned,  the  fund  covers  about  60  percent  of  the  Depart- 
ment's $5  billion  budget,  and  also  includes  almost  all  of  the  Depart- 
ment's real  and  personal  property.  The  fund  is  made  up  of  eight 
separate  elements,  ranging  from  small  gift  funds  to  the  Depart- 
ment's real  property  acquisition  and  construction  appropriation. 

The  Department  estimates,  and  we  agree,  that  it  will  be  at  least 
several  years,  probably  fiscal  1996,  before  an  auditable  set  of  state- 
ments is  produced.  Until  that  point  is  reached,  we  intend  to  use  an 
incremental  approach  for  auditing  the  fund.  This  approach  breaks 
the  fund  into  smaller  segments  instead  of  auditing  the  entire  state- 
ment. The  segments  selected  for  review  are  thoroughly  examined 
for  accuracy,  internal  control  weaknesses,  and  noncompliance  with 
laws  and  regulations.  We  have  discussed  this  approach  with  this 
Committee  staff,  with  OMB's  Office  of  Financial  Management,  and 
the  Department. 

Since  the  passage  of  the  CFO  Act,  through  fiscal  1994  we  will 
have  used  about  17  staff  years  and  spent  about  $530,000  in  travel 
and  contract  funds  to  audit  the  Department's  financial  statements. 
We  received  no  additional  resources  in  either  our  fiscal  1993  or 
1994  appropriation  to  perform  this  work.  Therefore,  we  did  not  re- 
quest any  additional  resources  in  our  fiscal  year  1995  budget  sub- 
mission. 

We  have  been  shifting,  and  will  continue  to  shift  resources  from 
our  performance  audits  to  meet  the  CFO  Act  requirements.  How- 
ever, when  the  Department  is  able  to  deliver  reliable  rollup  fund 
financial  statements,  additional  resources  will  be  necessary  because 
we  estimate  that  over  20  percent  of  our  current  audit  staff  will  be 
needed  to  audit  these  statements. 
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Briefly,  I  would  like  to  highlight  our  financial  statement  audit  re- 
sults. The  International  Boundary  and  Water  Commission  is  re- 
sponsible for  maintaining  the  border  between  Mexico  and  the  Unit- 
ed States,  administering  water  allocations,  and  resolving  water  and 
air  pollution  issues  along  the  border.  It  owns  land,  dams,  water 
and  erosion  control  facilities  and  structures,  and  power  generation 
equipment.  It  has  a  staff  of  280,  assets  of  about  $240  million,  and 
annual  appropriations  totaling  about  $25.5  million. 

The  first  financial  statements  to  be  prepared  and  audits  were  for 
fiscal  1992.  A  disclaimer  of  opinion  was  necessary  because  of  the 
lack  of  documentation  to  support  the  valuation  of  real  and  personal 
property  owned  by  the  Commission,  particularly  property  obtained 
or  constructed  prior  to  the  1930's.  Through  the  efforts  of  our  office, 
the  Commission,  the  CPA  firm,  and  OMB,  a  methodology  was  de- 
veloped using  historical  documentation,  such  as  old  Congressional 
budget  submissions,  to  establish  property  values  when  original 
records  did  not  exist  or  could  not  be  found.  As  a  result,  the  Com- 
mission received  an  unqualified  opinion  for  its  fiscal  1993  financial 
statements  in  April  1994.  This  achievement  was  possible  through 
the  efforts  of  our  staffs  working  together  to  resolve  the  documenta- 
tion problem. 

The  Foreign  Service  Retirement  and  Disability  Fund  is  a  $6.7 
billion  trust  fund  which  finances  the  Foreign  Service  equivalents  of 
the  Civil  Service  Retirement  and  the  Federal  Employees  Retire- 
ment Systems.  We  have  completed  two  financial  statement  audits 
of  the  Fund 

.  We  first  audited  the  statements  for  fiscal  1992,  and  issued  a 
disclaimer  of  opinion  in  May  1994  primarily  because  we  could  not 
independently  determine  the  accuracy  of  the  amount  reported  as 
investments  with  Treasury,  which  accounts  for  about  99  percent  of 
the  assets  of  the  Fund. 

We  could  not  accept  the  amount  reported  by  Treasury  because 
Treasury's  OIG  had  not  performed  an  audit  since  1989,  and  we 
could  not  rely  on  the  Department's  records  because  it  accepted 
what  was  reported  by  Treasury  rather  than  maintaining  its  own 
records. 

Since  the  final  fiscal  year  1993  financial  statements  will  not  be 
issued  until  later  this  month,  we  have  not  yet  issued  our  audit  re- 
port. However,  we  have  completed  our  audit  work  and  intend  to 
issue  another  disclaimer  of  opinion,  again,  because  of  our  inability 
to  determine  the  accuracy  of  the  reported  balance  with  Treasury. 

On  a  positive  note,  however,  the  Department  is  making  signifi- 
cant progress  in  addressing  the  lack  of  subsidiary  records  for  the 
Fund.  If  it  can  establish  a  subsidiary  ledger  for  the  investment  ac- 
count, and  we  believe  it  can,  at  least  a  qualified  opinion  may  be 
possible  for  the  fiscal  1994  statements  and  perhaps  in  subsequent 
years  an  unqualified  opinion  may  be  issued. 

As  we  have  mentioned,  the  Department  has  not  yet  produced 
auditable  statements  on  the  rollup  fund.  We  have  been,  and  will 
continue  to  audit  major  segments  of  this  entity.  The  fiscal  1993  ac- 
tivities we  are  auditing  include  the  Working  Capital  Fund,  the 
International  Center,  the  Foreign  Service  Separation  Liability 
Trust  Fund,  and  the  Repatriation  Loan  Program. 
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In  addition  to  our  CFO  work,  we  have  conducted  other  audits 
which  address  financial  management  and  have  an  impact  on  the 
accuracy  of  the  information  in  the  Department's  financial  state- 
ments. Examples  of  these  audits  include  reviews  of  the  domestic 
vendor  payment  process,  accounts  receivables  collections  and  re- 
porting, and  obligation  and  liquidation  process. 

We  have  worked  closely  with  the  Department  to  identify  proce- 
dures and  processes  that  will  improve  the  quality  of  the  financial 
statements.  In  particular,  we  have  tried  to  focus  on  steps  that  can 
be  taken  in  the  near  term,  such  as  developing  and  implementing 
procedures  to  ensure  that  all  transactions  are  recorded  accurately 
and  promptly,  developing  subsidiary  records  to  support  general 
ledger  accounts,  establishing  interfaces  with  existing  administra- 
tive systems  that  contain  financial  data,  and  providing  additional 
training  on  preparation  of  financial  statements.  The  Department 
has  acted  to  implement  many  of  our  suggestions. 

One  of  the  questions  posed  to  us  was  whether  there  are  modifica- 
tions we  would  like  to  see  to  the  CFO  Act.  In  view  of  the  strength 
of  your  opening  statement,  I  am  reluctant  to  mention  this,  but  I 
will  anyway.  We  would  like  to  suggest  two  changes  based  on  our 
experience  to  provide  additional  flexibility  to  the  auditors  and  the 
program  staff. 

First,  we  would  like  to  be  able  to  allow  more  time  for  the  Depart- 
ment to  correct  serious  problems  between  audits.  Currently,  our 
audit  for  one  fiscal  year  is  being  completed  as  the  audit  for  the 
next  fiscal  year  is  beginning.  The  Department  does  not  have  time 
to  fix  the  problems  identified  by  the  audit  and  we  find  ourselves 
auditing  the  same  problems  that  were  identified  in  the  previous 
year. 

The  Department  and  the  OIG  could  negotiate  a  mutually  accept- 
able time  frame  for  when  the  corrective  actions  will  be  substan- 
tially complete  before  starting  the  next  audit.  In  some  cases,  it  will 
only  take  a  short  time  to  correct  problems,  while  others  may  take 
several  years. 

Our  second  suggestion  is  to  allow  the  OIG  to  forgo  an  annual 
audit  once  the  audited  entity  has  demonstrated  a  proven  track 
record  of  unqualified  opinions.  In  our  judgment,  if  an  unqualified 
opinion  is  given  for  at  least  two  consecutive  years,  an  audit  could 
be  omitted  during  the  next  year. 

A  final  comment  concerns  the  proposal  in  the  Federal  Financial 
Management  Act  of  1993,  which  you  mentioned,  which  requires 
agency- wide  audited  financial  statements  by  March  1,  1997.  Only 
a  comment  on  this.  We  believe  the  requirement  is  too  ambitious  for 
the  Department  of  State  to  meet.  As  we  have  described,  the  De- 
partment's current  financial  management  system  is  not  capable  of 
producing  all  of  the  currently  required  financial  statements,  much 
less  more  encompassing  agency-wide  statements.  Currently,  the 
Department  is  developing  a  financial  management  system  that 
should  allow  the  preparation  of  agency-wide  statements.  However, 
this  system  is  not  expected  to  be  in  place  until  1997. 

Mr.  Chairman,  this  concludes  my  statement.  I  will  be  happy  at 
the  end  of  the  discussion  to  try  to  answer  any  questions  you  may 
have. 

Chairman  Glenn.  Thank  you  very  much. 
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We  will  have  the  other  statement  from  Pat  McFarland,  Inspector 
General,  Office  of  Personnel  Management. 

TESTIMONY  OF  PATRICK  E.  McFARLAND,1  INSPECTOR  GEN- 
ERAL, OFFICE  OF  PERSONNEL  MANAGEMENT,  ACCOM- 
PANIED BY  ROBERT  OWENS,  CHIEF,  FINANCIAL  OPER- 
ATIONS AUDITS  BRANCH,  OFFICE  OF  PERSONNEL  MANAGE- 
MENT 

Mr.  McFarland.  Mr.  Chairman  and  members  of  the  Committee, 
my  name  is  Patrick  E.  McFarland.  I  am  the  Inspector  General  of 
the  Office  of  Personnel  Management.  I  appreciate  this  opportunity 
to  discuss  the  implementation  of  the  Chief  Financial  Officers  Act 
of  1990  at  OPM.  On  my  left  is  Mr.  Robert  Owens.  He  is  the  Chief 
of  the  Financial  Operations  Audits  Branch.  He  has  done  an  abso- 
lutely outstanding,  exemplary  job  for  our  organization. 

This  is  the  third  year  my  office  has  audited  OPM's  financial 
statements  under  the  CFO  Act.  We  have  not  yet  been  able  to  per- 
form full-scope  audits  of  all  of  OPM's  financial  statements.  In  an 
attempt  to  meet  the  Act's  requirements,  we  have  eliminated  a  sig- 
nificant number  of  performance  audits  from  our  agenda  and  trans- 
ferred available  audit  staff  to  the  financial  statements  audits.  In 
doing  so,  unfortunately,  we  have  had  to  sacrifice  audits  of  problem 
areas  discovered  in  our  earlier  financial  statement  work,  areas  in 
which  we  believe  our  work  has  an  enormous  potential  to  benefit 
the  trust  fund  programs. 

Even  with  resource  constraints,  we  have  made  great  progress 
over  the  last  3  years.  To  date,  my  office  has  audited  and  reported 
on  many  of  the  major  trust  fund  statements.  We  have  also  issued 
reports  on  the  benefits  program  internal  control  structures  related 
to  the  statements  we  audited  and  on  compliance  with  laws  and  reg- 
ulations directly  affecting  the  financial  statements.  In  addition,  we 
have  performed  some  limited  procedures  on  the  revolving  fund  and 
salaries  and  expenses  account  statements. 

Our  work  has  provided  significant  benefits  to  OPM.  We  have, 
among  other  things,  developed  recommendations  to  increase  the  ef- 
fectiveness of  program  financial  operations  that  should  result  in 
meaningful  cost  savings  and  reduction  of  risk  of  loss  of  program  as- 
sets. We  have  also  used  the  experience  we  have  gained  in  prior  au- 
dits to  expand  our  advisory  role  to  financial  managers. 

Our  major  audit  findings  have  related  to  internal  control  weak- 
nesses, most  of  which  are  longstanding  and  do  not  easily  lend 
themselves  to  quick  fixes.  I  acknowledge  that  OPM  has  many  sig- 
nificant constraints  that  adversely  impact  the  ability  to  fully  ad- 
dress the  weaknesses  we  have  found.  There  is  no  question  that  the 
agency  is  in  a  period  of  declining  resources,  which  requires  man- 
agement to  prioritize  a  number  of  critical  competing  demands.  Nev- 
ertheless, we  view  the  reality  of  declining  resources  as  an  indicator 
of  the  need  for  improved  efficiency. 

OPM  managers  have  agreed  with  the  majority  of  our  findings 
and  have  included  several  of  our  reported  concerns  as  material 
weaknesses  in  the  1993  report  to  the  President  on  OPM's  compli- 
ance with  the  Federal  Managers  Financial  Integrity  Act. 


1  The  prepared  statement  of  Mr.  McFarland  appears  on  page  70. 
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There  are  two  areas  of  concern  that  have  impacted  substantially 
every  area  we  have  audited  and  are  fundamental  to  the  agency's 
problems — lack  of  systems  of  integration,  and  lack  of  documented 
policies  and  procedures.  OPM  managers  have  acknowledged  these 
areas  of  concern  and  have  set  some  long-term  goals  for  improve- 
ment. However,  we  have  seen  little  progress  since  our  first  audit. 
These  two  pervasive  problems  are  central  contributors  to  essen- 
tially every  other  internal  control  weakness  that  we  have  found. 

Some  other  major  areas  of  internal  control  weakness  include  debt 
management,  which  is  an  area  of  weakness  that  was  noted  by  this 
office  long  before  we  began  the  financial  statement  audit  process, 
controls  over  employee  withholdings  and  Federal  agency  contribu- 
tions to  the  trust  funds,  transactions  and  balances  between  the 
three  benefits  programs,  and  EDP  system  controls.  I  have  provided 
a  more  detailed  discussion  of  these  issues  in  the  statement  I  sub- 
mitted for  the  record. 

As  a  result  of  our  audit  findings  over  the  last  3  years,  we  have 
come  to  the  opinion  that  OPM's  Chief  Financial  Officer's  role  rel- 
ative to  the  trust  fund  programs  is  not  as  strong  as  intended  by 
the  CFO  Act.  In  our  opinion,  many  of  the  weaknesses  noted  in  our 
audits  may  have  been  discovered  by  the  OCFO  in  the  course  of  rou- 
tine business  and  could  be  dealt  with  more  effectively  through  a 
CFO  with  agency- wide  authority  for  all  such  matters. 

The  Act's  history  makes  it  clear  that  its  primary  intent  is  for 
agencies  to  consolidate  budget,  accounting,  and  financial  manage- 
ment under  the  agency's  CFO.  This  concept  has  been  reinforced  by 
comments  included  in  the  National  Performance  Review  Report  on 
Improving  Financial  Management  issued  in  September  of  1993. 

We  believe  it  is  time  for  OPM  to  reevaluate  the  degree  of  author- 
ity and  responsibility  delegated  to  its  CFO.  In  August  of  1993,  we 
issued  a  memorandum  to  Director  King  containing  several  specific 
recommendations  that  we  believe,  if  implemented,  will  create  with- 
in OPM  the  type  of  financial  environment  and  leadership  the  CFO 
Act  intended.  They  also  have  the  potential  to  streamline  agency  fi- 
nancial operations. 

I  believe  the  CFO  Act  has  had  a  profound  effect  on  the  way  the 
Federal  Government  conducts  its  financial  business.  We  view  the 
Act's  requirements  for  annual  audits  as  central  to  financial  man- 
agement reform  throughout  the  Federal  community.  Maximum 
benefit  from  implementation  of  the  Act's  requirements  is  a  long- 
term  process  that  we,  like  many  other  agencies,  are  still  striving 
to  achieve. 

As  with  any  long-term  process  of  reform,  the  need  for  sustained 
commitment  by  all  the  participants  is  vital  to  success.  In  order  to 
realize  the  full  benefits  sought  through  the  CFO  Act  reform  effort, 
the  executive  branch  and  the  Congress  must  provide  the  resources 
needed  to  accomplish  long-term  objectives.  I  believe  the  changes 
currently  proposed  to  improve  the  Act's  effectiveness  are  positive 
and  I  do  not  have  any  additional  changes  to  suggest  at  this  time. 

This  concludes  my  prepared  testimony. 

Chairman  Glenn.  Thank  you  all. 

Mr.  Dodaro,  the  written  testimony  of  IRS  and  Customs  suggest 
these  agencies  have  made  considerable  progress  in  fixing  issues  re- 
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lated  to  their  audits.  Do  you  agree  with  their  assessments  on  their 
programs? 

Mr.  DODARO.  We  think  they  have  made  progress  in  three  impor- 
tant areas,  Mr.  Chairman.  One  is  in  better  estimating  statistically 
the  amounts  of  accounts  receivable,  both  those  that  are  valid  and 
those  that  are  collectible.  We  also  think  that  they  have  made 
progress  in  establishing  inventories  and  doing  the  physical  count  so 
they  have  something  to  compare  with.  This  is  particularly  impor- 
tant in  both  agencies.  So  we  have  seen  signs  of  progress. 

They  are  also  beginning  to  realize  the  benefits  of  having  an  ac- 
tive compliance  measurement  program,  which  is  very  important  in 
order  to  determine  in  order  to  determine  exactly  how  compliance 
levels  are  being  accomplished  to  target  their  resources  effectively. 
So  we  have  seen  progress  in  those  areas.  However,  as  I  pointed  out 
in  our  statement,  there  is  a  long  way  to  go.  There  is  a  number  of 
other  very  significant  areas  that  we  think  they  need  to  provide  at- 
tention to. 

Mr.  Holloway.  Senator  Glenn,  one  thing  I  might  add  to  that  is 
I  would  probably  describe  IRS'  and  Customs'  progress  as  a  view  of 
cautious  optimism.  I  think,  certainly,  they  have  made  some;  I 
think,  certainly,  there  are  a  lot  of  plans.  My  sense  is,  though,  that 
some  of  the  things  in  the  respective  testimonies  speak  more  to 
things  that  are  to  come  than  things  that  have  actually  occurred. 

Part  of  that  is  the  time  it  takes  to  fix  some  of  it  and  part  of  it 
is  just  trying  to  understand  what  they  mean,  and  I  think  that  you 
may  want  to  explore  just  how  far  along  some  of  those  things  are 
that  are  talked  about. 

Chairman  Glenn.  All  right,  good. 

Mr.  Dodaro,  regarding  Customs'  accountability  over  seized  as- 
sets, that  has  been  a  problem  for  a  number  of  years,  and  the  ac- 
counting for  what  happens  with  the  seized  assets,  and  so  on.  Are 
there  other  issues  that  we  have  not  discussed  but  that  we  should 
be  aware  of  in  that  area? 

Mr.  Dodaro.  In  terms  of  accounting  for  seized  assets,  I  think  the 
biggest  thing  would  be  to  continue  requiring  the  inventories  and  to 
make  sure  that  it  remains  a  high  priority  area.  I  think  one  of  the 
reasons  you  haven't  seen  a  lot  of  progress  over  the  years  is  that 
it  hasn't  been  adequately  a  high  priority. 

For  example,  when  we  noted  the  physical  security  problems  over 
the  seized  assets,  Customs  really  didn't,  I  think,  really  believe  how 
bad  it  was,  and  they  went  around  and  looked  at  some  of  the  facili- 
ties and  then  determined  and  developed  action  plans  for  physical 
safeguarding  of  materials.  So  I  think  having  routine  procedures  in 
place  for  weighing,  for  example,  drugs  when  drugs  are  seized  and 
having  good  accounting  records  in  place  and  having  good  physical 
security  is  important  because  right  now  the  risk  environment  for 
those  seized  assets  is  not  adequately  controlled. 

Chairman  Glenn.  As  I  recall  from  reading  some  of  the  material 
before  the  hearing,  I  think  you  said  that  at  20  out  of  21  places 
where  they  have  stored  assets  the  security  was  poor  or  was  com- 
pletely inadequate.  Was  that  correct? 

Mr.  Dodaro.  That  is  correct,  Senator.  It  took  them  some  time  to 
go  around  to  the  facilities  to  determine  whether  they  needed  to 
construct  new  facilities  or  upgrade  existing  facilities.  They  now 
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have  a  plan  in  place  and  we  are  hopeful  that  they  will  execute  it 
properly  over  the  next  year  or  so. 

Chairman  Glenn.  How  much  was  the  cocaine  that  was  stolen, 
350  pounds — was  that  it — out  of  one  spot;  300-and-some  pounds? 

Mr.  DODARO.  Yes.  In  one  case,  they  lost  about  half  of  that. 

Chairman  Glenn.  And  how  was  that?  Somebody  came  in 
through  the  roof,  you  said,  so  that  was  an  outside  theft.  It  wasn't 
an  internal  loss? 

Mr.  DODARO.  I  am  not  sure. 

Chairman  GLENN.  They  broke  in  through  a  roof. 

Mr.  HOLLOWAY.  That  is  correct.  I  think  when  you  start  talking 
about  theft  and  security  on  the  seized  property,  really,  in  a  very 
simple  way  what  you  had  at  Customs — and  I  think  Commissioner 
Weiss  is  to  be  commended  in  the  way  that  he  has  brought  the  need 
to  upgrade  things  to  the  forefront  as  a  result  of  these  audits,  but 
it  was  clear  that  many  of  the  field  personnel  did  not  seem  to  take 
as  serious  an  approach  to  controlling  the  drugs  once  they  were 
seized. 

What  we  found,  to  speak  directly  to  your  point,  is  in  one  case 
there  was  over  300  pounds  that  were  stolen.  In  another  case,  there 
was  a  pretty  large  amount  that  got  lost  as  a  result  of  a  surveillance 
operation.  But  I  think  a  more  crucial  issue  to  Customs'  own  man- 
agement deals  with  just  controlling  the  inventory  once  they  have 
it. 

One  of  the  things  that  we  found,  and  we  reported  it  in  our  re- 
port, is  that  there  were  over  20,000  pounds  of  drugs  that  basi- 
cally— though  explained  for  the  most  part  as  being  the  difference 
in  estimates  in  weights,  the  truth  of  the  matter  is  you  don't  really 
know  what  actually  happened  to  all  of  it.  I  mean,  to  have  an  inven- 
tory of  drugs  when  you  make  estimates,  or  the  reason  given  as  to 
what  happened  to  the  difference  being  that  an  agent  when  it  was 
seized  estimated  it  and  you  didn't  count  it,  it  would  be  like  having 
a  store  where  you  have  no  accurate  inventory  and  then  1  day  you 
take  an  accurate  inventory  and  you  find  out  that  your  records  are 
off  considerably  and  you  start  trying  to  figure  out  the  reasons  why. 

Chairman  GLENN.  Has  any  sampling  of  those  accounts  been 
done?  You  are  talking  about  20,000  pounds  of  seized  drugs.  Is  that 
it,  20,000  pounds? 

Mr.  HOLLOWAY.  That  is  correct. 

Chairman  Glenn.  Have  we  sampled  that  to  know — is  there  any 
estimate  of  how  much  of  that  is  missing  or  unaccounted  for  now? 

Mr.  Holloway.  Well,  that  is  what  I  guess  we  are  trying  to  say. 
As  a  result  of  the  inventory  that  Customs  took  on  February  15, 
what  we  found  was  a  difference  in  what  was  inventoried  and  what 
was  on  their  records  and  what  was  supposed  to  have  been  there  of 
more  than  20,000  pounds. 

Chairman  Glenn.  The  difference  was  20,000  pounds? 

Mr.  Holloway.  Right;  there  was  a  difference  of  20,000  pounds. 

Chairman  Glenn.  You  are  not  talking  about  a  total  that  their 
original  estimates  were.  This  is  a  difference  in  account  of  20,000 
pounds,  is  that  correct? 

Mr.  Dodaro.  Right;  that  is  correct. 

Mr.  Holloway.  That  is  correct. 
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Mr.  DODARO.  That  is  correct,  and  what  we  are  trying  to  advocate 
is  that  they  do  these  reconciliations  more  frequently,  Senator,  to 
make  sure  that  then  if  they  find  a  discrepancy,  they  can  inves- 
tigate it  in  time. 

Chairman  Glenn.  20,000  pounds;  a  difference  on  what  total? 

Mr.  Holloway.  Well,  you  are  talking  about  almost  a  25-percent 
variance.  Basically,  the  total  inventoried  amount  was  99,000 
pounds,  and  we  are  talking  about  cocaine,  hashish,  heroin,  mari- 
juana, and  opium.  The  amount  in  their  records  was  121,000 
pounds.  That  is  what  their  accounting  records  say  should  have 
been  there. 

Chairman  GLENN.  Well,  what  you  could  lay  your  hands  on? 

Mr.  Holloway.  What  you  could  lay  your  hands  on  was  about 
99,000  pounds. 

Chairman  Glenn.  So  we  have  10  tons  of  drugs  missing? 

Mr.  Holloway.  You  have  got  a  lot  of  drugs  missing,  but  I  think 
in  fairness  to  Customs,  their  explanation  for  that  was  that  agents 
at  the  point  the  seizures  occurred  made  estimates,  and  unfortu- 
nately, for  whatever  the  reasons  were,  their  records  didn't  get  up- 
dated at  whatever  point  the  drugs  were  subsequently  weighed.  The 
difficulty  of  that  is  when  you  start  talking  about  quantities  on  that 
order,  it  is  difficult  to  really  judge  what  actually  occurred. 

Chairman  Glenn.  I  can  understand  that.  If  somebody  is  picking 
up  bags  of  drugs  out  in  the  field  some  place,  there  may  be  a  vari- 
ation in  estimates.  But,  surely,  when  somebody  checks  it  in,  it 
should  be  weighed  and  an  accurate  record  kept.  That  is  not  being 
done  yet,  is  that  right? 

Mr.  Dodaro.  Right. 

Mr.  Holloway.  I  think  what  we  basically  found  is  that  a  lot  of 
times  procedures  were  not  followed.  Procedures  were  in  place  and 
they  weren't  always  followed.  Sometimes,  there  were  justifiable 
reasons,  but  even  on  the  switching  of  weights,  not  that  I  profess 
to  be  a  drug  expert,  but  certainly  there  are  some  drugs  that  don't — 
how  shall  I  say  it — allow  themselves  for  shrinkage.  Whereas  in  a 
case  like  marijuana  elements  could  affect  it  and  cause  it  to  shrink 
over  time,  when  you  start  talking  about  something  like  cocaine, 
and  that  is  principally  where  the  big  differences  were,  at  most,  I 
think  most  reasonable  experts  would  suggest  that  you  might  pick 
up  weight,  but  you  wouldn't  lose  weight. 

Chairman  Glenn.  I  don't  want  to  take  all  of  our  hearing  just  on 
this  one  item,  but  have  they  run  checks  to  see  whether  they  think 
that  missing  10  tons,  or  whatever  it  is,  got  back  into  the  drug  trade 
or  not,  or  whether  this  is  just  an  accounting  problem  of  it  not  being 
weighed  and  properly  put  on  the  manifest? 

Mr.  Holloway.  I  think,  Senator  Glenn,  that  is  the  problem  with 
not  knowing.  You  just  don't  know.  I  think  certainly  one  could  argue 
that  you  could  say,  yes,  that  is  what  it  is,  but  you  could  equally 
argue  that  somebody  took  some  of  the  drugs,  and  I  suspect  the 
right  answer  is  probably  somewhere  in  the  middle. 

Chairman  Glenn.  Mr.  Payne,  your  office  didn't  complete  the  fis- 
cal 1992—1992  now,  not  1993,  but  1992— audit  of  State's  Foreign 
Service  Retirement  and  Disability  Fund  until  May  of  1994,  and 
then  you  issued  a  disclaimer.  You  still  haven't  completed  the  fiscal 
1993  audit  for  the  Retirement  Fund.  That  was  supposed  to  be  done 
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by  the  end  of  June.  You  mentioned  some  problems,  and  it  is  very 
complex  getting  these  things  straightened  out.  Why  is  it  taking  so 
long? 

Mr.  Payne.  Well,  the  basic  problem,  I  guess,  is  the  condition  of 
the  subsidiary  records  that  the  Department  maintained  for  the 
fund  were  in  such  bad  condition  that  we  are  trying  to  reconstruct, 
or  the  Department  is  trying  to  reconstruct  those  records  and  get  to 
a  point  where  those  records  can  be  relied  on  as  an  accurate  rep- 
resentation of  the  balance  of  the  fund. 

Again,  the  Department  has  made  some  progress  in  that  area.  We 
think  we  can  see  the  light  at  the  end  of  the  tunnel  on  the  Foreign 
Service  Retirement  and  Disability  Fund,  but  it  has  had  to  come  a 
long  way.  Basically,  as  I  mentioned  earlier,  the  Department  was 
just  relying  on  the  reported  balance  from  Treasury  and  its  subsidi- 
ary records  were  not  in  the  condition  that  we  could  rely  on. 

Chairman  Glenn.  Your  testimony  reveals  that  the  Foreign  Serv- 
ice Retirement  and  Disability  Fund  is  being  used  by  the  State  De- 
partment to  pay  for  Foreign  Service  national  buyouts  and  for  sup- 
plemental annuities  to  presumably  retired  Foreign  Service  national 
personnel.  Is  that  legal  to  do  that? 

Mr.  Payne.  No,  sir,  it  was  not  appropriate  to  make  those  dis- 
bursements from  the  Foreign  Service  Retirement  and  Disability 
Fund. 

Chairman  GLENN.  Has  that  been  corrected? 

Mr.  PAYNE.  It  is  in  the  process  of  being — it  has  been  stopped.  It 
is  in  the  process  of  being  corrected  and  the  Foreign  Service  Retire- 
ment and  Disability  Fund  is  being  replenished  from  the  salaries 
and  expenses  accounts.  This  was  a  situation  where  apparently,  for 
convenience,  the  individual  who  was  making  the  disbursements 
used  a  procedure  which  he  was  aware  of,  which  was  with  the  For- 
eign Service  Retirement  and  Disability  Fund  instead  of  getting  an- 
other account  and  handling  it  in  a  proper  way. 

Chairman  Glenn.  How  much  money  is  involved  with  that?  Do 
you  know? 

Mr.  Payne.  Well,  I  believe  there  was  somewhere  in  the  neighbor- 
hood of  a  little  over  $5  million  originally,  but  I  believe  that  has 
been  now  corrected  and  the  current  amount  is  around  $700,000,  I 
believe. 

Chairman  Glenn.  So  we  are  correcting  the  procedure.  Is  there 
any  way  we  get  that  erroneously  paid  money  back? 

Mr.  Payne.  Yes.  We  are  replenishing  the  Foreign  Service  Retire- 
ment and  Disability  Fund  from  other  salaries  and  expenses  appro- 
priations. 

Chairman  Glenn.  OK.  I  am  not  sure  I  agreed  with  your  state- 
ment before  when  you  were  making  your  formal  statement  that  be- 
cause we  have  problems  with  the  accounting,  we  should  go  to  ac- 
counting every  other  year.  I  don't  know  how  much  stock  you  own 
in  major  companies  or  mutual  funds,  but  if  their  books  were  so 
fouled  up  that  they  couldn't  tell  you  what  they  had  or  what  the  ac- 
counts were  and  so  instead  of  correcting  the  problem  they  went  to 
every-other-year  accounting,  I  don't  think  you  would  invest  much 
of  your  own  personal  money  in  those  businesses. 
Mr.  Payne.  I  said  I  made  that  statement  reluctantly.  [Laughter.] 
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Chairman  Glenn.  If  that  was  a  suggestion  as  to  how  the  agency 
might  operate,  you  might  want  to  withdraw  it  reluctantly,  also,  be- 
cause I  just  think  we  ought  to  correct  this.  It  points  up  the  prob- 
lems that  we  have.  Now,  let  me  turn  around  and  put  my  hat  on 
backwards  and  say  part  of  that  comes  back  to  Congress,  too,  on 
providing  money  enough  to  do  the  things  that  the  CFOs  and  the 
IGs  have  to  do. 

I  am  the  biggest  supporter  of  IGs  and  CFOs  on  Capitol  Hill,  I 
can  guarantee  you,  and  we  are  fighting  to  keep  money  in.  We  are 
fighting  to  keep  money  in  for  the  IRS,  not  get  the  $400  million  cut 
that  I  think  was  very  stupid  that  the  conference  committee  was 
working  on,  and  things  like  that.  So  we  are  trying  to  support  you 
here  on  Capitol  Hill.  But  on  the  other  hand,  we  are  certainly  very 
slow  getting  these  things  straightened  out,  slower  than  I  think  we 
should  be,  and  we  have  to  show  results  for  what  we  are  sending 
over. 

You  wanted  to  make  a  comment? 

Mr.  Payne.  Well,  there  were  two  parts  to  that.  First  of  all,  skip- 
ping a  year  would  be  a  process  where  if  there  are  not  those  serious 
problems  that  you  mentioned  with  the  lack  of  accountability — if  we 
get  to  the  point  where  we  are  giving  unqualified  statements  year 
and  after  year  and  the  records  apparently  are  pretty  clean,  we  be- 
lieve one  option  might  be  to  consider  skipping  a  year,  rolling  2 
years  or  3  years  into  one  at  some  point  down  the  road. 

Admittedly,  it  is  less  convincing  of  an  argument  when  there  are 
still  major  problems  that  are  still  being  corrected,  but  we  find  our- 
selves in  the  case  of  some  of  these  major  problems  in  the  State  De- 
partment tramping  over  the  same  ground  year  after  year  while  the 
Department  is  trying  to  fix  the  problems  and  we  are  auditing  the 
problems  again  and  reporting  on  them. 

Mr.  Dodaro.  Senator,  could  I  add  something  to  that? 

Chairman  Glenn.  Sure. 

Mr.  DODARO.  We  have  had  a  lot  of  experience  with  financial  au- 
dits, some  dating  back  to  Government  corporations  that  we  have 
been  auditing  for  30  years.  I  think  the  suggestions  that  Mr.  Payne 
has  made  would  be  a  prescription  for  business  as  usual.  Skipping 
years,  even  with  a  series  of  unqualified  opinions,  circumstances 
change  and  the  agencies'  control  procedures  become  lax.  I  think 
without  the  annual  discipline  imposed  by  a  financial  audit,  we  are 
never  going  to  see  the  Federal  Government  become  the  fiscal  custo- 
dian of  the  tax  revenues  that  we  all  want  it  to  be. 

Mr.  Holloway.  To  add  to  that,  Senator,  I  think  your  point  hits 
to  the  heart  of  the  matter  and  it  becomes  a  question  of  accountabil- 
ity. You  know,  back  when  the  stock  market  crashed  and  all  of  the 
Securities  and  Exchange  Act  laws  were  passed,  they  were  passed 
because  there  wasn't  enough  information  out  there  for  people  to 
make  reasonable  judgments  about  where  to  invest  their  money. 

I  think  it  would  be  a  disastrous  mistake  to  hold  the  Government, 
who  is  the  holder  of  all  of  our  monies,  less  accountable  than  anyone 
else,  and  I  think  that  it  is  just  a  necessary  thing  and  to  really  exer- 
cise oversight  you  have  got  to  have  it. 

Chairman  Glenn.  Good  try,  Mr.  Payne,  anyway.  [Laughter.] 

Mr.  Payne.  May  I  make  one  final  comment  in  my  defense? 
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Chairman  Glenn.  Are  you  sure  you  don't  want  to  reconsider  be- 
fore you  state  it? 

Mr.  Payne.  We  are  talking  priorities.  We  are  talking  about  using 
some  of  our  resources  in  some  other  aspects  of  the  rollup  fund,  or 
whatever.  That  is  the  only  point  I  want  to  make.  I  am  not  in  any 
way  trying  to  downgrade  the  importance  or  the  significance  of  the 
financial  statements  and  the  financial  statement  audits.  We  believe 
in  those;  we  think  they  are  great  tools  for  moving  us  toward  better 
financial  management.  I  am  not  in  any  way  trying  to  denigrate 

that. 

Chairman  Glenn.  I  understood  that,  and  I  understood  you  are 
not  trying  to  get  anybody  off  the  hook  or  trying  to  opt  for  a  less 
accountable  system.  I  understood  that.  You  have  got  limited  re- 
sources and  what  you  have  a  problem  with  is  you  don't  have  an 
auditable  account,  and  yet  you  are  going  right  back  into  the  same 
figures  for  the  next  year's  report. 

Either  State  has  to  really  put  some  resources  in  to  bring  things 
up  to  snuff,  bring  things  up  to  accountability,  or  ask  for  more  and 
put  it  in  next  year's  budget.  The  OMB  budget,  I  am  sure,  for  next 
year  is  in  its  formative  stages  right  now,  and  if  you  have  problems 
over  there  we  ought  to  be  making  representations  on  your  behalf 
to  get  enough  money  to  do  the  job.  We  will  save  far  more  than  that 
little  additional  cost.  I  can  guarantee  you  that  in  the  long  run,  all 
of  you,  so  now  is  the  time  to  be  getting  those  requests  in  for  next 
year. 

We  have  these  hearings  and  we  are  getting  into  more  and  more 
detail  every  year,  and  every  year  we  say,  well,  we  don't  have  re- 
sources and  we  ought  to  prioritize.  Well,  that  is  up  to  you  to 
prioritize  or  ask  for  them.  I  know  that  Leon  Panetta,  now  White 
House  Chief  of  Staff  until  recently  head  of  OMB,  is  very  sensitive 
to  this.  I  have  already  talked  to  Alice  Rivlin,  who  is  our  new  OMB 
Director  and  will  be  before  us  for  her  new  confirmation  hearing  in 
a  short  time.  I  already  have  talked  to  her  about  the  adequate  re- 
sources to  do  some  of  these  things,  so  we  are  trying  to  back  you 
up  here  on  whatever  your  requirements  are.  You  certainly  don't 
have  excess  money  over  there  and  are  not  wasting  money.  You 
don't  have  enough  to  do  the  job  you  are  doing  and  we  are  trying 
to  help  you  in  that  area. 

Mr.  McFarland,  GAO  has  indicated  your  office  has  not  been  able 
to  attain  its  goal  of  auditing  health  benefit  carriers  every  3  to  5 
years.  In  fact,  the  audit  cycle  is  closer  to  11  years,  as  I  understand 
it.  As  a  result,  many  carrier  expenditures  cannot  be  audited  before 
the  carrier  records  are  destroyed.  It  runs  beyond  the  time  they  are 
required  to  keep  their  records. 

Are  you  losing  a  lot  of  money  on  that?  Did  I  state  it  correctly? 

Mr.  McFarland.  Yes,  Mr.  Chairman,  you  did.  That  is  a  material 
weakness  in  our  own  shop  that  we  have  listed  in  conjunction  and 
concert  with  the  GAO.  The  situation  is  this,  primarily:  we  have 
asked  all  along  for  resources  to  be  able  to  do  more  audits  on  a  more 
regular  basis  because  we  do  lose  a  lot  of  auditable  years  under  the 
present  circumstances.  We  have  been  given  resources  to  some  de- 
gree, but  by  the  same  token,  as  you  are  well  aware,  we  have  other 
obligations,  such  as  the  administrative  sanctions  program  which 
we  have  taken  over,  where  we  had  to  use  some  of  our  employees 
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for  that  purpose.  We  have  a  financial  operations  audits  branch 
which  has  10  people  in  it  and  shortly  will  have  a  couple  more. 

We  have  taken  some  of  the  resources  that  we  would  ordinarily 
have  attempted  to  use  for  the  audit  cycle  in  order  to  meet  some  of 
the  legislatively  mandated  requirements  that  our  office  has.  So  I 
am  not  complaining.  I  am  simply  saying  that  we  continue  to  ask 
for  resources.  We  think  we  have  been  very  effective  and  efficient 
in  the  resource  allocation  within  our  own  office,  but  we  have  simply 
reached  a  point  where  we  can't  transfer  any  particular  person  to 
a  certain  responsibility  because  of  the  expertise  needed.  But  we 
think  that  we  have  done  as  adequate  a  job  as  possible  to  cover  as 
much  of  our  responsibility  as  we  have.  That  is  absolutely  a  major 
concern  of  ours,  is  the  audit  cycle. 

Chairman  Glenn.  Is  one  problem  in  CFO  at  OPM  that  they  have 
never  really  fully  staffed  the  CFO  office?  It  has  been  a  long  time 
coming. 

Mr.  McFarland.  No,  I  don't  believe  that  it  is  a  particular  prob- 
lem with  the  staffing.  I  think  it  is  the  prioritizing  of  work  within 
the  office  of  the  Chief  Financial  Officer  that  is  more  pertinent  to 
our  concern.  Presently,  they  have  approximately  50  employees.  One 
of  its  divisions  works  with  the  entitlement  programs  that  we  have 
reported  on  primarily  in  our  testimony;  that  is,  the  health  benefits 
program,  the  retirement  programs,  and  the  life  insurance  program. 

Chairman  Glenn.  Well,  OPM  has  never  fully  staffed  its  CFO  of- 
fice. The  Deputy  CFO  position,  which  is  actually  the  workhorse  po- 
sition, has  always  been  filled  in  an  acting  capacity,  and  the  CFO 
position  has  been  empty  since  December  1993.  In  a  recent  meeting, 
you  told  us,  I  believe,  that  OPM  had  decided  in  March  of  1994  to 
not  fill  the  CFO  position  and  continue  operating  with  an  acting 
CFO.  However,  after  our  hearing  invitation  was  issued,  OPM  an- 
nounced the  selection  of  Mr.  Seaux  as  the  CFO  effective  1  August. 

When  the  CFO  Act  was  passed,  OPM  chose  to  not  give  the  CFO 
direct  authority  over  the  Retirement  and  Insurance  Group's  budget 
and  the  financial  management  functions,  and  that  is  big  money. 

Mr.  McFarland.  That  is  correct. 

Chairman  Glenn.  There  is  like  $150  billion,  or  something  like 
that,  involved  in  that  one,  I  think.  Is  that  correct,  or  more  than 
that,  maybe? 

Mr.  McFarland.  Well,  if  we  want  to  look  at  the  total  assets,  we 
are  speaking  $345  billion. 

Chairman  Glenn.  Instead,  what  was  done  was  a  controller  posi- 
tion was  established  in  the  group  with  a  dotted  line  arrangement 
because  the  CFO  staff  has  minimal  oversight  of  the  entitlement 
programs  and  minimal  involvement  in  the  group's  financial  state- 
ment preparation  and  financial  systems  development.  As  I  under- 
stand, the  CFO  received  the  Retirement  and  Insurance  Group  1993 
financial  statements  the  same  time  the  IG  did.  Clearly,  the  CFO 
could  not  have  been  closely  involved  in  the  statement  preparation. 

Is  OPM,  in  your  opinion,  now  moving  to  really  put  an  effective 
CFO  in,  rather  than  giving  lip  service  to  it  and  leaving  the  old 
lines  of  authority  exactly  where  they  were? 

Mr.  McFarland.  Well,  I  certainly  hope  that  the  new  person  com- 
ing in  is  going  to  be  strong  and  aggressive.  We  will  certainly  do  our 
part  to  make  sure  that  he  has  all  of  the  tools  that  we  can  provide. 
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But  I  think  everything  that  you  said  was  absolutely  correct.  If  any- 
thing, I  think  that  the  lack  of  a  deputy  pretty  much  indicates  what 
has  been  the  situation  at  OPM,  and  that  is  simply  that  that  par- 
ticular office  has  not  had  the  strength,  and  has  not  had  the  author- 
ity, by  any  stretch  of  the  imagination  that  it  should  have  had. 

We  find  that  the  Retirement  and  Insurance  Group,  because  of 
the  value  of  the  role  that  they  perform  and  the  benefits  that  they 
provide,  is  very  strong  in  their  influence,  and  I  think  that  is  prob- 
ably the  last  thing  that  they  have  wanted  to  do — hopefully  that  is 
going  to  change — is  separate  any  of  their  functions  and  give  up  any 
authority. 

As  you  have  noted,  we  recommended  numerous  times  that  this 
authority  be  transferred,  not  necessarily  people,  but  transferred  in 
the  realm  of  systems,  of  total  authority,  of  philosophy,  and  make 
it  happen  rather  than  continue  the  Retirement  and  Insurance 
Group  doing  their  own  thing  and  the  Office  of  Chief  Financial  Offi- 
cer having  4  people  out  of  50  to  work  with  a  program  that  is  monu- 
mental. 

Chairman  Glenn.  It  is  monumental,  it  is  huge.  In  another  relat- 
ed field,  we  have  all  sorts  of  proposals  under  the  health  reform  pro- 
posals here  on  the  Hill  now.  One  is  take  the  Federal  Employees 
Health  Benefits  Program,  FEHBP,  and  expand  that  to  include  non- 
Federal  workers  in  various  ways.  There  are  various  plans  as  to 
how  that  would  be  done. 

I  would  presume  that  if  you  had  to  audit  those  accounts,  too, 
over  there,  or  the  CFO  did  and  you  had  to  monitor  that,  that  would 
be  an  enormous  new  job  that  would  require  additional  people  and 
resources.  Is  that  correct? 

Mr.  McFARLAND.  Well,  there  is  no  question,  Mr.  Chairman,  it 
would  be  a  tremendous  job.  There  is  no  question,  also,  that  it 
would  require  more  people,  more  money. 

Chairman  Glenn.  Mr.  Payne,  you  said  it  would  be  years  before 
you  can  audit  the  so-called  rollup  statement.  That  accounts  for 
about  60  percent  of  State's  budget,  is  that  right? 

Mr.  Payne.  Yes,  sir. 

Chairman  GLENN.  That  is  your  major  account.  I  understand  it  is 
easier  to  audit  the  smaller  funds,  but  I  am  concerned  that  the  large 
accounts — for  example,  salaries  and  building  maintenance  ex- 
penses— where  the  big  problems  are  likely  to  be  might  be  at  risk 
until  fiscal  1997,  which  is  what  you  have  said  is  going  to  be  the 
target  date,  I  believe,  for  getting  that  rollup  account  finished.  Is 
that  right? 

Mr.  Payne.  Yes,  sir. 

Chairman  Glenn.  Now,  as  I  understand  it,  your  office  has  dedi- 
cated a  fairly  small  number  of  staff,  about  10  people,  in  1993  to 
perform  the  CFO  audits,  overall.  Is  that  all  you  have  available  for 
that?  It  seems  to  me  that  is  a  very  small  number  of  people  for  the 
amount  of  work  that  is  involved  with  these  accounts. 

Mr.  Payne.  Well,  we  have  done  the  full  audit  of  the  International 
Boundary  and  Water  Commission  and  the  Foreign  Service  Retire- 
ment and  Disability  Fund  accounts.  The  approach  that  we  are  tak- 
ing with  the  rollup  account  is  try  to  cycle  through  that  account  over 
a  period  of  years,  concentrating  on  individual  elements.  Hopefully, 
starting  in  1994,  we  will  be  doing  some  of  the  larger  elements  that 
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you  mentioned,  like  the  property,  and  so  forth.  Our  plan  is  to  cycle 
through  some  of  the  larger  elements  on  a  cyclical  basis  until  such 
time  as  the  Department  delivers  a  full  auditable  rollup  statement. 

Chairman  Glenn.  I  will  ask  you  about  the  same  thing  I  was  ask- 
ing Mr.  McFarland  over  here  about.  Has  State  had  a  problem  real- 
ly accepting  the  realities  of  the  CFO  Act  and  getting  somebody  in 
there?  For  instance,  for  over  YVi  years,  State  has  had  either  a  va- 
cancy in  that  CFO  position  or  someone  serving  in  an  acting  capac- 
ity. The  absence  of  a  confirmed  CFO  is  counterproductive  to  better 
financial  management.  Not  only  that,  but  they  are  ignoring  the  re- 
quirements of  law  if  we  don't  get  with  this  thing  and  start  going 
with  it. 

What  is  your  opinion  of  that?  Have  they  given  enough  attention 
to  the  CFO  Act?  Are  they  taking  it  seriously  now,  I  guess  would 
be  the  first  question. 

Mr.  Payne.  I  think  any  time  an  office  as  important  as  the  Chief 
Financial  Officer  is  allowed  to  remain  vacant  for  an  extended  pe- 
riod of  time,  it  has  to  be  detrimental  to  the  operations  of  that  of- 
fice. We  now  have,  I  believe,  a  candidate  who  has  been  put  forward 
and  has  been  accepted.  I  don't  think  there  has  been  a  vote  yet,  but 
I  think  we  are  looking  at  having  a  CFO  in  place  very  shortly. 

Organizationally,  however,  we  do  not  believe  there  are  any  seri- 
ous organizational  impediments  to  the  structure  that  is  set  up 
within  the  State  Department.  The  CFO  has  access  to  the  Secretary 
on  financial  matters  and  reports  to  the  Under  Secretary  for  Man- 
agement. 

There  were  some  major  realignments  under  the  CFO  Act  when 
the  Act  was  passed,  bringing  some  of  the  major  financial  manage- 
ment activities  under  the  CFO.  They  had  not  historically  been 
under  the  controller  or  the  financial  management  group.  We  see 
relatively  few  problems  with  the  organizational  structure  and  the 
placement  and  the  authority  of  the  CFO. 

Chairman  Glenn.  Are  you  satisfied  with  it  now,  because  I  know 
you  had  been  critical  of  that  before?  As  I  understand  it,  the  recent 
reorganization  placed  all  accounting  and  payroll  systems,  including 
overseas  posts,  under  the  CFO,  and  that  is  something  you  had  rec- 
ommended in  the  past,  I  believe.  Are  you  satisfied  with  the  reorga- 
nization now? 

Mr.  Payne.  Yes,  sir.  Until  the  reorganization,  the  major  overseas 
financial  management  activities — what  State  refers  to  as  the  re- 
gional administrative  management  centers,  and  there  are  three, 
one  in  Paris,  one  in  Bangkok,  and  one  in  Mexico  City.  Those  had 
not  been  under  the  financial  management  organization,  the  control- 
ler's organization,  in  the  State  Department,  and  it  was  a  major  dis- 
connect. We  had  advocated  that  there  be  more  alignment  of  those 
capabilities  under  the  financial  management  officials,  and  that  was 
accomplished  under  the  CFO  Act. 

Chairman  Glenn.  They  are  making  some  progress,  anyway. 

Mr.  Payne.  Yes,  sir. 

Chairman  Glenn.  All  right.  Mr.  McFarland,  back  to  you  again 
just  for  a  moment.  As  I  understand  it,  the  big  trust  funds  are  still 
not  under  CFO  control  at  OPM.  Is  that  correct? 

Mr.  McFarland.  That  is  correct. 

Chairman  Glenn.  They  are  still  being  held  out  separately? 
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Mr.  McFarland.  That  is  correct,  sir. 

Chairman  Glenn.  You  sent  a  letter,  I  believe,  in  August  1993, 
almost  a  year  ago,  a  memorandum  to  the  OPM  Director  that  rec- 
ommended giving  the  CFO  more  authority  and  direct  responsibility 
for  financial  management.  Have  you  received  an  answer  to  that  let- 
ter? 

Mr.  McFarland.  Yes,  we  did  receive  an  answer,  and  they  gave 
their  reasons  why  they  thought  that  it  was  imperative  that  those 
functions  remain  within  their  control,  and  it  is  simply  totally  in 
contrast  to  our  feelings. 

Chairman  Glenn.  What  were  the  main  reasons  outside  of  just 
not  wanting  to  change?  I  understand  that  the  toughest  thing  in  the 
Federal  Government  is  getting  anybody  to  change  the  way  they 
have  been  doing  business  in  the  past.  That  is  what  we  are  doing 
with  the  CFO  Act,  is  really  changing  some  things  where  there  has 
been  inadequate  financial  management  in  the  past. 

Mr.  McFarland.  Exactly. 

Chairman  Glenn.  What  reasons  were  there  for  keeping  it  there 
and  not  keeping  it  under  the  purview  of  the  new  CFO? 

Mr.  McFarland.  Well,  I  think  their  answer  to  that,  as  you  men- 
tioned earlier,  was  the  dotted  line  that  was  there.  But  as  far  as  I 
was  concerned,  or  am  concerned,  it  is  primarily  there  in  name  only. 
A  good  indication  of  the  effect  of  the  office  of  the  Chief  Financial 
Officer  is  that  most  of  the  preparation  for  the  1991,  1992  and 
1993 — the  majority  of  preparation  for  the  financial  statement  was 
really  done  by  the  Retirement  and  Insurance  Group.  It  was  not 
done  by  the  Chief  Financial  Officer. 

As  the  years  went  on,  they  did  get  more  involved,  such  as  in 
1993.  There  is  no  question  they  are  involved,  but  the  extent  to 
which  they  are  involved  is  absolutely  minimal.  Their  primary  rea- 
sons, I  think,  go  back  to  the  fact  that  their  claim  was  that  the  CFO 
Act,  in  effect,  did  not  mandate  that  all  of  these  things  take  place. 
As  they  referred  to  it,  they  assumed  we  had  a  hierarchal  proposal 
whereby  it  had  to  be  a  certain  arrangement,  and  we  did  not  pro- 
pose that  at  all.  We  simply  said  give  the  authority  to  the  Chief  Fi- 
nancial Officer  and  then  tailor  OPM's  operation  through  any  orga- 
nizational change  that  is  needed,  but  that  simply  has  not  hap- 
pened. 

Chairman  Glenn.  I  am  not  too  impressed,  usually,  with  dotted 
line  on  organizational  charts.  I  don't  know  what  legend  they  were 
using  when  they  put  this  together,  but  usually  the  dotted  lines  in- 
dicate no  authority.  It  is  only  a  liaison  or  it  is  an  advisory  capacity, 
or  something  like  that.  We  certainly  intended  for  the  CFO  to  be  put 
in  more  than  that  status. 

Senator  Cochran. 

OPENING  STATEMENT  OF  SENATOR  COCHRAN 

Senator  Cochran.  I  just  have  a  very  short  statement  to  make 
and  to  basically  express  the  appreciation  that  I  feel  for  the  efforts 
you  are  making  to  try  to  elevate  the  competence,  if  not  the  excel- 
lence, of  financial  management  throughout  the  Federal  agencies 
and  departments.  I  think  the  Department  of  Defense  story  that  has 
been  revealed  in  hearings  before  this  Committee  illustrates  how 
progress  can  be  made,  and  change  and  reform  can  produce  good  re- 
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suits.  The  other  departments  and  agencies  we  will  talk  about 
today,  I  hope,  will  show  us  that  progress  is  also  being  made  else- 
where in  the  Government  in  this  area. 

I  think  the  Chief  Financial  Officers  Act  was  a  milestone  in  this 
area,  and  the  hearings  have  recognized  the  importance  this  Com- 
mittee places  on  implementing  that  Act  and  making  work.  I  am 
hopeful  that  other  agencies  besides  the  two  the  GAO  indicates  have 
made  good  progress — the  Internal  Revenue  Service  and  Customs — 
will  follow  those  examples,  and  I  hope  our  future  hearings  will 
show  that  there  are  other  successes  that  can  be  identified  in  other 
agencies  and  departments  of  our  Government.  I  am  pleased  to  be 
here  today  to  say  that,  Mr.  Chairman,  and  to  commend  you  for 
your  efforts  in  this  area. 

Chairman  Glenn.  Thank  you.  I  appreciate  that. 

Mr.  Dodaro,  would  you  comment  on  computer  security?  That 
seems  to  come  up  in  every  one  of  these  things  as  to  what  we  are 
doing  and  whether  there  is  fraud  as  a  result  of  illegal  computer  ac- 
cess into  these  systems.  It  is  something  we  have  got  to  nip  in  the 
bud  as  we  move  into  design  of  new  systems  and  move  into  new  au- 
thority for  the  CFOs,  and  so  on. 

We  had  it  come  up  with  the  IRS  in  our  hearing  the  other  day 
with  some  of  the  browsing  and  some  actual  fraudulent  returns. 
While  the  browsing  got  a  lot  of  the  public  attention  because  that 
is  very  titillating  to  think  somebody  is  into  your  personal  account — 
a  window  peeping  into  your  account,  or  whatever,  but  we  have 
really  got  to  deal  with  this  computer  security  system  in  all  the  de- 
partments. That  has  come  as  an  item  with  State,  it  has  come  up 
as  an  item  with  OPM.  Do  you  have  any  general  comments  or  ways 
to  deal  with  this  thing,  or  what  you  could  suggest? 

IRS  has  taken  a  very  active  role  in  this,  and  I  was  very  com- 
plimentary and  feel  very  complimentary  to  Commissioner  Richard- 
son for  what  she  is  doing.  She  is  on  top  of  it,  trying  to  move  rapidly 
in  that  area. 

But  on  this  computer  security  thing,  would  you  comment  on  what 
the  status  is  and  what  you  think  we  can  do  about  it? 

Mr.  Dodaro.  I  think,  Senator,  it  is  a  very  serious  issue  in  a  num- 
ber of  agencies,  and  it  has  popped  up,  as  you  have  noted.  I  think 
part  of  the  problem  is  that  the  computing  environment  is  changing. 
We  are  moving  more  to  personal  computers  and  not  main  frame 
computers,  where  the  controls  are  a  little  bit  easier  to  put  in  place. 

I  think  the  agencies  haven't  given  it  sufficient  thought  in  plan- 
ning new  modernization  efforts.  It  typically  takes  a  back  seat  to 
production  emphasis  to  try  to  get  turn-around  times  with  people. 
I  think  that  it  hasn't  been  given  adequate  scrutiny.  I  think  the  au- 
dits that  we  have  been  doing  and  other  people  have  been  doing  are 
bringing  to  light  for  the  first  time  some  problems  that  were  totally 
unaware  to  the  agencies. 

I  know  this  was  the  case  in  the  Customs  Service.  We  met  person- 
ally with  the  Customs  Commissioner,  and  initially  they  were  very 
shocked  that  they  had  this  type  of  problem.  So  I  think  part  of  the 
problem  is  a  changing  in  the  computing  environment;  not  enough 
priority,  not  enough  management  attention  on  it.  I  think  security 
issues  haven't  been  a  sufficient  focus  for  management  within  the 
department. 
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We  are  planning  to  do  much  more  work  in  this  area.  I  think  it 
is  going  to  be  a  growing  concern  across  the  Government  as  we  try 
to  make  information  data  bases  more  accessible  to  the  public  and 
have  exchange  of  information.  So  I  think  you  put  your  finger  on  a 
very  important  issue.  I  share  your  concern  and  we  are  going  to  de- 
vote more  of  our  resources  to  further  exploring  recommendations  in 
that  area. 

Chairman  Glenn.  OK,  that  is  good.  I  won't  ask  for  individual 
comments.  We  are  beginning  to  run  a  little  short  on  time  here. 

Mr.  Dodaro,  in  a  different  area,  the  accounts  receivable  that  is 
collectible  by  IRS — I  mentioned  in  my  opening  statement  that  in 
1991  that  was  estimated  to  be  $18  billion.  Now,  that  has  gone  up 
to  about  $29  billion. 

Do  you  have  any  suggestions  of  how  IRS  can  better  leverage  its 
resources  so  we  can  go  after  that  $29  billion?  That  is  a  lot  of  money 
and  it  is  sitting  out  there  collectible.  This  isn't  the  $130  or  $140 
that  is  the  total  owed,  and  a  lot  of  it  is  involved  with  bankruptcies 
and  things  like  that.  We  were  using  the  $18.6  figure  last  year. 
That  had  gone  up  to  $21,  and  now  the  latest  figure  we  get  just  in 
the  last  few  days  is  we  estimate  it  at  $29  billion  out  there.  Any 
suggestions  that  you  can  give  to  her? 

Mr.  DODARO.  Yes.  What  we  have  been  working  with  them  on  is 
trying  to  get  reliable  estimates,  which  they  now  have,  so  we  have 
a  better  idea  collectively  of  how  much  money  is  out  there.  As  you 
indicated,  it  is  up  to  $29  billion.  What  they  haven't  done  yet  is  pro- 
vide the  detailed  subsidiary  records  to  be  able  to  go  back  and  find 
out  where  that  $29  billion  really  is  and  develop  an  effective  strat- 
egy for  collecting  it. 

We  have  been  very,  very  disappointed  that  IRS  hasn't  moved  out 
more  in  this  area.  It  is  something  that  we  have  brought  to  their 
attention  when  we  did  the  work  2  years  ago  and  that  we  see  some 
movement  in  estimating  better,  but  not  developing  the  detailed 
records  necessary  to  effect  the  type  of  collection  that  you  are  talk- 
ing about.  So  our  recommendation  is  to  get  the  detailed  records 
better  in  shape. 

Chairman  GLENN.  A  different  estimate  is  that  in  your  testimony 
you  said  that  $127  billion  is  in  the  so-called  tax  gap.  That  is  dif- 
ferent than  exactly  what  is  owed,  but  that  is  based  on  1982  infor- 
mation. Is  that  still  valid  at  all  or  worth  even  making  a  note  of, 
because  that  is  12  years  back? 

Mr.  Dodaro.  Well,  we  think  IRS,  and  we  have  made  the  same 
point  with  Customs,  needs  more  recent  complete  data  to  measure 
compliance  activities.  You  really  don't  have  a  good  basis  for  assess- 
ing how  well  your  compliance  activities  are  being  conducted,  nor  do 
we  have  a  good  basis  for  assessing  IRS'  and  Customs'  performance 
in  that  regard.  So  we  think  that  the  age  of  the  data  is  a  big  issue 
that  needs  to  be  dealt  with.  There  are  plenty  of  statistical  sampling 
procedures  that  could  be  put  in  place  to  do  this  on  an  ongoing 
basis.  Customs  and  IRS  are  planning  to  do  that.  We  are  going  to 
encourage  it  and  follow  up  to  make  sure  that  they  continue  to  move 
out  in  that  activity. 

Chairman  Glenn.  Mr.  McFarland,  you  contracted  out  the  audit 
of  actuarial  estimates  for  the  1993  audits  to  a  public  accounting 
firm  with  considerable  expertise  in  that  area.  The  auditor  identi- 
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fied  $54  billion  worth  of  adjustments  that  need  to  be  made  to  the 
retirement  fund  liability  calculation.  This  total  fund,  as  I  under- 
stand it,  is  somewhere  around  $700  billion.  But  $54  billion,  even 
on  a  $700  billion  base,  is  an  awful  lot  of  corrections.  Why  such 
large  adjustments;  why  are  they  necessary,  just  because  we  haven't 
had  good  figures  before,  or  what? 

Mr.  McFarland.  Well,  I  think  this  goes  a  little  to  the  heart  of 
the  matter,  Mr.  Chairman,  this  particular  case  going  back  to  1992. 
When  we  determined  that  it  was  $54  billion,  we  did  bring  that,  of 
course,  to  the  attention  of  OPM.  The  feeling  at  that  time  was — and 
I  say  this  with  some  hesitancy  inasmuch  as  I  can't  speak  for  what 
I  think  their  feelings  were — but  I  will  do  my  best,  as  I  perceived 
it — and  that  was  that  when  we  brought  this  to  their  attention  we 
saw  this  as  just  an  oversight,  an  unbelievable  mistake  that  could 
be  corrected.  The  feeling  at  OPM  at  that  time  was,  we  will  correct 
it,  but  we  will  correct  it  later  because  it  is  going  to  cause  us  a  lot 
of  problems  to  correct  it  now. 

Chairman  Glenn.  Has  it  not  been  corrected  yet? 

Mr.  McFarland.  It  has  been  corrected.  It  was  corrected  shortly 
thereafter,  but  the  point  that  I  am  trying  to  make  is  that  if  we  had 
more  strength  in  the  Chief  Financial  Officer  program  area,  we 
wouldn't  be  relying  that  heavily  on  a  particular  program  area  that 
is  doing  their  customer  service  along  with  their  financial  manage- 
ment. 

The  feeling  that  they  would  correct  it  later  continued  up  until 
the  day  when  Mr.  Owens'  people  stayed  late — the  night  before  our 
opinion  was  due — just  to  make  sure  that  we  would  get  the  latest 
information — otherwise,  we  were  going  to  give  an  adverse  opinion. 
I  sent  a  memorandum  to  the  director  and  it  became  apparent  to 
me,  again  from  my  perception,  that  had  I  not  done  that,  probably 
the  program  offices  would  not  have  discussed  it  with  him.  Once  he 
had  my  note,  all  of  a  sudden  he  became  aware  that  we  had  the  pos- 
sibility of  a  $54  billion  overstatement  of  liability.  Shortly  there- 
after, in  concert  with  the  Office  of  the  Chief  Financial  Officer,  that 
was  corrected. 

Chairman  Glenn.  How  do  you  get  $54  billion  off?  How  did  that 
occur  and  over  what  period  of  time? 

Mr.  McFarland.  Well,  it  occurred  simply  because  the  calcula- 
tions that  were  used  for  the  retirement  program — they  did  not  base 
the  calculations  on  the  average  salary  for  the  high  3  years,  but 
rather  on  a  particular  year. 

Chairman  Glenn.  Now,  we  are  going  to  have  to  follow  up  on 
this,  obviously,  and  so  are  you  going  to  have  to  contract  that  out 
again  to  an  independent  agency  or  do  you  have  resources  to  make 
that  estimate  yourself  in-house? 

Mr.  McFarland.  No,  we  do  not  have  resources  to  make  that 

Chairman  Glenn.  Do  you  plan  to  contract  that  out  again? 

Mr.  MCFARLAND.  Well,  we  planned  to,  but  that  is  one  of  the 
things  we  have  had  to  give  up  this  coming  year. 

Chairman  Glenn.  Yes,  I  know,  and  that  is  because  of  some  of 
the  activities  of  this  Committee.  Some  of  the  members  of  this  Com- 
mittee have  gone  into  some  of  the  contracting-out  things  and  found 
a  lot  of  abuses  in  that  area,  too,  so  they  have  tightened  up  some 
on  this.  I  am  sort  of  middle  ground  on  this.  I  think  we  did  need 
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to  tighten  up  some  on  contracting  out.  On  the  other  hand,  if  we 
have  to  do  that  to  get  the  information,  then  I  am  all  for  it.  So  I 
am  sort  of  caught  in  the  middle  here  on  this  Committee  on  that. 

Mr.  McFarland.  Well,  we  certainly  feel  it  is  absolutely  impera- 
tive that  we  have  the  actuarial  service.  We  do  not  in  our  particular 
organization  have  the  expertise  to  do  that.  We  do  need  to  contract 
out  for  it,  but  this  coming  year  we  are  planning  on  giving  that  up. 

Mr.  Holloway.  Senator  Glenn,  could  I  backtrack  just  to  one 
thing  you  mentioned  because  I  think  it  really  merits  some  consider- 
ation? 

Chairman  Glenn.  Yes. 

Mr.  Holloway.  We  talked  a  little  bit  about  the  progress  IRS  has 
made  in  its  computer  area  and  I  think  it  is  certainly  to  be  com- 
mended, but  I  would  certainly  encourage  you  also  to  point  to  Cus- 
toms as  a  place  where  they  have  really  gotten  after  it.  I  think  Com- 
missioner Weiss  and  his  team  have  done  a  tremendous  job  to  shore 
up  the  security  issues  that  we  raised  at  Customs,  and  I  would  not 
want  that  overlooked.  In  terms  of  zealously  going  after  something, 
I  would  certainly  encourage  you  to  point  to  them  and  their  efforts 
in  trying  to  do  some  of  the  fixes  that  they  are  trying  to  put  in  place 
over  there. 

Chairman  Glenn.  We  have  backed  every  fix,  I  think,  that  there 
is  to  back,  and  we  can't  always  get  the  money  for  it.  We  got  addi- 
tional people  at  IRS  1  year  and  we  did  a  lot  of  things  in  this  area, 
and  so  we  have  tried  to  work  with  them  on  this  because  I  think 
it  is  key  to  getting  control  of  the  whole  situation. 

Mr.  McFarland,  your  audit  report  also  indicates  that  OPM 
doesn't  have  current  documented  policies  and  procedures.  The  last 
time  the  job  descriptions  and  SOPs,  standard  operating  procedures, 
were  updated  was  some  15  years  ago.  Maybe  they  are  completely 
adequate.  I  don't  know,  but  in  looking  at  them,  do  you  feel  they 
have  to  be  upgraded  or  are  they  adequate  the  way  they  are? 

Mr.  McFarland.  No,  they  are  not  the  least  bit  adequate  the  way 
they  are.  Some  of  them  are  as  old  as  15  years,  and  that  is  part  and 
parcel  of  the  problem.  That  and  the  nonintegrated  systems  are  the 
primary  concerns  that  we  have. 

Chairman  Glenn.  Senator  Cochran,  do  you  have  any  questions? 

Senator  Cochran.  I  just  am  encouraged  by  the  conclusion  in  a 
staff  memorandum  that  we  have  here  where  it  is  observed  that 
both  management  and  the  inspector  general  need  to  focus  more  re- 
sources on  CFO  financial  management  issues  in  order  to  make 
meaningful  progress  over  the  next  few  years,  but  the  underlying 
conclusion  also  is  that  progress  is  being  made.  Customs,  as  Mr. 
Holloway  points  out,  has  made  some  significant  progress,  and  so 
has  IRS,  in  spite  of  the  fact  that  there  are  still  a  lot  of  problems 
and  there  are  some  glaring  difficulties  that  we  face  as  well. 

But  I  think  the  encouraging  thing  is  that  the  law  that  has  set 
forth  the  goals  that  we  should  reach  is  sound,  and  we  need  to  con- 
tinue to  look  to  that  for  guidance  and  try  to  make  sure  through 
oversight  hearings  of  this  kind  that  we  mean  business,  that  we  are 
not  going  to  tolerate  OPM  or  anybody  else  ignoring  the  importance 
of  compliance  with  the  law.  I  think  that  ought  to  come  through 
loud  and  clear  this  morning  as  well. 
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Chairman  Glenn.  I  concur  with  that  completely,  and  I  think  I 
will  just  telegraph  my  punch  in  advance  on  this.  We  passed  this 
in  1990.  We  have  had  these  several  years  to  get  things  in  place — 
CFO,  the  Financial  Integrity  Act,  and  all  the  rest  of  these  things. 
The  CFO  Act  was  passed  in  1990,  and  I  think  now  it  is  time  for 
us  to  start  writing  letters  and  expect  replies  back  as  to  where  are 
the  problems  that  we  have  seen  in  various  departments  in  imple- 
menting this,  or  lack  of  attention  to  them,  and  we  want  an  answer 
back  as  to  exactly  what  is  planned  to  come  into  compliance  with 
the  law.  It  is  that  simple. 

We  want  to  see  a  plan  for  each  agency  that  does  not  have  a  CFO 
in  place  the  way  we  envisioned  it.  We  continue  to  rely  to  a  large 
extent  on  the  IGs,  with  their  reporting  responsibilities  not  only  to 
their  agency  or  department  heads,  but  also  to  appropriate  commit- 
tees here  on  Capitol  Hill. 

We  have  the  tools  out  there  now  to  make  a  more  efficient  Gov- 
ernment. Nobody  believes  that;  they  think  efficiency  in  Govern- 
ment is  an  oxymoron  statement  going  in,  and  it  is  not.  We  take 
that  seriously,  and  you  people  are  helping  us  carry  this  thing  out 
and  I  think  it  is  time  we  started  writing  very  pointed  letters.  We 
have  the  backing  of  the  White  House  through  OMB  backing  us  up 
on  these  things.  They  are  committed  to  that,  and  so  I  think  we  will 
start  pushing  in  that  direction,  too,  in  addition  to  just  the  hearings 
we  have. 

We  do  have  another  panel.  I  appreciate  your  being  here.  We  may 
have  additional  questions  for  you  after  we  have  reviewed  the 
record.  We  would  appreciate  your  early  reply.  Thank  you  very 
much,  gentlemen. 

Our  next  panel  is  Morgan  Kinghorn,  the  Chief  Financial  Officer 
of  the  IRS;  Vincette  Goerl,  Chief  Financial  Officer,  U.S.  Customs 
Service;  Larry  Eisenhart,  Acting  Chief  Financial  Officer,  Depart- 
ment of  State;  and  William  E.  Flynn  III,  Assistant  Director  for  Fi- 
nancial Control  and  Management,  Retirement  and  Insurance 
Group  of  OPM. 

We  welcome  all  of  you  to  our  hearing  this  morning.  Mr. 
Kinghorn,  if  you  would  lead  off,  we  would  appreciate  it.  We  appre- 
ciate your  being  here  this  morning,  all  of  you.  Without  objection, 
all  of  your  statements  will  be  included  in  the  record  as  though  de- 
livered, and  we  look  forward  to  your  comments.  Thank  you. 

TESTIMONY  OF  C.  MORGAN  KINGHORN,1  CHIEF  FINANCIAL 
OFFICER,  INTERNAL  REVENUE  SERVICE 

Mr.  Kinghorn.  Thank  you,  Mr.  Chairman,  Mr.  Cochran.  Good 
morning.  I  appreciate  the  opportunity  to  be  with  you  today  to  dis- 
cuss the  Chief  Financial  Officers  Act  of  1990  and  its  contribution 
to  improved  financial  management,  and  the  actions  that  we  at  IRS 
are  taking  to  continue  successful  implementation  of  the  objectives 
of  the  Act. 

As  a  pilot  agency  under  the  CFO  Act,  IRS  has  had  a  unique  op- 
portunity over  the  last  3  years  to  closely  examine  its  financial  man- 
agement structure  and  performance.  The  passage  of  the  Act  there- 
fore provided  further  impetus  for  us  to  put  forth  our  best  efforts 


1  The  prepared  statement  of  Mr.  Kinghorn  appears  on  page  74. 
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to  improve  financial  management  and  provide  full  accountability  to 
the  President,  Congress,  and  the  American  people. 

Mr.  Chairman,  I  really  do  applaud  your  efforts  to  win  passage  of 
this  Act  and  maintain  strong  congressional  oversight  of  its  imple- 
mentation. I  have  been  called  a  grunt  before,  but  never  by  a  com- 
mittee chairman,  but  I  will  wear  it  with  a  great  deal  of  honor  in 
this  case.  This  is  extremely  tough  work. 

The  CFO  Act  requires  Federal  agencies  to  acknowledge  account- 
ability for  the  way  we  run  our  public  enterprises.  That  accountabil- 
ity, however,  depends  on  whether  we  have  information  at  hand  for 
our  leaders  to  make  informed  decisions.  Federal  managers  will  not 
be  able  to  manage  costs,  adequately  measure  their  performance,  or 
find  ways  to  improve  the  way  they  do  business  if  accurate,  timely 
information  is  not  a  routine  product  of  our  financial  systems.  That 
is,  I  believe,  the  very  heart  of  the  CFO  Act. 

We  at  IRS  are  using  the  Act,  the  financial  statement  process, 
and  the  CFO  audit  as  our  blueprint  for  financial  management  im- 
provements. The  process  of  preparing  financial  statements  and 
having  them  audited  imposes  a  critically  important  discipline  on 
us,  discipline  that  focuses  our  attention  on  the  underlying  informa- 
tion that  is  our  operational  framework. 

In  light  of  current  and  future  demands  on  the  Service  and  the 
directions  and  objectives  described  in  our  IRS  Business  Vision,  cre- 
ating a  CFO  organization  devoted  entirely  to  financial  management 
is  only  one  part  of  the  Service's  new  organizational  structure,  but 
I  believe  a  very  critical  addition.  As  CFO,  I  act  as  the  principal  ad- 
viser to  the  Commissioner  and  Deputy  Commissioner  on  all  finan- 
cial management  issues,  and  for  the  first  time  finance  is  an  equal 
business  partner  with  program  executives. 

In  working  to  aggressively  improve  financial  management,  we  at 
the  IRS  have  developed  systems  and  procedures  that  are  the  back- 
bone of  clear,  concise  financial  information,  and  we  have  under- 
taken these  activities  within  the  important  framework  of  the  De- 
partment's effort  to  standardize  financial  systems  across  the  De- 
partment. 

But  beyond  making  sure  that  systems  and  procedures  are  in 
place  to  deliver  on  our  promises,  a  major  point  of  concentration  in 
the  last  year  has  been  the  people  side  of  the  equation.  In  an  effort 
to  drive  home  the  fact  that  financial  management  is  not  something 
that  resides  only  in  headquarters,  we  have  now  named  controllers 
in  all  IRS  regions  and  will  name  controllers  in  all  other  major  of- 
fices over  the  next  4  months  who  will  become  part  of  their  business 
team  in  the  field  and  ensure  that  sound  financial  information  and 
analysis  are  the  basis  of  all  management  decisions. 

Financial  management  is  not  extraneous  to  our  business.  It  is, 
in  fact,  a  critical  component.  In  fact,  we  now  have  financial  state- 
ments down  to  the  district  and  operational  level  for  every  major  op- 
erating entity  in  the  Service.  So  making  financial  managers  a  visi- 
ble part  of  the  business  team  will  help  the  entire  organization 
make  that  connection. 

These  actions  reflect  our  sustained  commitment  to  the  objectives 
of  the  Act,  and  we  also  recognize  we  have  very  major  improvements 
to  make.  As  you  are  aware,  Mr.  Chairman,  GAO  recently  issued  its 
second  audit  report,  and  as  was  true  in  1992,  GAO  was  again  able 
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to  say  that  the  more  than  $1  trillion  on  revenue  collected  from 
American  taxpayers  was  properly  deposited  in  the  Treasury.  GAO 
also  gave  us  credit  for  significant  improvements  in  our  operations. 
This  is  no  small  accomplishment  for  an  organization  that  processes 
over  200  million  returns,  handles  over  1  billion  information  docu- 
ments, and  issues  more  than  80  million  refunds. 

We  feel  we  have  come  a  long  way  since  the  first  audit  was  is- 
sued, and  the  most  important  signs  of  specific  improvement  actions 
are  that  we  implemented  a  single  Nationwide  financial  system 
which  enables  GAO  to  audit  our  administrative  operations,  a  tre- 
mendous improvement  over  1992  when  only  33  percent  of  our  oper- 
ating funds  could  be  audited  because  financial  data  coming  out  of 
the  old  system  simply  was  not  adequate  to  meet  the  standards  of 
the  new  Act.  Now,  100  percent  of  our  operating  funds  are 
auditable. 

IRS  was  able  to  extract  billions  of  detailed  financial  transactions 
for  GAO  to  test  the  master  files  which  contain  the  records  of  all 
taxpayers,  and  we  have  now  balanced  to  the  penny  both  the  indi- 
vidual and  business  master  files.  That  was  an  enormous  undertak- 
ing to  bring  out  detailed  financial  transaction  material. 

IRS  and  GAO  agreed  on  the  true  collectible  amounts  of  accounts 
receivable,  thus  better  valuing  that  critical  asset  and  allowing  our 
agency  to  better  manage  that  asset  to  collect  those  resources.  We 
have  transferred  responsibility  for  revenue  accounting  and  report- 
ing of  accounts  receivable  to  my  office. 

We  established  a  Senior  Council  for  Management  Improvement 
to,  in  effect,  provide  control  and  oversight  of  all  GAO  internal  audit 
and  FMFIA  issues  in  the  organization.  We  obtained  payroll  serv- 
ices from  the  Department  of  Agriculture's  national  Finance  Center, 
and  GAO  concluded  that  all  IRS  employees  were  paid  the  correct 
amount  and  found  no  material  reconciliation  issues  in  payroll,  not 
an  insignificant  finding  given  that  payroll  is  about  75  percent  of 
our  budget. 

We  continued  the  development  of  piloting  of  our  cost  manage- 
ment system  that  will  enable  us  to  look  at  IRS  business  processes 
and  array  the  cost  of  those  processes  in  a  way  that  allows  man- 
agers to  make  informed  decisions,  including  the  improvement  of 
those  business  processes.  We  improved  prompt  pay  actions.  The 
GAO  sample  found  no  duplicate  payments  this  year.  The  incidence 
of  late  payments  dropped,  and  we  also  brought  up  a  new  central 
payment  facility  to  further  improve  those  operations.  We  completed 
successfully  our  first  inventory  of  computer  assets  and  redesigned 
the  computer  inventory  system. 

These  improvements  were  the  result  of  a  great  deal  of  hard  work 
on  the  part  of  IRS  employees  in  both  the  program  offices  as  well 
as  the  financial  arena.  During  the  1993  audit,  we  did  work  closely 
with  the  GAO  audit  team  and  our  internal  auditors  who  were  part 
of  that  team.  As  the  auditors  found  problems,  they  recommended 
appropriate  courses  of  action  and  in  many  cases  problems  were  re- 
solved as  the  audit  progressed. 

We  are  committed  to  addressing  the  remaining  issues  which  pre- 
vented GAO  from  issuing  an  opinion  on  the  reliability  of  our  finan- 
cial statements.  We  are  working  hard  to  find  ways  to  provide  de- 
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tailed  information  to  our  auditors  that  will  enable  them  to  render 
an  opinion. 

As  you  know,  Mr.  Chairman,  and  the  Commissioner  mentioned 
this  last  week,  tax  systems  modernization  will  deliver  even  more 
impressive,  longer-term  changes  that  will  be  critical  in  eliminating 
many  problems,  but  in  the  meantime  we  are  aggressively  pursuing 
short-term  actions.  We  believe  we  have  narrowed  the  issues  associ- 
ated with  an  opinion  to  four  or  five  key  issues,  and  I  would  like 
to  outline  those  for  you  today  because  they  are  significant. 

First,  reliable  supporting  information  on  collection  of  seized  as- 
sets will  be  available  for  the  audit  of  the  1994  statements.  We  will 
conduct  an  inventory  of  all  seized  assets  and  we  will  reconcile  them 
to  the  general  ledger  for  both  collection  and  criminal  investigation. 
The  criminal  side  of  the  seized  asset  issue  was  no  issue  with  GAO 
this  year.  We  have  made  significant  improvements  to  the  system 
used  by  CI,  and  by  October  1,  1994,  we  will  have  in  place  a  Nation- 
wide system  for  tracking  assets  seized  by  the  collection  program. 

The  second  issue  is  that  we  will  also  provide  reliable  supporting 
information  on  all  accounts  payable  balances  that  will  be  reported 
in  1994.  When  we  have  converted  to  our  new  administrative  sys- 
tem, entries  are  made  to  transfer  balances  because  the  old  financial 
system  did  not  have  the  necessary  detail.  We  believe  the  balances 
will  be  accurate,  but  this  detailed  information  will  have  to  be 
pulled  from  our  data. 

Third,  we  will  work  with  GAO  to  determine  the  best  way  to  re- 
duce the  scope  limitation  due  to  the  inability  to  provide  supporting 
information  for  collections  by  type  of  tax.  We  have  some  long-term 
key  solutions  underway,  but  we  will  investigate  short-term  actions 
to  provide  information  on  collections  by  type  of  tax.  Under  the  new 
electronic  funds  transfer  payment  system,  we  will  have  payment 
and  return  information  available.  For  now,  we  will  attempt  to  de- 
termine that  information  from  detailed  extracts  of  the  master  file, 
and  we  have  committed  to  do  that  for  GAO  and  ourselves. 

Finally,  we  will  analyze  in-process  revenue  transactions  and  tax 
credit  balances.  As  we  build  new  systems,  we  will  ensure  that  that 
type  of  information  is  available  regularly.  We  also  have  a  task  force 
that  is  working  on  cash  reconciliations  from  our  operating  funds. 
We  will  make  some  adjustments  in  our  1994  financial  statements 
to  clear  up  old  balances  from  a  time  when  we  did  not  have  ade- 
quate controls  on  our  basic  financial  management  processes  or 
when  information  was  not  available. 

It  is  our  belief  if  we  and  GAO  can  agree  on  the  approach  to  those 
four  issues  that  they  could  then  opine  on  our  statements  in  the 
1994  audit  that  is  underway  as  we  speak. 

One  way  this  Committee  can  help  other  agencies  to  achieve  im- 
provements in  financial  management  is  to  expand  the  require- 
ments for  audited  financial  statements  across  Government.  For 
that  reason,  we  fully  support  the  FFMA.  All  agencies  should  be  re- 
quired to  submit  to  the  rigors  of  a  close  examination  of  how  well 
they  are  accomplishing  their  mission  and  safeguarding  the  assets 
that  are  entrusted  to  them. 

Many  of  our  fixes  will  have  to  wait,  in  effect,  for  TSM.  The  kinds 
of  integrated  information,  more  accurate  information,  more  timely 
information,  that  only  tax  systems  modernization  can  bring  to  our 
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employees  will,  in  effect,  remain  a  critical  element  in  achieving  the 
real  fixes  in  some  of  the  other  areas  GAO  has  mentioned  and  you 
mentioned  that  are  not  by  themselves  integrally  related  to  an  opin- 
ion itself. 

I  also  believe  that  the  CFO  Act,  the  FMFIA  Act,  the  FFMA  Act 
that  we  hope  passes,  and  the  Government  Performance  Act  really 
form  a  powerful  series  of  tools  to  link  financial  management  and 
program  management.  I  spoke  at  an  AGA  conference  earlier  this 
year  and  really  tried  to  indicate  to  people  that  for  people  in  this 
business,  in  financial  management,  as  well  as  in  program  manage- 
ment, this  is  an  exciting  time.  I  am  excited  how  far  IRS  has  come. 
I  recognize  that  some  truly  difficult  work  lies  ahead  of  us,  but  I  am 
confident  that  we  have  laid  the  right  groundwork  and  are  moving 
ahead  with  a  personal  commitment  of  top  agency  executives. 

We  are  fortunate  to  have  the  full  support  of  the  Commissioner, 
the  Deputy  Commissioner,  and  the  Treasury  Department,  and  es- 
pecially the  CFO  organization  at  Treasury.  They  have  fought  hard 
for  resources  in  the  administration.  We  also  appreciate  the  support 
from  this  Committee  and  look  forward  to  working  with  you  in  the 
future. 

Mr.  Chairman,  that  concludes  my  remarks.  I  am  glad  to  take 
questions  from  you  or  from  Mr.  Cochran. 

Chairman  Glenn.  Thank  you.  We  will  wait  until  everyone  has 
given  their  statement  here. 

Ms.  Goerl  is  Chief  Financial  Officer,  U.S.  Customs  Service.  I  may 
have  introduced  you  as  Vincent.  Did  I  do  that  a  while  ago? 

Ms.  Goerl.  It  is  Vincette. 

Chairman  Glenn.  Vincette,  right;  thank  you. 

TESTIMONY  OF  VINCETTE  L.  GOERL,1  CHIEF  FINANCIAL 
OFFICER,  U.S.  CUSTOMS  SERVICE 

Ms.  GOERL.  Good  morning,  Mr.  Chairman  and  members  of  the 
Committee.  I  am  pleased  to  be  here  today  to  discuss  the  results  of 
the  Chief  Financial  Officers  Act  audit  of  the  Customs  Service  fiscal 
year  1993  activities  conducted  by  the  General  Accounting  Office 
and  the  plans  we  have  to  implement  the  Act  and  improve  our  fi- 
nancial management  practices.  I  will  also  comment  on  the  broad  is- 
sues of  Customs  CFO  Act  implementation. 

First,  Commissioner  Weiss  and  I  are  strong  supporters  of  the 
CFO  Act  and  we  are  committed  to  full  implementation  of  the  Act. 
In  the  interests  of  brevity,  I  will  summarize  my  prepared  state- 
ment for  the  record. 

As  you  know,  the  Act  was  passed  because  agencies  were  not  giv- 
ing adequate  attention  to  financial  management.  Because  of  Cus- 
toms' inadequate  attention  in  the  past,  we  were  not  able  to  obtain 
an  unqualified  opinion  from  GAO  on  our  financial  activities  for  the 
past  2  fiscal  years.  However,  Customs  has  made  financial  manage- 
ment a  very  high  priority  and  we  are  aggressively  attending  to  our 
deficient  areas.  As  a  result  of  the  audit  findings  and  our  height- 
ened attention,  we  are  pleased  to  highlight  some  of  our  significant 
improvements. 


1  The  prepared  statement  of  Ms.  Goerl  appears  on  page  76. 
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We  established  a  stand-alone  CFO  organization  that  reports  di- 
rectly to  the  Commissioner,  and  I  am  here  today  because  the  Com- 
missioner recognized  the  value  of  the  appointment  and  placement 
of  a  CFO  as  his  chief  fiscal  adviser. 

As  an  integral  part  of  the  CFO  organization,  we  established  a 
group  of  highly  competent  individuals  to  compile  and  improve  the 
quality  of  our  financial  statements.  We  developed  a  comprehensive 
plan  with  GAO  to  address  the  significant  issues  identified  by 
GAO's  1992  financial  audit  and  will  do  so  for  1993  as  well.  In  Octo- 
ber 1992,  we  implemented  a  new  core  accounting  system  and  devel- 
oped plans  to  integrate  the  system  with  ancillary  systems. 

We  improved  our  accounts  receivable  policies  to  identify  valid  ac- 
counts receivable  and  determine  collectibility  of  such  receivables. 
We  collected  $31.6  million  due  through  improved  debt  collection 
processes  and  procedures.  We  conducted  a  100-percent  physical  in- 
ventory of  our  capitalized  equipment  and  a  sample  of  our 
noncapitalized  property,  and  we  successfully  reconciled  the  inven- 
tory to  the  property  records.  We  also  conducted  a  100-percent  phys- 
ical inventory  of  drugs,  currency,  and  seized  property. 

As  a  result  of  our  efforts  to  address  specific  problem  areas,  we 
believe  the  financial  audits  for  1994  and  1995  will  show  that  we 
are  making  tremendous  progress.  However,  if  we  are  to  make 
progress,  we  need  to  address  fundamental  problems  in  our  finan- 
cial management  environment.  They  are,  as  I  see  them,  the  lack 
of  integration  between  revenue  and  appropriated  financial  systems, 
the  lack  of  full  appreciation  among  Customs  staff  of  the  financial 
implications  of  internal  control  weaknesses  in  operational  areas, 
and  the  need  to  strengthen  leadership  of  the  financial  management 
effort. 

To  ensure  that  we  are  well  positioned  to  address  the  underlying 
causes  of  Customs'  financial  management  problems,  I  have  directed 
a  team  to  develop  a  comprehensive  financial  management  improve- 
ment plan  that  focuses  on  the  problems  and  causes  and  prioritizes 
the  solutions,  and  develop  proposals  to  organize  staff  and  develop 
our  financial  management  employees  to  effectively  carry  out  the  fi- 
nancial programs.  The  study  and  recommendations  will  be  deliv- 
ered to  me  in  September. 

I  believe  we  have  a  great  opportunity  to  focus  on  actions  we  can 
take  before  fiscal  year  1995  begins,  as  well  as  other  activities  that 
we  can  complete  in  the  next  year.  I  would  like  to  highlight  some 
of  those  short-term  actions  today. 

We  will  be  developing  and  implementing  a  program  for  compli- 
ance measurement  and  bonded  warehouses,  and  determining  the 
feasibility  of  using  a  similar  methodology  to  evaluate  compliance  at 
foreign  trade  zones.  We  will  issue  and  implement  procedures  re- 
garding the  approval  of  duty  refund  claims  to  reduce  the  risk  of  du- 
plicate payments  and  assure  that  payments  are  made  to  the  correct 
claimant. 

Customs  will  enhance  its  automated  systems  to  track  property 
from  seizure  to  disposition,  enhance  physical  security  at  seized 
property  vaults  and  warehouses,  and  improve  controls  over  drugs 
and  currencies  used  in  enforcement  activities.  We  will  again  con- 
duct a  100-percent  physical  inventory,  now  planned  for  September, 
of  seized  property  and  reconcile  to  our  accounting  records. 
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We  will  also  develop  policies  in  conjunction  with  the  Department 
of  Justice  that  establish  the  appropriate  quantity  of  drugs  needed 
as  evidence  upon  seizure  and  direct  the  timely  disposal  of 
unneeded  drugs.  Customs  will  enhance  procedures  to  account  for 
expenditures  and  revenues  related  to  undercover  operations,  as 
well  the  custody  of  assets  acquired  and  retained  or  disposed  of  dur- 
ing these  operations,  while  we  develop  long-term  automated  sys- 
tems that  compile  this  data. 

We  will  issue  and  implement  a  policy  to  establish  a  value  for  cap- 
italized property  when  there  is  no  record  of  original  acquisition 
value.  We  will  issue  and  implement  a  policy  to  set  the  appropriate 
value  for  aircraft  and  marine  parts,  and  improve  related  account- 
ability. We  will  also  design  adequate  controls  that  are  cost-effective 
to  safeguard  noncapitalized  property. 

Many  of  our  efforts  will  require  long-term  commitment  on  the 
part  of  Customs  to  fully  implement  financial  management  improve- 
ment. They  all  require  reengineering  of  our  program  and  financial 
processes  and  the  subsequent  redesign  and  development  of  modern 
information  management  systems  that  will  support  those  proc- 
esses. 

Our  long-term  initiatives  are  focused  in  three  areas — trade  law 
compliance,  redesign  of  the  automated  commercial  system,  and  ex- 
panding and  enhancing  our  core  financial  management  system.  I 
would  like  to  briefly  discuss  those  plans  today. 

In  the  area  of  trade  law  compliance,  we  will  pilot  a  program  to 
include  a  Nationwide  year-long  test  of  all  main  categories  of  goods. 
Successful  implementation  of  the  program  will  enable  Customs  to 
expand  the  program  further.  At  the  same  time,  we  could  provide 
reasonable  assurances  that  the  revenues  we  report  are  those  that 
should  have  been  collected. 

As  part  of  the  redesign  of  the  automated  commercial  system,  we 
plan  to  implement  the  Automated  Commercial  Environment,  a 
total  automated  system  encompassing  the  full  range  of  commercial 
activities  under  our  jurisdiction.  ACE  will  be  an  integrated, 
streamlined  international  trade  information  system  encompassing 
both  imports  and  exports.  It  will  serve  a  broad  spectrum  of  users 
both  inside  and  outside  the  Federal  Government. 

As  a  part  of  that  effort,  we  also  plan  to  design  a  revenue  account- 
ing system  that  is  at  the  leading  edge  of  technology  and  affords 
users  the  ability  to  take  full  advantage  of  the  data.  We  will  also 
continue  our  efforts  to  expand  and  enhance  our  new  integrated  fi- 
nancial system  by  coordinating  with  Treasury  in  the  effort  to 
standardize,  compile,  and  report  financial  data  that  can  be  consoli- 
dated with  Treasury-wide  financial  management  data.  These  areas 
include  travel,  revenue,  accounts  receivable,  procurement,  property, 
and  cost  management. 

We  are  a  strong  supporter  of  electronic  commerce  and  will  con- 
tinue to  expand  participation  in  the  automated  clearinghouse  pro- 
gram that  forwards  entry  data  from  importers  or  brokers  and  per- 
mits Customs  to  collect  related  revenue  by  charging  the  importer's 
or  broker's  bank  account.  Additionally,  we  will  pilot  an  automated 
system  to  receive  invoices  electronically  from  vendors  and  remit 
payment  without  manual  intervention. 
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As  we  develop  our  financial  management  improvement  and  orga- 
nizational plans,  I  assure  you  that  we  will  be  guided  by  the  follow- 
ing principles.  The  staff  must  understand  the  value  of  integrated 
program,  budget,  and  financial  systems,  and  that  such  systems  will 
improve  their  day-to-day  work  effectiveness  and  efficiency,  while 
building  and  implementing  internal  controls  that  are  transparent 
and  afford  reliable  information  to  make  sound  financial  manage- 
ment decisions. 

There  must  be  a  qualified  financial  leadership  that  includes  a 
CFO  who  possesses  a  strong  financial  management  background 
and  a  Deputy  CFO  with  a  similar  background.  Management  must 
ensure  that  financial  management  policies  are  continuously  evalu- 
ated and  a  competent  staff  is  continually  trained  to  maintain  the 
necessary  skills  needed  in  the  rapidly  changing  area  of  automated 
technology  and  business. 

The  Chief  Financial  Officer  must  report  to  the  highest  level  in 
the  agency  to  ensure  independence  and  oversight  of  the  design  and 
implementation  of  good  financial  systems.  Finally,  agency  manage- 
ment must  recognize  the  importance  of  independent  assessments 
by  independent  auditor  organizations. 

Mr.  Chairman,  the  periodic  meetings  with  members  of  your  staff 
to  obtain  their  insight  toward  our  current  and  future  improvements 
to  successfully  implement  the  Act  have  been  very  beneficial.  I  wel- 
come the  opportunity  to  continue  these  meetings  and  welcome  any 
suggestions  your  staff  may  offer.  Together,  we  will  successfully  im- 
plement the  Chief  Financial  Officers  Act  and  provide  the  much 
needed  assurance  to  the  Congress  and  the  public  that  the  funds  en- 
trusted to  Customs  are  effectively  and  efficiently  used. 

Mr.  Chairman  and  members  of  the  Committee,  thank  you  for  the 
opportunity  to  express  my  views  on  the  CFO  Act  and  to  discuss  the 
improvements  made,  underway  and  planned  to  successfully  imple- 
ment the  Act  at  Customs.  Mr.  Chairman,  I  request  that  my  formal 
statement  be  entered  into  the  hearing  record  and  I  am  pleased  to 
answer  any  questions  you  or  the  Committee  might  have. 

Chairman  Glenn.  Thank  you  very  much.  All  the  statements  will 
be  entered  in  the  record. 

Mr.  Eisenhart  is  Acting  CFO  at  the  Department  of  State. 

Mr.  Eisenhart. 

TESTIMONY  OF  LARRY  J.  EISENHART,1  DEPUTY  CHIEF 
FINANCIAL  OFFICER,  DEPARTMENT  OF  STATE 

Mr.  Eisenhart.  Good  morning,  Mr.  Chairman  and  members  of 
the  Committee.  I  appreciate  the  opportunity  to  appear  here  today 
to  discuss  the  Chief  Financial  Officers  Act,  the  State  Department's 
financial  statements,  and  the  financial  management  improvements 
that  the  Department  is  making. 

Senator  I  can  assure  you  that  we  are  excited  by  the  prospects  of 
financial  management  improvement.  With  declining  resources  and 
the  need  for  increased  flexibility  in  a  rapidly  changing  post-Cold 
War  world,  top  management  from  the  Secretary  on  down  regard 
strengthening  our  financial  capacity  as  absolutely  essential  to  the 
successful  conduct  of  foreign  policy. 


1  The  prepared  statement  of  Mr.  Eisenhart  appears  on  page  80. 
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The  problems  with  financial  management  at  State  are  well  docu- 
mented. Thanks  to  the  excellent  work  by  the  Inspector  General's 
Office,  the  General  Accounting  Office,  the  Hill  staff,  and  many  in- 
ternal reviews,  we  are  well  aware  of  our  shortcomings. 

We  have  developed  an  aggressive  plan  for  financial  management 
improvement.  A  series  of  documents,  including  our  Five-Year  Fi- 
nancial Management  Plan,  our  Chief  Financial  Officers  Report, 
Federal  Financial  Managers'  Integrity  Act  Reports,  and  our  Finan- 
cial Management  Information  Strategy  Plan,  map  out  a  plan  for  fi- 
nancial management  improvements.  It  is  a  comprehensive,  inte- 
grated, and  extremely  aggressive  plan.  Despite  its  ambitious  sched- 
ule, it  is  a  multiyear  effort.  The  current  condition  of  financial  man- 
agement at  the  State  Department  took  years,  even  decade,  to  de- 
velop and  it  will  take  years  to  solve. 

While  a  great  deal  has  been  done,  and  we  are  proud  of  the  ac- 
complishments since  the  passage  of  the  CFO  Act,  there  is  still  even 
much  more  to  do  to  bring  the  Department  into  full  compliance.  The 
Act  has  been  and  continues  to  be  extremely  helpful,  but  is  no  pana- 
cea. Financial  management  improvement  requires  people,  training, 
and  budgetary  resources,  all  of  which  are  in  short  supply  in  this 
difficult  budget  climate.  Our  problems  are  also  complicated  by  the 
unique  worldwide  and  often  difficult  environment  in  which  the 
State  Department  operates. 

Senator  Glenn,  as  you  mentioned  in  your  letter,  there  are  many 
actions  we  can  take  today  that  do  not  have  to  wait  for  the  magic 
of  a  new  system.  We  have  achieved  a  great  deal  in  the  short  term 
and  expect  to  make  gains  in  the  next  year.  Let  me  describe  some 
of  the  actions  that  are  underway  and  now  planned  for  the  next  12 
to  18  months. 

Interest  penalties:  In  the  past,  the  Department's  compliance  with 
the  Prompt  Pay  Act  has  been  unsatisfactory.  For  example,  the  De- 
partment paid  approximately  $1.2  million  in  interest  penalties  for 
fiscal  years  1990  and  1991.  For  fiscal  year  1993,  we  incurred 
$570,000,  and  anticipate  for  fiscal  year  1994  to  have  that  down  to 
approximately  $350,000. 

Reducing  financial  systems:  We  are  making  steady  progress  in 
reducing  the  number  of  financial  systems.  We  have  gone  from  six 
to  three  accounting  and  disbursing  systems,  and  from  three  to  two 
foreign  service  national  payroll  systems,  and  will  soon  have  one 
standardized  foreign  service  national  system. 

Disbursing:  The  Department  had  21  U.S.  disbursing  officers 
worldwide  who  were  accountable  to  Treasury  for  billions  of  U.S. 
dollars  in  foreign  currency  equivalents.  In  general,  the  USDOs 
were  unable  to  reconcile,  balance,  or  clear  their  Treasury  accounts 
or  accurately  report  to  Treasury  the  value  of  their  foreign  currency 
holdings.  We  have  set  about  correcting  this  situation.  To  date,  we 
have  centralized  17  of  the  19  USDO  operations.  We  have  developed 
operating  procedures  and  have  enhanced  controls  and  oversight. 

Cashiering:  The  USDOs  were  not  consistently  exercising  proper 
oversight  of  the  cashier  functions.  We  have  assigned  specific  re- 
sponsibility for  cashier  oversight  to  one  office.  All  cashiers  and  cer- 
tifying officers  now  must  pass  a  written  exam  before  they  can  be 
designated  to  carry  out  those  functions.  In  addition,  in  fiscal  year 
1995  we  expect  to  begin  installing  a  modern  PC-based  cashiering 
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system  that  will  be  fully  integrated  with  our  current  and  future  ac- 
counting systems. 

Data  cleanup:  We  have  initiated  intensive  data  cleanup  efforts  to 
improve  the  accuracy  of  the  Department's  books.  For  example,  we 
have  contracted  with  an  independent  CPA  firm  to  establish  proce- 
dures and  perform  reconciliations  for  disbursements  of 
withholdings  made  from  employees'  pay.  These  accounts  had  not 
been  reconciled  for  years. 

In  addition  to  the  items  I  have  just  mentioned,  we  have  initiated 
two  pilots  under  the  Government  Performance  and  Results  Act.  We 
are  improving  our  medical  receivables  and  accounting  for  overseas 
proceeds  of  sale.  We  have  developed  standardized  reference  files 
and  are  improving  main  frame  security. 

The  Chief  Financial  Officers  Act  has  made  a  substantial  impact 
in  moving  the  State  Department  toward  better  financial  manage- 
ment, accountability,  and  responsibility.  It  underpins  many  of  the 
short-term  gains  described  above  and  is  the  foundation  for  our  com- 
plex, long-term  strategy  of  improvement.  The  Act  has  been  instru- 
mental in  securing  top  management's  commitment  to  reform.  Sen- 
ior officials,  including  Deputy  Secretary  Talbott  and  Under  Sec- 
retary Moose,  are  knowledgeable  about  financial  management  and 
take  an  active  interest  in  it.  We  regularly  discuss  progress  on  our 
financial  management  systems  and  other  financial  matters  with 
the  Under  Secretary. 

The  Act  has  prompted  a  reorganization  of  financial  management 
activities.  The  reorganization  was  far-reaching  within  the  State  De- 
partment. As  a  result,  now  all  accounting  and  payroll  systems  are 
under  the  purview  of  the  CFO.  Before,  many  systems  and  financial 
management  operations,  particularly  overseas,  were  outside  of  the 
control  of  the  CFO. 

The  CFO  organization  has  been  streamlined  and  roles  rational- 
ized with  definite  responsibilities.  The  CFO  is  also  playing  an  in- 
creasing role  in  the  selection  and  training  of  the  foreign  service  fi- 
nancial management  personnel.  Probably,  one  of  the  most  signifi- 
cant things  is  the  move  toward  audited  financial  statements  at  the 
Department  of  State. 

The  Department  of  State  prepares  statements  for  three  entities — 
the  International  Boundary  and  Water  Commission,  which  is  the 
IBWC;  the  Foreign  Service  Retirement  and  Disability  Fund, 
FSRDF;  and  the  Department's  commercial  activities,  revolving 
funds,  and  trust  funds,  or  the  rollup  as  it  has  been  called.  The  roll- 
up  statement  comprises  approximately  60  percent  of  the  Depart- 
ment's appropriations  and  consists  of  multiple  funds. 

For  fiscal  year  1993,  the  statements  for  the  IWBC  are  complete 
and  the  OIG  has  issued  an  unqualified  opinion.  The  statements  for 
the  FSRDF  and  the  rollups  are  in  final  review  and  will  be  issued 
soon.  While  late,  these  statements  are  being  issued  4  months  and 
10  months  earlier,  respectively,  than  the  fiscal  year  1992  state- 
ments. We  intend  for  all  of  the  1994  statements  to  be  issued  on 
time. 

Based  on  our  discussions  with  the  IG,  we  anticipate  that  the  OIG 
will  disclaim  an  opinion  on  the  fiscal  year  1993  FSRDF  statements. 
This  is  primarily  due  to  the  inability  to  verify  investment  balances 
held  by  Treasury.  The  preparation  and  audit  process  is  well  under- 
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way  and  we  plan  to  resolve  these  major  deficiencies  by  the  end  of 
fiscal  year  1994.  We  are  hopeful  for  an  unqualified  opinion  on  the 
1994  statements. 

Unfortunately,  due  to  inadequate  records,  poor  financial  systems, 
poor  management  controls,  and  the  tremendous  task  of  reconstruct- 
ing and  integrated  worldwide  data  into  a  single  reporting  entity, 
the  rollup  statements  are  unauditable  and  do  not  reflect  the  enti- 
ty's true  financial  condition.  Nonetheless,  we  feel  that  preparing 
the  statements  has  been  of  benefit.  For  example,  the  statement 
preparation  and  limited  audit  identified  a  number  of  previously  un- 
known data  and  internal  control  shortfalls  in  current  systems  and 
processes. 

We  have  developed  a  strategy  to  improve  the  auditability  of  the 
rollup  statements  pending  the  upgrade  of  our  financial  manage- 
ment systems.  This  strategy  is  based  upon  our  experience  in  pre- 
paring the  1992  and  1993  rollup  statements,  information  available 
to  us  through  audits  and  discussions  with  the  IG,  and  internal  re- 
views. Our  strategy  is  multifaceted  and  involves  incrementally  im- 
proving the  auditability  of  the  funds,  accounts,  and  processes,  and 
potentially  revising  the  single  structure  to  multiple  reporting  enti- 
ties. 

For  1993  and  1994,  we  are  concentrating  on  the  accuracy  of  the 
smaller  funds  in  the  rollup.  Generally,  these  funds  have  a  small 
number  of  accounts  and  transactions,  and  consequently  we  are  in 
a  better  position  to  manually  reconstruct  amounts  to  be  reported. 
At  the  end  of  fiscal  year  1994,  if  we  are  successful  in  improving  the 
auditability  of  the  smaller  funds,  we  envision  breaking  the  rollup 
funds  into  three  reporting  entities.  The  entities  would  consist  of  the 
small  funds,  the  foreign  buildings  operations,  and  the  salaries  and 
expense  and  diplomatic  and  consular  programs  appropriations.  In 
doing  so,  we  will  reduce  the  amount  of  Department  dollars  consid- 
ered unauditable. 

For  1995,  we  will  concentrate  on  the  foreign  buildings  operations, 
including  the  real  property  values.  In  1996,  we  will  concentrate  on 
the  salaries  and  expenses  and  diplomatic  and  consular  programs. 
Our  goal  is  to  have  auditable  statements  for  fiscal  year  1997. 

In  the  past,  the  Department  has  identified  and  reported  42  mate- 
rial weaknesses  and  nonconformances  in  its  core  and  subsidiary  ac- 
counting systems  alone.  The  Department  was  burdened  with  man- 
aging six  different  and  poorly  integrated  financial  accounting  sys- 
tems throughout  the  world  in  support  of  its  domestic  and  overseas 
posts.  We  need  to  replace  a  multitude  of  obsolete  and  inadequate 
systems  with  a  single  integrated  financial  management  system. 

Work  on  this  key  initiative  is  progressing  steadily.  The  strategic 
plan  for  integration  was  finished  in  May  1993.  Requirements  anal- 
ysis is  complete  for  the  core  systems.  Assuming  the  necessary  re- 
sources can  continue  to  be  made  available  in  these  tight  budgetary 
times,  we  expect  initial  operating  capability  in  overseas  operations 
in  late  1995  or  early  1996,  initial  post  installations  in  late  1996, 
and  full  worldwide  operation  by  1999.  The  biggest  effort  in  there 
is  the  full  integration  of  the  accounting  system  with  all  its  subsidi- 
ary systems. 

It  is  a  big  challenge  and  a  long-term  effort.  Nonetheless,  we  are 
committed  and  are  making  short-term  progress  and  are  even  more 
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excited  about  the  foundation  being  laid  for  future  improvements. 
We  believe  working  with  the  office  of  inspector  general  has  been  in- 
valuable and  we  have  formed  a  partnership  that  has  the  IG  and 
management  working  together  in  a  very  productive  environment  to 
improve  financial  accountability  and  responsibility  in  meeting  the 
Department's  mission. 

I  will  be  more  than  happy  to  answer  any  questions  the  Commit- 
tee might  have. 

Chairman  Glenn.  Thank  you  very  much. 

One  more  witness  before  we  get  to  questions,  Mr.  William  Flynn, 
Assistant  Director  for  Financial  Control  and  Management  of  the 
Retirement  and  Insurance  Group  of  OPM. 

Mr.  Flynn. 

TESTIMONY  OF  WILLIAM  E.  FLYNN  III,1  ASSISTANT  DIRECTOR 
FOR  FINANCIAL  CONTROL  AND  MANAGEMENT,  RETIRE- 
MENT AND  INSURANCE  GROUP,  OFFICE  OF  PERSONNEL 
MANAGEMENT 

Mr.  FLYNN.  Mr.  Chairman,  thank  you  for  inviting  me  this  morn- 
ing. In  the  interest  of  time,  I  will  make  a  brief  statement.  You  have 
the  prepared  remarks  that  I  submitted  to  the  Committee. 

Chairman  Glenn.  All  of  the  statements  will  be  included  in  the 
record. 

Mr.  Flynn.  I  am  currently  the  Assistant  Director  for  Financial 
Control  and  Management  in  OPM's  Retirement  and  Insurance 
Group  and,  in  that  capacity,  function  essentially  as  the  controller 
for  OPM's  Government-wide  employee  benefit  programs.  Each 
month,  we  provide  benefits  and  services  to  almost  3  million  Federal 
employees,  over  2  million  retirees  and  annuitants,  and  approxi- 
mately 9  million  people  who  represent  enrollees  and  their  depend- 
ents in  the  Federal  Employees  Health  Benefits  Program.  As  you 
heard  earlier  this  morning,  we  manage  trust  funds  whose  net  as- 
sets total  approximately  $320  billion,  and  we  issue  payments  annu- 
ally in  the  neighborhood  of  $50  billion. 

I  mention  that  simply  to  point  out  the  fact  that  the  Retirement 
and  Insurance  Group  within  OPM  is  a  vast  financial  services  orga- 
nization. As  we  carry  out  our  activities,  we  do  so  using  three 
funds— the  Civil  Service  Retirement  and  Disability  Fund,  which  is 
essentially  the  pension  fund;  the  Federal  Employees  Health  Bene- 
fits Fund,  which,  as  its  name  implies,  handles  health  benefits;  and 
the  Federal  Employees'  Group  Life  Insurance  Fund. 

I  have  been  in  this  position  for  a  little  over  2  years,  and  in  each 
of  those  years  and  the  year  prior,  1991,  1992,  and  1993,  the  finan- 
cial statements  for  each  of  those  three  trust  funds  were  audited  by 
OPM's  inspector  general.  The  1993  audit  conducted  by  the  inspec- 
tor general  issued  for  the  retirement  program  a  clean  opinion;  for 
the  health  benefits  program,  an  opinion  that  was  qualified  in  one 
respect  dealing  with  the  treatment  of  the  net  assets  of  certain  car- 
riers who  participate  in  that  program;  and  in  the  group  life  insur- 
ance program,  a  single  qualification  dealing  with  some  departures 
from  generally  accepted  accounting  principles  in  the  financial  re- 
port submitted  by  the  major  insurance  carrier.  I  would  be  happy 


JThe  prepared  statement  of  Mr.  Flynn  appears  on  page  84. 
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to  speak  perhaps  later  on  each  of  those  qualifications,  if  you  would 
like,  Senator. 

The  point  that  I  would  like  to  make  is  that  with  the  exception 
of  those  two  limited  qualifications,  the  inspector  general  was  able 
to  render  an  opinion  on  our  statements,  and  I  think  that  is  an  im- 
portant point  to  be  mentioned  here.  It  means  that  those  of  us  in 
the  Office  of  Personnel  Management,  from  the  Director  and  the 
Chief  Financial  Officer  on  down,  and  others,  are  able  to  use  the  in- 
formation that  we  present  in  those  reports  for  purposes  of  manag- 
ing the  program,  for  purposes  of  making  decisions  about  the  pro- 
gram's health  and  vitality,  and  for  purposes  of  making  decisions 
about  areas  where  we  need  to  improve.  It  also  means  that  mem- 
bers of  this  Committee  and  others  in  the  legislative  branch  can 
again,  mindful  of  those  qualifications,  rely  on  the  information  we 
provide  for  purposes  of  oversight,  legislation,  and  related  matters. 

Just  to  underscore  that  more  broadly  for  anyone  who  is  inter- 
ested— and  I  am  sure  you  know,  Senator,  there  are  many  millions 
of  Federal  employees  who  are  interested — it  gives  them  an  indica- 
tion not  only  in  terms  of  the  financial  data  presented,  but  the  per- 
formance measures  and  related  supplemental  information,  about 
how  we  are  doing  managing  the  funds  that  we  have  been  entrusted 
to  administer  on  their  behalf. 

The  inspector  general  in  his  1993  report  and  his  testimony  and 
in  his  responses  to  questions  here  this  morning  has  pointed  out  a 
number  of  areas  where  he  believes  the  Retirement  and  Insurance 
Group  of  OPM  needs  to  improve.  As  Mr.  McFarland  indicated,  we 
are  largely  in  agreement  with  each  of  those  areas  and,  as  Mr. 
McFarland  has  also  indicated,  we  have  made  some  progress  in 
many  of  them.  More  is  needed,  and  I  would  be  the  first  to  admit 
that. 

We  are  continuing  to  work  to  improve  some  of  these  areas,  and 
again  I  would  be  happy  to  answer  specific  questions  that  you  may 
have  about  them  as  we  go  forward  this  morning.  Because  there  has 
been  a  great  deal  of  discussion  this  morning  about  the  relationship 
that  the  Retirement  and  Insurance  Group  has  with  the  Office  of 
Personnel  Management's  Chief  Financial  Officer,  I  would  like  to 
touch  on  that  briefly  and  then  respond  to  further  questions  as  we 
go  on. 

Though  I  have  not  spoken  with  him  directly  about  this,  I  am 
sure  that  Director  King  would  want,  if  he  were  here  today,  to  say 
to  you  that  when  it  comes  to  accountability  and  performance  relat- 
ed to  financial  management  in  the  Office  of  Personnel  Manage- 
ment, he  first  and  foremost  has  that  responsibility. 

When  it  comes  to  the  financial  activities,  the  financial  policies, 
the  financial  operations,  the  disclosures,  the  statements,  all  of  the 
financial  activities  of  the  agency,  he  looks,  and  would  ask  you  to 
look  to  his  new  Chief  Financial  Officer,  Gil  Seaux,  for  performance 
and  accountability  in  those  areas. 

When  it  comes  to  those  matters  with  respect  to  the  Retirement 
and  Insurance  Group,  he  would  ask  you  to  look  to  me,  as  a  subordi- 
nate to  the  Chief  Financial  Officer  in  those  matters,  for  perform- 
ance and  accountability  in  that  area.  I  say  that  in  very  measured 
terms,  Senator,  because  much  discussion  this  morning  has  been 
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had  about  the  apparent  liaison  relationship  that  I  maintain  with 
the  Chief  Financial  Officer. 

That  relationship,  I  believe,  is  quite  substantive.  It  involves  mat- 
ters of  policy,  involves  matters  of  operations  and,  where  the  Chief 
Financial  Officer  and  I  disagree  on  things,  involves  bringing  the 
matter  to  the  attention  of  the  Director  and  presenting  positions 
and  letting  that  matter  be  decided.  Again,  you  may  have  some 
more  questions  you  would  like  to  ask  in  that  regard,  and  I  would 
be  happy  to  answer  them. 

Let  me  simply  close  by  saying  that  I  think  if  one  were  to  look 
at  any  organization,  as  you  mentioned  in  your  comments  earlier 
this  morning,  Mr.  Chairman,  one  could  always  find  room  for  im- 
provement. That  is  certainly  the  case  at  OPM.  It  is  certainly  the 
case  that  we  are  dedicated  to  making  the  improvements  we  can  in 
a  prioritized  way,  given  our  ability  to  do  so.  And  to  do  that  in  a 
coordinated  manner  with  the  Chief  Financial  Officer  so  that  the  fi- 
nancial activities  of  the  agency  are  integrated  and  are  presented  in 
a  unified,  understandable  way  so  that  we  and  you  and  others  can 
have  some  greater  measure  of  confidence  in  the  activities  that  we 
carry  out. 

I  would  be  happy  to  answer  any  questions  you  may  have. 

Chairman  Glenn.  Thank  you  very  much. 

Ms.  Goerl,  in  this  area  we  have  had  a  long-time  problem  with 
confiscated  material  and  what  happens  to  it,  the  keeping  of  it,  safe 
keeping,  the  auditing  of  it,  so  we  know  exactly  what  we  have.  I  am 
very  concerned  over  this  loss  of  drugs  in  undercover  operations  and 
the  recent  incidents  in  Los  Angeles  and  Miami. 

You  indicated  that  there  is  a  new  program  going  into  effect,  I  be- 
lieve, is  that  correct? 

Ms.  Goerl.  Yes,  sir. 

Chairman  Glenn.  You  are  auditing  these  and  going  to  run  totals 
on  it.  I  know  that  where  someone  breaks  into  a  warehouse  or  some- 
thing, well,  maybe  that  is  something  that  we  can  work  on,  but  that 
is  not  something  under  control  of  a  policy,  I  guess,  but  would  you 
expand  on  that  a  little  bit? 

For  instance,  we  have  not  had  procedures  requiring  drug  losses 
in  operations  to  be  reported,  even;  as  I  understand  it,  not  even  to 
the  Commissioner.  So  I  guess  the  question  is,  does  the  agency 
know  how  much  has  been  lost  in  the  past  2  years  or  5  years,  or 
do  we  have  any  estimates  at  all? 

Ms.  Goerl.  Well,  I  cannot  speak  to  the  losses  over  the  last  cou- 
ple of  years  or  the  reconciliation  of  that,  but  I  can  provide  you  in- 
formation for  the  record.  But  what  I  can  speak  to  is  the  fact  that 
we  just  in  this  last  couple  of  weeks  had  a  report  from  a  seized 
property  task  force  that  reported  to  the  Commissioner  on  a  series 
of  very  specific  recommendations  to  improve  the  whole  accountabil- 
ity and  the  management  of  seized  property  in  the  agency. 

Those  areas  address  such  things  as  security  of  that  property  so 
as  to  avoid  in  the  future  such  thefts  as  were  referred  to  earlier,  as 
well  as  pretty  detailed  policies  and  a  great  deal  of  followup  planned 
training  for  the  chain  of  custody  and  management  of  those  drugs 
or  other  seized  property  from  the  time  of  seizure  through  disposal 
or  through  the  court  cases  that  eventually  follow.  That  attention, 
I  assure  you,  is  of  supreme  importance  to  the  Commissioner  and 


42 

the  rest  of  the  senior  management.  Together  with  the  additional 
100-percent  inventory  we  plan  in  September,  I  believe  we  will 
begin  to  correct  those  problems  and  will  assure  a  much  better  re- 
sult on  our  1994  audit,  and  certainly  in  1995. 

Chairman  Glenn.  Would  you  want  to  give  us  a  statement  for  the 
record  on  that  because  we  are  very  concerned  about  this  and  I 
think  we  would  like  to  have  a  statement  for  the  record  on  this,  if 
you  would. 

Ms.  Goerl.  It  is  my  pleasure.  We  will. 

Chairman  Glenn.  Thank  you. 

[The  information  referred  to  follows:] 

INSERT  FOR  THE  RECORD 

Our  records  indicate  that  there  were  no  losses  of  drugs  from  our  inventory  other 
than  those  contained  in  the  GAO  reports  in  the  past  2  to  5  years.  Except  for  the 
major  theft  of  narcotics  from  one  of  our  warehouses  in  El  Paso  Texas,  there  have 
been  no  other  major  individual  losses,  in  excess  of  10  pounds.  These  thieves  have 
been  apprehended  and  are  being  prosecuted.  Although  this  is  a  very  isolated  inci- 
dent, Customs  is  taking  every  precaution  to  strengthen  our  physical  security  to  en- 
sure that  a  similar  situation  will  not  reoccur. 

The  February  1994  inventory  was  a  major  step  in  bringing  us  closer  to  providing 
the  security  and  audit  accountability  that  will  set  the  standard  for  all  agencies.  This 
inventory  highlighted  the  weaknesses  in  the  process  involved  in  the  safekeeping  of 
seized  goods.  Inventory  discrepancies  account  for  the  vast  majority  of  the  findings 
in  the  GAO  report.  The  chart  on  page  34  of  the  GAO  report  depicts  the  net  changes 
in  our  inventory  counts  between  what  our  automated  tracking  system  recorded  as 
the  narcotic  weights  and  what  was  recorded  on  our  paper  documents  and  actually 
found  in  the  Customs  vaults.  The  21,483  pounds  referenced  was  not  missing  but  is 
an  example  of  our  past  inability  to  properly  maintain  our  automated  files. 

When  drugs  are  first  seized,  the  seizing  officer  estimates  the  weight  and  estab- 
lishes a  control  number  for  the  seizure.  An  automated  record  with  all  relevant  sei- 
zure data  is  immediately  created  and  downloaded  into  our  inventory  system.  When 
the  narcotics  are  delivered  to  our  storage  vaults,  and  or  delivered  to  DEA  for  sam- 
pling, they  are  accurately  weighted  on  scales.  In  several  of  our  storage  locations,  the 
accurate  scale  weights  were  never  input  into  the  automated  system,  therefore  the 
automated  system  carried  only  the  original  estimated  weight  going  into  the  inven- 
tory. 

This  difference  also  includes  discrepancies  in  the  same  cities,  where  the  narcotics 
had  been  destroyed  or  transferred  to  other  law  enforcement  entities,  but  the  auto- 
mated systems  had  not  been  updated. 

As  part  of  the  inventory  procedures,  Customs  personnel  checked  their  paper  files 
and  established  the  correct  scale  weights  and  location  for  all  narcotics  seizures.  The 
21,438  pound  difference  represents  the  difference  between  the  original  estimates 
and  the  actual  recorded  scale  weights,  as  well  as  narcotics  properly  disposed  of  but 
not  recorded  in  our  automated  systems.  Later  in  the  GAO  report  it  states  that  a 
check  of  our  files  "resulted  in  all  but  86  pounds  of  drugs  being  accounted  for  by  Cus- 
toms." This  86  pounds  is  actually  a  very  low  percentage  of  the  total  436,000  pounds 
accounted  for  during  the  inventory.  The  majority  of  this  86  pounds  resulted  from 
poorly  documented  destruction  in  which  the  original  signature  on  the  destruction  or- 
ders could  not  be  traced  to  specific  seizures. 

To  correct  this  Customs  has  raised  the  priority  of  maintaining  our  automated  sys- 
tems. Although  our  personnel  are  always  overworked,  the  question  of  where  did  we 
place  our  priorities  is  a  different  one.  In  the  past  our  priority  always  was  to  secure 
and  maintain  the  seized  asset,  and  properly  process  the  legal  and  administrative 
case.  During  the  inventory  I  believe  that  we  demonstrated  that  the  property  that 
we  have  in  our  custody  is  well  maintained.  Out  of  over  27,600  assets  approximately 
70  were  recorded  as  missing  during  the  inventory  and  the  majority  of  these  were 
small  low  value  items  which  were  most  likely  disposed  of  without  properly  following 
the  documentation  procedures.  Customs  has  increased  our  training,  and  is  holding 
managers  accountable  to  not  only  maintain  the  property  and  to  process  the  case, 
but  to  also  maintain  all  of  our  automated  systems  in  a  timely  and  accurate  manner. 

Customs  has  conducted  several  inventories  over  the  past  years.  This  inventory  is 
the  first  all  out  floor  to  record  reconciliation  of  all  of  our  assets.  Customs  is  the  first 
agency  to  attempt  such  an  inventory  tracing  all  property  back  to  the  original  esti- 
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mates  of  the  seizing  officer.  We  have  now  instituted  programs  to  continue  this  prac- 
tice and  we  look  forward  to  a  successful  inventory  this  fall. 

We  are  implementing  a  comprehensive  plan  to  insure  physical  security  and  sys- 
tem accuracy.  Customs  has  taken  corrective  actions  on  a  broad  scale  to  insure  the 
physical  security  of  seized  goods  and  the  accuracy  of  our  records.  Over  the  last  year 
Customs  has  taken  aggressive  actions  to  address  physical  security  concerns  in  its 
seized  property  storage  facilities  nationwide.  A  task  force  led  by  Customs  Office  of 
Internal  Affairs  was  established  in  the  fall  of  1993  to  identify  problem  areas  and 
establish  plans  for  corrective  actions.  In  all,  121  sites  were  surveyed  to  insure  that 
security  standards  were  being  met  for  alarm  systems,  alarm  transmission  methods, 
supervision  of  alarm  transmission,  construction  of  facility  walls,  false  ceilings,  door 
and  window  openings,  and  skylight  or  roof  openings.  Of  the  121  sites  surveyed,  24 
sites  having  the  most  significant  security  concerns  were  identified,  and  targeted  for 
corrective  actions.  Two  of  the  24  sites  were  closed  and  are  no  longer  being  used  to 
store  seized  goods.  Phase  II  of  the  Task  Force  action  plan  will  involve  upgrading 
existing  security  at  the  remaining  sites  in  fiscal  year  1995. 

A  second  major  step  was  the  creation  of  a  multifunctional  Seized  Property  Task 
Force,  comprised  of  mid  and  senior  managers  from  both  field  and  Headquarters  en- 
tities. Their  recently  completed  report  included  findings  and  recommendations  for 
correcting  problems  identified  with  Customs  Seized  Property  Program,  including  our 
inability  to  safeguard  seized  property  and  to  maintain  accurate  financial  data.  The 
Seizures  and  Penalties  Division  is  currently  developing  an  action  plan  to  implement 
the  recommendations  for  the  report  and  anticipate  that  corrective  actions  will  be  in 
place  during  fiscal  year  1995. 

Chairman  GLENN.  Mr.  Eisenhart,  we  have  had  a  problem  hitting 
the  guidelines.  You  have  indicated  some  of  the  difficulties,  world- 
wide operations,  and  so  on.  The  1992  statements  were  submitted 
a  year  late.  Your  estimates  now  run  out  to  1997  before  we  are 
going  to  get  auditable  accounts  in  all  areas,  apparently,  and  you  in- 
dicated something  beyond  that,  I  believe.  Do  you  just  not  have  the 
resources  to  do  this  on  an  any  more  current  basis,  or  what  is  the 
problem? 

Mr.  Eisenhart.  I  think  that  one  is  our  systems,  No.  1,  do  not 
provide  the  necessary  data  or  integration  with  the  various  elements 
within  the  State  Department.  In  order  to  accomplish  that,  which  is 
the  underlying  basis  and  cause  of  our,  I  think,  auditability,  that  by 
itself  takes  time. 

Chairman  Glenn.  It  does,  but  is  there  an  acceptance  now  that 
the  CFO  Act  is  for  real  and  it  has  got  to  be  implemented?  I  guess 
that  is  the  basic  question. 

Mr.  Eisenhart.  Absolutely,  and  what  we  are  trying  to  do  is  take 
interim  steps  prior  to  the  completion  of  the  systems.  So  as  we  move 
through  the  Department  and  all  of  its  subsidiaries  of  real  property, 
personal  property,  inventories,  et  cetera,  we  will  deal  with  those 
with  documented  procedures  and  practices  as  we  finish  the  auto- 
mation. 

That  is  how  come  we  think  that  while  the  automation  will  not 
be  complete  until  1999,  we  believe  that  we  can  produce  the  state- 
ments by  1997.  I  hate  to  say  this,  but  it  is  just  the  sheer  volume 
of  trying  to  go  through  practically  all  of  our  subsidiaries  and  all  of 
the  records  for  years  and  years  and  years. 

Chairman  Glenn.  Well,  it  is,  but  once  you  get  through  with  that, 
will  it  be  put  on  a  basis,  then,  where  it  is  auditable  and  reportable 
on  a  current  basis? 

Mr.  Eisenhart.  Yes. 

Chairman  Glenn.  Mr.  Kinghorn  and  Ms.  Goerl,  both,  what  in- 
terim actions  can  IRS  and  Customs  take  to  shorten  up  on  some  of 
these  time  periods?  What  interim  actions  short  term  can  we  take 
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rather  than  waiting  for  the  long-term  things  of,  for  instance,  IRS 
tax  system  modernization,  the  TSM,  and  so  on?  Commissioner 
Richardson  has  addressed  that  to  some  extent,  but  I  was  curious 
if  you  could  fill  us  in  a  little  bit  on  what  short-term  efforts  are 
being  made  to  correct  some  of  the  inadequacies. 

Mr.  KlNGHORN.  I  will  start  on  that  one,  Mr.  Chairman.  I  think 
I  mentioned  some  of  the  short-term  fixes  that  we  have  already 
made.  The  most  fundamental  one  was  bringing  up  a  financial  sys- 
tem in  a  fairly  short  period  of  time,  but  some  of  the  other  areas, 
for  instance,  in  accounts  receivable  you  mentioned,  we  will  be  im- 
plementing in  the  next  year  something  we  call  the  ADRI  EXPERT 
system.  That  will  enable  us  to  pull  out  of  that  data  base  more  use- 
ful information,  hopefully  down  to  very  specific  detail  that  will 
allow  us  to  understand  better  what  is  coming  into  those  accounts. 

On  the  FTD  issue  you  mentioned  earlier,  with  Treasury's  help  we 
have  already,  in  effect,  implemented  something  called  TAXLINK, 
and  we  expect,  I  think,  in  the  next  month  or  so  to  have  something 
go  out  through  the  Financial  Management  Service  for  the  next  se- 
ries, a  replacement  system  where  we  will  be  able  to  link  the  pay- 
ment and  the  return,  something  called  the  Federal  Tax  Payment 
System. 

In  the  proposals,  we  have  asked  people  to  give  us  the  ability  for 
the  private  sector,  in  effect,  who  would  manage  this,  to  link  to- 
gether and  give  us  information  on  type  of  tax.  On  seized  assets,  for 
instance,  we  will  have  a  system  in  place.  We  are  not  going  to  wait 
4  to  5  years  for  that.  So  I  think  beyond  what  the  Commissioner 
mentioned  to  you  last  week  on  return  filing  fraud  and  the  major 
things  we  are  doing  there  for  the  short  term,  I  think  we  have  taken 
a  lot  of  interim  steps  and  I  think  they  are  very  effective. 

Chairman  Glenn.  Ms.  Goerl. 

Ms.  GOERL.  Yes,  sir.  I  mentioned  some  of  them  before  about  our 
short-term  actions.  Many  of  them,  I  think,  are  simply  compliance 
with  our  current  procedures  and  policies  that  are  in  place  that  we 
are  finding  many  of  our  Customs  staff  are  not  paying  as  close  at- 
tention to,  and  we  are  reinforcing  those  through  additional  letters 
and  issuance  of  policy,  and  also  a  major  effort  this  past  year  of 
bringing  to  the  attention  of  our  senior  management  the  weaknesses 
in  those  areas  where  we  need  to  give  attention  to  internal  controls. 

In  addition,  in  my  own  area  we  have  quickly  put  together  every- 
thing that  we  believe  we  can  do  in  the  short  term  before  the  begin- 
ning of  the  fiscal  year  that  will  lay  in  place  everything,  short  sys- 
tem fixes,  to  policy  changes,  to  operational  management  and  clari- 
fication of  accounts,  that  will  be  in  place  by  the  beginning  of  the 
fiscal  year  that  we  believe  will  make  significant  changes  in  terms 
of  the  reconciliation  of  accounts  and  more  ease  in  the  way  in  which 
we  develop  and  produce  our  financial  statements. 

So  in  a  wide  number  of  areas,  we  just  simply  lack  some  interim 
steps  to  bring  attention  to  them.  Another  example  is  the  under- 
cover financial  system,  taking  care  of  how  we  manage  our  under- 
cover funds.  We  are  working  very  closely  with  the  Assistant  Com- 
missioner for  Enforcement  to  ensure  that  we  have  interim  proc- 
esses in  place  by  the  beginning  of  the  fiscal  year  to  assure  the  in- 
tegrity of  those  funds  as  they  are  used  over  the  next  year. 
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Chairman  Glenn.  Mr.  Eisenhart,  the  reason  I  asked  the  ques- 
tion I  did  about  the  dedication  to  the  CFO  Act  and  whether  it  is 
being  accepted  for  real  over  there  is  because  it  hasn't  been  consist- 
ently or  fully  staffed.  Since  1990,  State  has  had  one  CFO,  two  act- 
ing CFO's,  and  one  Deputy  CFO.  Right  after  we  discussed  this 
hearing  with  State's  CFO  organization,  State  announced  the  nomi- 
nation of  its  Acting  CFO,  Richard  Green,  to  be  CFO. 

Now,  maybe  that  was  coincidental,  but  that  is  not  a  very  good 
record  of  consistency,  and  of  all  the  places  in  Government  where 
we  need  somebody  that  is  a  consistent  force  in  each  one  of  these 
departments  or  agencies,  it  is  the  CFO.  We  can't  just  have  turn- 
overs and  shifting  responsibilities  and  really  carry  out  what  is  in- 
tended or  let  them  do  what  has  to  be  done.  So  that  is  the  reason 
I  asked  the  question  I  did  previously.  We  expect  the  CFO  Act  to 
be  addressed. 

Mr.  Flynn,  the  IG  has  stated  that  OPM's  current  CFO  structure 
doesn't  comply  with  the  intent  of  the  CFO  Act  and  that  the  trust 
funds  should  be  brought  under  the  CFO's  direct  authority.  Now, 
you  addressed  that  a  moment  ago  and  I  wasn't  very  encouraged  by 
what  you  said,  quite  frankly,  because  as  I  understood  what  you 
said,  you  said  basically  you  remain  in  charge  of  it  and  if  there  is 
a  disagreement  with  the  CFO,  he  is  not  in  line  authority  above 
you;  that  you  would  both  go  together  and  take  it  to  Mr.  King.  That 
doesn't  put  the  authority  under  the  CFO,  which  is  required  by  law. 
How  do  you  justify  that? 

Mr.  Flynn.  Let  me  try  and  clarify  that  just  a  bit,  if  I  might,  Sen- 
ator. As  the  Assistant  Director  for  Financial  Control  and  Manage- 
ment, my  everyday  supervisor  is  the  Associate  Director  for  Retire- 
ment and  Insurance.  When  the  CFO  Act  was  implemented  in  the 
Office  of  Personnel  Management,  there  was  a  very  careful  delinea- 
tion of  the  accountability  and  responsibility  that  needed  to  be  exer- 
cised by  the  CFO  for  all  of  the  agency's  activities. 

This  dotted  line  that  we  have  talked  about  before  was  estab- 
lished so  that  when  it  comes  to  matters  affecting  the  financial  oper- 
ations of  the  agency,  I  am  accountable  to  the  CFO  for  those  issues. 
The  type  of  issue  that — in  fact,  if  I  might  kill  two  birds  with  one 
stone,  let  me  talk  for  a  moment  about  the  $54  billion  error  that  Mr. 
McFarland  talked  about  with  respect  to  the  Retirement  and  Dis- 
ability Fund  and  speak  to  how  that  issue  was  resolved  within  the 
agency. 

First  of  all,  the  $54  billion  came  up  as  a  result  of  the  inspector 
general's  audit  of  the  actuarial  liability  of  the  fund.  I  am  speaking 
from  memory  and  I  will  check  my  facts  when  I  get  back,  but  if  I 
recall  correctly,  the  $54  billion  was  split  into  two  pieces.  One  piece, 
totaling  approximately  $17  billion,  dealt  with  the  manner  in  which 
our  actuaries  projected  payments  to  be  made  from  the  fund  based 
on  either  the  final  salary  of  employees  as  a  calculated  assumption 
or  the  average  salary  of  employees  as  a  calculated  assumption. 

The  fact  of  the  matter  is  that,  as  disclosed  sin  the  text  of  the  re- 
port, we  used  the  salary  when  final  we  should  have  used  the  aver- 
age, and  that  resulted  in  our  overstating  our  actuarial  liability  by 
that  amount.  As  soon  as  that  matter  was  brought  to  our  attention 
by  the  certified  public  accounting  firm  that  was  conducting  the 
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audit   of  the   actuarial   liability,   we   agreed   and   corrected   that 
amount. 

Chairman  GLENN.  OK. 

Mr.  Flynn.  The  $17  billion  remaining  in  that  $54  billion  discus- 
sion had  to  do  with  the  assumptions  about  long-term  interest  rates 
used  to  estimate  the  liabilities  of  the  fund.  Those  long-term  interest 
rates,  among  other  things,  are  reviewed  periodically  by  a  board  of 
actuaries,  a  group  of  independent  actuaries  who  serve  OPM  and 
who  from  time  to  time  review  the  operations  of  the  fund,  look  at 
economic  activity,  and  make  some  recommendations  about  the  as- 
sumptions upon  which  the  fund  and  its  liabilities  are  calculated. 

They  recommended  that  the  long-term  interest  rate  used  in  fore- 
casting the  fund's  liabilities  be  increased.  The  difference  between 
the  interest  rate  we  were  using  and  the  board  of  actuaries'  rec- 
ommendation produced  a  $37  billion  decrease  in  the  long-term  li- 
ability. We  were  of  the  view  that  the  board's  recommendation  to 
the  Associate  Director  for  Retirement  and  Insurance  was  just  that, 
a  recommendation. 

The  certified  public  accountant  felt  that  it  had  more  than  just 
the  force  of  a  recommendation,  but  was  a  decided  action,  and  for 
that  reason  we  should  restate  our  actuarial  liability.  We  disagreed. 
We  met  with  the  Chief  Financial  Officer,  and  there  then  ensued  a 
meeting  between  the  Chief  Financial  Officer  and  the  Associate  Di- 
rector where  the  decision  was  made  to  restate  the  actuarial  liabil- 
ity by  decreasing  it  by  approximately  $37  billion. 

I  know  that  is  a  long  answer  and  I  apologize  for  that,  but  the 
point  that  I  want  to  come  back  to  is  that  we  have  very  carefully 
constructed  this  so  that  while  I  work  for  the  Associate  Director, 
when  it  comes  to  matters  of  finance  I  work  for  the  CFO  under  the 
policies  and  procedures  that  he  lays  out.  I  can  give  you  some  other 
examples,  if  you  would  like,  of  how  that  plays  in  the  office. 

Chairman  Glenn.  Well,  I  am  not  sure  I  understand  completely. 
I  understand  your  explanation  of  the  amounts  and  why  there  were 
errors  or  miscalculations  in  these  other  accounts,  but  the  way  the 
CFO  Act  was  written,  all  accounts  are  supposed  to  come  under  the 
CFO  and  I  am  not  sure  I  still  understand  this  dotted-line  business 
or  what  authority  you  had  to  keep  anything  out  from  under  the 
CFO  Act. 

Mr.  Flynn.  Perhaps  it  is  a  failure  of  my  trying  to  lay  out  the 
way  in  which  we  act  in  the  Office  of  Personnel  Management.  I 
think  the  important  point  to  make  here  is  that  the  CFO  has  re- 
sponsibility for  all  the  financial  activities  of  the  agency  and  looks 
to  me  for  help  in  the  Retirement  and  Insurance  Group  area. 

When  it  comes  to  the  inclusion  of  financial  information  in  the 
agency's  financial  statements,  those  statements  are  produced  to- 
gether. When  it  comes  to  working  with  the  inspector  general  on  the 
audit  timetable  and  on  the  plan  for  the  production  of  statements, 
we  have  done  that  together.  When  it  comes  to  the  development  of 
performance  measures,  I  served  on  an  interagency  steering  group 
and  had  a  representative  from  the  CFO's  office  with  me  as  we  de- 
veloped Government-wide  performance  measures  for  employee  ben- 
efit program  types  of  functions. 

I  guess  what  I  am  trying  to  convey  is  that  the  important  thing 
is  performance  and  accountability,  and  I  think  we  have  very  care- 
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fully  approached  this  and  tried  to  do  that  in  a  way  that  meets  the 
CFO  Act,  but  that  at  the  same  time  doesn't  diminish  our  ability  to 
carry  out  this  program. 

Chairman  Glenn.  I  am  not  sure  I  get  it  yet.  Does  the  CFO  have 
direct  authority  or  does  the  CFO  not  have  direct  authority?  It  has 
got  to  be  one  way  or  the  other.  Does  the  CFO  have  authority?  If 
he  disagrees  with  something,  does  he  have  to  get  together  with  you 
and  take  it  to  Mr.  King?  The  Act  says  he  will  have  authority,  and 
I  still  get  the  impression  that  you  are  sort  of  talking  around  me 
here  a  little  bit  with  these  different  arrangements,  and  so  on.  If 
that  is  the  way  it  is,  then  it  is  not  in  accordance  with  the  law.  He 
either  has  authority  or  he  doesn't. 

The  IG  has  said  that  he  doesn't  think  he  has  the  authority.  You 
are  telling  me  that  you  work  these  things  out  sort  of  together  and 
it  is  in  the  best  interests  of  whatever,  but  the  law  says  that  he  is 
supposed  to  have  authority.  Does  he  or  does  he  not? 

Mr.  FLYNN.  Senator  Glenn,  the  best  way  I  can  answer  this  is 
that  I  believe  that  he  does,  and  I  know  that  he  has  overruled  me 
on  any  number  of  occasions  where  we  have  differed. 

Chairman  Glenn.  You  are  saying,  then,  that  you  recognize  that 
he  has  the  authority  in  all  these  accounts,  all  of  them  under  OPM. 
Is  that  correct? 

Mr.  Flynn.  Yes,  Senator,  that  is  my  understanding. 

Chairman  Glenn.  Does  your  wiring  diagram  over  there  reflect 
this?  Does  your  organizational  chart  show  that  to  be  the  case  or  are 
we  still  sort  of  hesitant  about  this  thing?  You  said  originally  that 
if  you  had  a  disagreement,  you  would  have  to  go  to  the  boss  or 
somebody  and  get  this  taken  care  of.  I  understand  that.  That  al- 
ways occurs  in  any  agency  where  you  have  a  disagreement  with 
one  person  or  another,  but  the  authority  set  up  under  the  law  is 
the  CFO  is  supposed  to  have  the  authority  and  all  the  accounts  are 
supposed  to  be  there. 

Mr.  Flynn.  Yes,  sir. 

Chairman  Glenn.  Is  that  the  way  it  is  set  up? 

Mr.  Flynn.  Well,  let  me  be  very  clear.  I  mean,  if  you  look  at  the 
organization  chart,  you  do  see  this  dotted  line,  but  the  intent  of  the 
agency  is  to  have  the  CFO  act  with  full  authority  in  matters  affect- 
ing the  financial  activities  of  the  agency. 

Chairman  Glenn.  Then  why  a  dotted  line?  He  either  has  author- 
ity or  he  doesn't.  That  is  the  point. 

Mr.  Flynn.  Yes,  sir. 

Chairman  Glenn.  I  am  not  sure  we  are  connecting  here  yet,  but 
I  am  not  going  to  belabor  it  too  much  further  because  it  is  noon 
now  and  we  have  got  to  move  on  a  little  bit.  I  think  we  will  have 
to  talk  about  this  thing  further  and  maybe  get  together  with  Mr. 
King  or  something  here  because  we  want  to  make  sure  this  is  car- 
ried out. 

We  haven't  made  exceptions  for  other  people;  we  haven't  made 
exceptions  for  State  or  Customs  or  anybody  else.  It  is  supposed  to 
work  a  certain  way,  and  that  was  very  carefully  considered.  It  is 
working  in  other  areas.  I  know  these  are  big  funds,  but  we  have 
got  big  funds  over  in — look  at  what  happens  to  the  comptroller  over 
in  the  Department  of  Defense.  We  are  talking  about  hundreds  and 
hundreds  of  billions  of  dollars  over  there,  and  they  all  come  under 
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the  CFO's  cognizance  over  there.  So  I  don't  see  exactly  why  we 
are — it  either  comes  under  him  or  it  doesn't,  and  it  is  very  clear. 

Mr.  Flynn.  I  agree  with  you  completely.  I  might  make  one  very 
brief  comment.  The  organization  that  we  have  is  not  different  from 
other  Federal  agencies  or  organizations.  It  was  looked  at  very  care- 
fully by  the  Office  of  Management  and  Budget  when  we  proposed 
it  and  was  approved.  We  may  want  to  talk  further  and  I  would  be 
happy  to  do  that. 

Chairman  GLENN.  OK.  I  am  sure  we  will.  Thank  you. 

Computer  security — is  anybody  having  a  problem  with  that,  and 
do  you  have  any  plans  in  that  area?  I  brought  that  up  before.  You 
were  all  in  the  room  and  you  heard  that  before.  This  concerns  me. 
I  am  afraid  that  in  the  next  few  years  we  may  have  some  computer 
disasters  here  as  the  hackers  and  everybody  else  are  able  to  access 
computer  systems.  I  don't  know  quite  what  we  do  about  this,  but 
I  know  we  have  already  got  problems  in  some  areas. 

Do  you  have  any  thoughts  on  that  briefly?  We  are  running  out 
of  time.  Mr.  Kinghorn,  start  off. 

Mr.  Kinghorn.  Mr.  Chairman,  I  think  last  week  the  Commis- 
sioner probably  covered  that  fairly  in-depth.  On  the  broader  ques- 
tion of  general  computer  security,  we  have  an  executive  in  the  or- 
ganization whose  responsibility  is  focused  on  that  issue,  and  I 
think  we  provided  for  the  record  last  week  a  fairly  detailed  com- 
puter security  issue.  But,  clearly,  across  Government  from  my  per- 
spective when  I  was  in  OMB  it  is  a  major  issue  everywhere. 

Chairman  Glenn.  Does  anybody  else  have  comments  on  any- 
thing you  are  doing  that  other  people  should  know  about  here  to 
help  them  out,  too? 

Ms.  Goerl.  Yes,  sir.  I  would  just  emphasize  again  that  in  my  ex- 
perience with  this  area  it  is  oftentimes  the  last  thing  to  think 
about  and  the  first  thing  corrected  when  it  is  raised.  The  issue  is 
continual  review  and  attention  to  it  at  all  times.  In  the  Customs 
area,  we  were  quite  dismayed  to  learn  of  the  issues  that  were 
raised  about  ADP  security,  but  very  quickly  corrected  them  and  the 
longstanding  ones  will  be  corrected  within  a  few  months.  So  we  un- 
derstand the  importance  and  we  will  continue  to  have  vigilance 
around  it. 

Chairman  Glenn.  Mr.  Flynn,  would  you  comment? 

Mr.  Flynn.  Just  to  add,  Senator,  that  it  is  a  very  serious  matter 
that  we  are  addressing. 

Chairman  Glenn.  Mr.  Eisenhart,  any  ideas? 

Mr.  Eisenhart.  Computer  security  is  definitely  an  issue  and  I 
just  want  to  say  that  a  lot  of  times  when  we  try  and  move  out  very 
quickly  to  solve  problems,  one  of  the  things  that  everybody  has  to 
recognize  is  that  sometimes  some  of  the  other  tasks,  like  computer 
security,  do  take  some  time  in  order  to  put  that  into  your  financial 
systems,  et  cetera,  and  that  that  part  has  to  be  mapped  out  in  ad- 
vance of  implementation  of  systems. 

Chairman  Glenn.  Ms.  Goerl,  it  is  my  understanding  that  some 
92  percent,  I  believe  is  the  figure,  of  things  get  released  out  of  Cus- 
toms without  really  being  looked  into.  Is  that  an  approximately  cor- 
rect figure? 

Ms.  Goerl.  Well,  that  is  the  current  process  that  we  have  his- 
torically reviewed  for  trade  compliance.  As  I  mentioned  earlier,  we 
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have  a  new  compliance  measurement  system  that  we  are  piloting 
that  would  be  extended,  and  this  is  our  year  in  which  we  extend 
the  data  base  to  set  the  base  for  our  future  review  of  the  compli- 
ance area.  All  1,200  of  the  harmonized  tariff  schedules  will  be  in 
that  pilot  this  year  and  we  expect  to  implement  our  new  compli- 
ance trade  system  that  will  cover 

Chairman  Glenn.  What  does  that  mean?  Are  you  going  to  sam- 
ple things  more,  or  what  do  you  do?  Do  you  get  paperwork,  or  com- 
puterizing the  records,  or  how  are  you  doing  this? 

Ms.  Goerl.  We  are  doing  several  things.  One,  we  are  compiling 
more  data  to  have  statistically  sound  data  to  measure  compliance 
with,  to  randomly  select,  and  to  see  whether  we  are  getting  the  ap- 
propriate amount  of  duty  and  taxes.  It  will  be  expanded  because 
with  the  computer  technology,  the  review,  and  with  the  targeting 
system  that  we  will  employ,  we  will  be  able  to  determine  if  we  need 
to  have  further  compliance  and  review  in  selected  areas.  So  I  be- 
lieve it  will  be  much  more  extensive,  and  we  expect  that  to  be  im- 
plemented in  1996  fully. 

Chairman  Glenn.  Mr.  Kinghorn,  I  am  going  to  come  back  to  one 
you  heard  earlier  here,  also,  and  I  talked  to  Commissioner  Richard- 
son when  we  had  our  hearing  last  week  on  this,  too,  but  the  figure 
has  gone  up  since  last  week  on  the  collectibles  by  IRS.  The  amount 
of  accounts  receivable  that  is  collectible,  not  just  the  overall  owed 
that  is  up  $130,  $140  billion,  but  a  lot  of  that  is  in  bankrupt  situa- 
tions and  things  like  that — the  estimate  has  gone  up  in  the  last  few 
days  of  the  collectibles  by  IRS.  It  has  now  gone  from  $18  billion  in 
1991  up  to  $29  billion. 

How  are  we  going  to  leverage  that  down  some?  How  are  we  going 
to  collect  that  stuff?  Do  you  need  more  people,  do  we  need  to  get 
the  TSM  system  in  more  rapidly,  all  of  the  above,  or  what? 

Mr.  KINGHORN.  You  have  pretty  well  answered  the  question 
there.  [Laughter.! 

We  have  been  working  with  GAO  for  the  last  3  years  in  coming 
up  with  an  accurate  net  number,  and  that  net  number  really,  to 
us  and  to  you,  should  mean  the  number  we  need  to  manage  and 
it  is  now  $29  billion.  It  has  clearly  grown.  I  can't  speak  for  1991. 
It  has  grown  over  the  1992  audit  numbers.  Some  of  that  is  due,  I 
think,  to  the  difference  in  sampling  methodology  that  we  have 
agreed  to  do  with  GAO. 

There  are  two  programmatic  reasons  it  may  have  grown.  One  is 
the  increase  in  installment  agreements,  which,  in  effect,  is  good 
news.  We,  in  effect,  now  have  installment  agreements  with  tax- 
payers and  offers-in-compromise,  both  of  which  were  taxes  we  prob- 
ably would  never  have  gotten.  So,  in  effect,  those  have  increased 
the  number.  The  real  issue  here,  though,  is  we  know  a  great  deal 
more  about  that  inventory  than  we  knew  5  years  ago  when  I  think 
you  first  addressed  it  and  it  came  out  as  a  high-risk  list. 

One  of  the  solutions  is,  in  effect,  TSM,  and  I  hate  to  keep  saying 
that,  but  it  is  true.  The  key  to  TSM  is  the  ability  for  us  to  match 
information  on  the  tax  forms,  instead  of  18  months  after  the  fact, 
within  1  or  2  or  3  months.  We  know  the  major  factor  in  the  ac- 
counts receivable  inventory  is  time.  The  longer  they  go,  the  less 
likely  it  is  we  collect.  So  TSM  is — and  there  is  nothing  much  else 
we  can  do  without  that  technology  to  bring  that  up  quicker. 
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On  the  collection  side  and  trying  to  do  it  in  the  short  term,  as 
you  know,  we  have  a  compliance  initiative  for  1995  which  looks 
very  positive,  $405  million-plus,  and  that  will  not  only  go  after  the 
accounts  receivable  inventory,  but  also  work  at  the  area  of  the  tax 
gap,  which  is  the  other  account  you  mentioned. 

One  piece  of  good  news,  if  it  holds  up,  is  I  just  looked  at  the  fi- 
nancial data  yesterday  and  to  this  point,  compared  to  last  year,  we 
are  $100  million  up  in  collections.  If  that  holds  or  increases,  that 
will  reverse  the  trend  of  the  last  2  years  where  collections  have 
been  going  down.  So  if  that  continues,  at  least  the  trend  in  collect- 
ing funds  throughout  the  country  is  increasing  and  will  reverse  the 
downward  trend  of  the  last  2  years. 

Chairman  Glenn.  I  don't  know  whether  you  were  here  when  I 
commented  earlier  briefly.  I  had  the  opportunity  the  other  day  to 
talk  to  Ms.  Rivlin,  who  is  the  acting  OMB  head  now  and  is  the  des- 
ignee for  that  spot.  She  will  be  having  confirmation  hearings,  and 
I  talked  to  her  the  other  day  right  after  our  hearings  here  that  of 
all  the  places  I  hoped  we  did  not  get  into  budget-cutting  and  cut 
back  on  people  and  resources,  it  is  in  this  area  because  we  are 
going  to  get  far  more  back  if  this  system  gets  in  earlier  than  any- 
thing we  spend  on  it  at  the  outset. 

We  are  trying  to  back  you  up  on  what  you  need  over  there.  I  de- 
plored the  conference  committee  that  was  going  to  cut  $400  million 
out  of  those  funds  the  other  day  because  it  isn't  in  effect  now. 
Whatever  happened  in  the  past,  we  have  to  make  that  system 
work. 

Mr.  KlNGHORN.  And  we  appreciate  the  support.  OMB  was  very 
supportive  of  it,  and  you  give  us  a  dollar  and  we  can  return  at  least 
5  to  1  on  that  dollar. 

Chairman  Glenn.  I  told  her  last  week  when  that  system  was 
first  announced  back  many  years  ago,  I  would  say,  well,  how  soon 
can  we  get  it  in,  and  they  said  7  years.  I  deplored  that  7  years. 
Then  we  came  to  the  next  year's  hearings  and  I  never  saw  such 
a  floating  target  in  my  life  because  the  next  year  I  would  say,  how 
soon  are  we  going  to  get  this  in,  and  they  said  7  years.  We  went 
through  this  about  3  years  in  a  row.  It  was  a  moving  target  out 
there.  I  never  had  such  trouble  drawing  a  bead  on  anything  in  my 
life  as  I  did  trying  to  get  that  thing  pinned  down. 

Well,  I  would  say  we  are  making  progress  because  the  other  day 
in  her  testimony  she  said  that  they  estimate  it  may  take  6  years, 
so  at  least  we  are  making  progress.  [Laughter.] 

I  hope  we  can  shorten  that  up  considerably. 

Mr.  KlNGHORN.  I  think  we  can. 

Chairman  Glenn.  And  if  you  need  more  from  us  on  this,  let  me 
know.  You  can't  just  throw  money  at  something  like  this  and  make 
the  computers  appear.  I  know  that.  It  is  a  long  effort  getting  them 
all  put  into  position  and  getting  them  working. 

I  don't  have  any  more  questions  now.  It  has  been  a  long  hearing 
this  morning.  We  will  back  to  you  with  some  questions.  We  would 
appreciate  your  answering  the  questions  as  expeditiously  as  pos- 
sible so  we  can  include  them  as  part  of  our  record.  Thank  you  for 
being  here  this  morning  and  thank  you  for  your  testimony. 

We  have  statements  from  Senators  Roth  and  Pryor  which  we  will 
include  in  the  record  at  this  point. 
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PREPARED  STATEMENT  OF  SENATOR  ROTH 

Today's  hearing  examines  the  efforts  being  made  to  improve  the  financial  manage- 
ment systems  of  several  agencies — the  Internal  Revenue  Service,  the  Customs  Serv- 
ice, the  Department  of  State,  and  the  Office  of  Personnel  Management.  Much  of  the 
effort  being  made  is  in  direct  response  to  the  requirements  of  the  Chief  Financial 
Officers  Act,  enacted  by  this  Committee  in  1990. 

As  I  believe  we  will  hear  this  morning,  the  degree  of  enthusiasm  with  which  dif- 
ferent agencies  have  embraced  implementation  of  that  new  law  varies  considerably. 
This  begins  with  the  level  of  seriousness  attached  to  their  creation  of  their  CFO  po- 
sition, and  the  responsibilities  given  that  office.  Not  all  agencies  seem  to  share  this 
Committee's  sense  of  urgency  in  shaping  up  federal  managerial  and  financial  con- 
trols. - 

Returning  to  a  theme  I  have  stressed  on  several  occasions,  this  problem — the  lack 
of  sufficient  urgency  in  instituting  effective  financial  controls — may  stem  in  part, 
like  many  other  problems  in  federal  management,  from  a  lack  of  personal  account- 
ability. If  no  one  is  held  directly  accountable,  in  some  meaningful  way,  for  prevent- 
ing a  problem  in  the  first  place,  or  for  correcting  one  that  occurs,  we  can  be  sure 
these  problems  will  continue  to  echo  through  the  pages  of  Inspector  General  and 
GAO  reports. 

I  know  that  much  of  this  effort  at  improved  financial  accountability  is  new  to  the 
Federal  Government.  I  know  that  it  is  not  easy  to  accomplish.  I  know  it  will  take 
time.  But  what  I  would  also  like  to  know  is  when  can  we  expect  to  see  real  results, 
particularly  in  the  way  of  clean  audit  opinions?  When  will  GAO  and  the  I.G.'s  no 
longer  say  that  inadequate  controls  are  in  place?  And  who  will  be  held  accountable, 
and  in  what  way,  if  that  date  arrives  without  such  assurances  from  the  auditors? 

Mr.  Chairman,  I  share  your  frustration  in  the  inordinately  long  time  it  seems  to 
take  to  make  these  improvements,  that  are  so  fundamental  to  our  proper  steward- 
ship of  the  public  purse.  Let  us  hope  that  the  stories  of  those  agencies  making  sig- 
nificant progress  will  serve  as  an  inspiration  to  those  lagging  behind. 

PREPARED  STATEMENT  OF  SENATOR  PRYOR 

Thank  you  Mr.  Chairman  and  good  morning.  I  want  to  thank  you  for  your  con- 
tinuing efforts  in  the  area  of  financial  management.  I  would  like  to  begin  this  morn- 
ing by  reviewing  OPM  efforts  to  comply  with  the  Chief  Financial  Officers  Act.  The 
Chief  Financial  Officers  Act  was  approved  with  the  intent  of  streamlining  agency 
financial  management  through  the  appointment  of  a  chief  financial  officer  (CFO) 
whose  purpose  was  to  improve  agency  coordination  of  financial  statements.  The  Of- 
fice of  Personnel  Management  (OPM),  according  to  GAO,  has  unfortunately  lagged 
behind  most  agencies  in  achieving  this  goal.  It  has  been  3  years  since  the  Chief  Fi- 
nancial Officers  Act  was  passed  and  yet,  the  OPM  CFO  position  will  not  be  filled 
until  August  1  of  this  year.  In  addition,  the  Deputy  CFO  position,  which  is  consid- 
ered vital  to  implementation  of  reform,  has  also  yet  to  be  permanently  filled. 

It  is  essential  to  have  a  coordinated  effort  in  order  to  structure  agencies  whose 
budgets  run  into  the  billions.  Yet,  the  OPM  IG  has  stated  that  the  financial  struc- 
ture at  OPM  is  far  from  coordinated.  Instead,  the  retirement  and  insurance  groups 
continue  to  operate  as  separate  entities  from  the  CFO.  I  am  concerned  that  it  will 
be  harder  for  OPM  to  address  problems  with  antiquated  or  non-integrated  financial 
information  systems  when  it  is  unable  to  give  responsibility  and  control  for  financial 
management  to  its  CFO. 

The  lack  of  resources  hinders  many  of  the  necessary  improvements  in  agency  fi- 
nancial accountability.  However,  steps  must  be  taken.  A  CFO  and  a  deputy  CFO 
must  be  appointed  in  order  to  coordinate  agency  financial  management  in  dealing 
with  recent  RIFs  due  to  shortfalls  in  the  OPM  revolving  fund.  Compliance  with  the 
CFO  is  an  essential  step  in  ensuring  such  unexpected  shortfalls  do  not  occur  again. 
But  the  case  remains  that  OPM  has  neglected  the  most  basic  goals  of  the  Chief  Fi- 
nancial Officer's  Act.  Many  questions  need  to  be  asked.  Why  has  OPM  taken  3  years 
to  appoint  a  CFO?  Has  this  minimal  effort  affected  shortfalls  such  as  the  revolving 
fund?  Even  with  the  scheduled  appointment  of  a  CFO,  why  have  the  retirement  and 
insurance  funds  yet  to  provide  a  plan  for  coordination  of  financial  management  ac- 
countability with  this  CFO  office? 

Last  September,  Vice  President  Gore  and  the  National  Performance  Review  reit- 
erated the  importance  of  the  goals  that  the  Chief  Financial  Officers  Act  pointed  to 
over  3  years  ago.  OPM  has  begun  to  comply.  It  is  my  hope  that  OPM  will  continue 
to  move  forward  with  a  coordinated  effort  to  focus  its  resources  on  financial  account- 
ability and  not  to  continue  neglecting  problems  that  have  the  least  costly  and  yet 
most  attainable  solutions.  Mr.  Chairman,  again  I  applaud  your  efforts  in  this  area, 
and  I  look  forward  to  the  testimony  this  morning. 
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Chairman  GLENN.  The  Committee  will  stand  adjourned. 
[Whereupon,  at  12:13  p.m.,  the  Committee  was  adjourned.] 


APPENDIX 


PREPARED  STATEMENT  OF  GENE  L.  DODARO 

Mr.  Chairman  and  Members  of  the  Committee: 

We  are  pleased  to  appear  today  to  discuss  the  progress  of  the  Internal  Revenue 
Service  (IRS)  and  the  Customs  Service  in  complying  with  the  financial  reporting  and 
other  requirements  of  the  Chief  Financial  Officers  (CFO)  Act  of  1990.  I  will  discuss 

— the  results  of  our  attempts  to  audit  IRS'  and  Customs'  fiscal  year  1993  financial 

statements, 
— the  short-term  actions  needed  by  IRS  and  Customs  to  continue  their  progress 

in  resolving  serious  financial  management  problems,  and 
— IRS'  and  Customs'  efforts  to  establish  the  financial  management  organizations 

and  systems  called  for  by  the  CFO  Act. 

Audit  Results 

For  fiscal  year  1993,  we  were  again  unable  to  provide  opinions  on  IRS'  and  Cus- 
toms' financial  statements  because  of  financial  management  problems  that  have  not 
yet  been  resolved.  Although  we  have  not  yet  been  able  to  provide  an  opinion,  signifi- 
cant improvements  in  financial  management  operations  are  occurring  at  these  agen- 
cies prompted  by  the  CFO  Act.  CFO  audits  also  have  provided  insights  that  have 
assisted  both  agencies  in  focusing  their  efforts  to  develop  more  effective  financial 
management  systems  and  internal  controls.  Ultimately,  improvements  in  these 
areas  will  enhance  IRS'  and  Customs'  ability  to  accomplish  their  missions  more  ef- 
fectively and  efficiently. 

Major  strides  include  the  following: 

— Customs  has  begun  a  program  to  reliably  measure  the  trade  community's  com- 
pliance with  trade  laws  based  on  inspections  of  statistically  valid  random  sam- 
ples of  imported  goods  and  related  import  documents.  After  testing  a  limited 
number  of  goods  in  fiscal  year  1993,  Customs  expanded  the  scope  of  the  pro- 
gram during  fiscal  year  1994,  and  even  broader  national  coverage  is  planned 
for  fiscal  1995. 

— Both  IRS  and  Customs  developed  and  applied  methodologies  for  more  accu- 
rately reporting  their  collectible  accounts  receivable,  which  totaled  $29  billion 
and  $900  million,  respectively,  as  of  the  end  of  fiscal  year  1993.  In  addition, 
Customs  reorganized  its  debt  collection  unit,  formalized  its  collection  proce- 
dures, and  aggressively  pursued  collection  of  old  receivables.  According  to  Cus- 
toms, this  effort  resulted  in  collections  of  about  $32  million. 

— Customs  conducted  the  first  nationwide  physical  inventory  of  its  seized  assets, 
which  include  firearms,  thousands  of  pounds  of  illegal  narcotics,  millions  of  dol- 
lars in  cash,  and  various  types  of  other  goods.  It  also  evaluated  the  adequacy 
of  physical  safeguards  over  these  assets,  constructed  needed  facilities  in  two  dis- 
tricts, and  developed  plans  for  renovating  other  facilities. 

— IRS  and  Customs  conducted  physical  inventories  of  their  fixed  assets,  which  will 
provide  better  accountability  over  these  assets  and  help  ensure  that  they  are 
used  effectively.  In  addition,  Customs  initiated  monthly  reconciliations  between 
its  accounting  records  and  its  logistical  records  that  identify  where  fixed  assets 
are  located. 

— IRS  implemented  a  new  integrated  accounting  and  budget  system  agencywide 
to  provide  critical  supporting  information  for  its  administrative  expenditures, 
which  was  not  available  for  our  fiscal  year  1992  audit.  Also,  IRS  provided  criti- 
cal supporting  information  for  revenue  transactions,  such  as  tax  returns,  cash 
receipts,  and  refunds,  which  was  not  available  for  our  fiscal  year  1992  audit. 
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Progress  was  achieved,  in  large  part,  because  IRS  and  Customs  demonstrated  a 
sincere  commitment  towards  developing  reliable  information.  We  met  frequently 
with  key  financial  management  officials  at  both  agencies.  Also,  the  Commissioner 
of  Customs  met  with  us  monthly  to  obtain  prompt  advice  on  how  to  correct  prob- 
lems. 

However,  despite  these  efforts,  unresolved  serious  deficiencies  in  the  supporting 
information  and  in  the  systems  that  produce  this  information  precluded  us  from  pro- 
viding opinions  on  IRS'  and  Customs  financial  statements  for  fiscal  year  1993. '  For 
example,  for  fiscal  year  1993,  we  could  not  audit  several  important  account  balances 
because  supporting  information  was  not  available.  Also,  neither  IRS  nor  Customs 
had  instituted  adequate  controls  to  safeguard  assets,  determine  compliance  with 
pertinent  laws  and  regulations,  or  assure  that  there  were  no  material 
misstatements  in  their  financial  statements. 

Although  efforts  are  under  way  to  address  almost  all  of  the  recommendations  re- 
sulting from  our  audits  of  IRS'  and  Customs'  fiscal  year  1992  statements,  few  have 
been  completed.  As  of  May  1994,  4  of  the  44  recommendations  we  made  to  IRS  had 
been  completed,  and  actions  were  either  in  progress  or  planned  for  38.  At  Customs, 
11  of  the  54  recommendations  we  made  had  Deen  completed,  and  actions  were  either 
in  progress  or  planned  for  38. 

The  most  significant  deficiencies  are  common  to  both  agencies  and  seriously  im- 
pair their  ability  effectively  to  carry  out  their  missions  and  reliably  report  on  their 
operations.  Specifically,  neither  agency  has  instituted  procedures  to  adequately  en- 
sure that 

— all  revenues  due  to  the  federal  government  are  identified  so  that  collection  can 
be  pursued; 

— errors  in  taxpayer  and  import  information  are  detected  and  refunds  of  taxes  and 
duties  are  appropriate; 

— seized  assets,  including  illegal  drugs  seized  by  Customs  agents,  are  accounted 
for  and  protected  from  theft; 

— appropriated  funds  are  spent  in  accordance  with  applicable  laws  and  accurately 
accounted  for;  and 

— sensitive  computerized  information,  such  as  taxpayer  records,  import  inspection 
criteria,  and  law  enforcement  data,  is  protected  from  unauthorized  access,  dis- 
closure, or  modification. 

These  significant  deficiencies  require  prompt  attention.  Many  of  them  can  be  re- 
solved quickly  through  (1)  improved  guidance  and  oversight  to  ensure  that  agency 
staff  understand  and  comply  with  existing  procedures,  such  as  properly  performing 
fundamental  reconciliations  and  supervising  and  approving  routine  transactions,  (2) 
implementation  of  additional  controls,  such  as  new  procedures  for  reconciliations 
and  approvals,  and  (3)  proper  analysis  of  data  to  be  included  in  reported  financial 
management  information.  Other  improvements,  such  as  obtaining  more  useful  infor- 
mation on  unreported  taxes,  will  require  longer  term  system  changes. 

IRS  and  Customs  have  developed  many  actions  that  can  be  implemented  rel- 
atively quickly.  While  we  believe  that  these  actions  are  appropriately  focused,  it  is 
important  that  they  be  implemented  promptly  and  that  IRS  and  Customs  take  steps 
to  ensure  that  the  related  problems  do  not  recur.  Further,  we  believe  that  there  are 
additional  actions  that  can  be  taken  in  the  short  term,  such  as  minor  enhancements 
to  existing  systems  to  mitigate  some  problems  until  broader  system  improvement 
efforts  are  complete. 

I  would  now  like  to  outline  the  major  deficiencies  that  we  identified,  the  actions 
that  IRS  and  Customs  plan  to  take,  and  additional  short-term  corrective  measures 
needed. 

Better  Information  Needed  to  Collect 
Unreported  Taxes  and  Duties 

At  both  IRS  and  Customs,  we  were  able  to  confirm  that  the  total  reported  reve- 
nues for  fiscal  year  1993  were  collected  and  deposited  into  Treasury  accounts.  How- 
ever, neither  agency  was  able  to  reliably  determine  the  amount  of  revenue  that 
should  have  been  assessed. 

Customs'  programs  for  monitoring  goods  entering  the  United  States  did  not  pro- 
vide reasonable  assurance  that  carriers,  importers,  and  their  agents  complied  with 
trade  laws.  As  a  result,  revenue  owed  to  the  federal  government  may  not  have  been 


1  Our  audit  results  and  the  status  of  our  recommendations  are  discussed  in  detail  in  our  re- 
ports entitled  Financial  Audit:  Examination  of  IRS'  Fiscal  Year  1993  Financial  Statements 
(GAO/AIMD-94-120,  June  15,  1994)  and  Financial  Audit:  Examination  of  Customs'  Fiscal  Year 
1993  Financial  Statements  (GAO/AIMD-94-119,  June  15,  1994). 
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identified  and  quotas  and  other  legal  restrictions  may  have  been  violated.  Moreover, 
important  trade  statistics  may  not  be  reliable. 

Customs  does  not  yet  have  a  means  to  reliably  measure  overall  compliance  with 
trade  laws.  As  it  did  in  fiscal  year  1992,  Customs  focused  its  fiscal  year  1993  inspec- 
tion efforts  on  high-risk  shipments  in  an  effort  to  release  low-risk  shipments  as  ex- 
peditiously as  possible.  Consequently,  most  shipments  were  not  inspected  at  all — 
according  to  Customs,  about  92  percent  of  imported  cargo  was  released  without  ex- 
amination during  fiscal  year  1993.  And,  because  the  shipments  selected  for  inspec- 
tion were  not  a  representative  sample  of  all  shipments,  the  results  of  the  related 
inspections  could  not  be  used  to  estimate  the  overall  effectiveness  of  efforts  to  en- 
sure compliance  with  trade  laws. 

To  reliably  measure  the  level  of  compliance  with  trade  laws,  including  payment 
of  duties,  Customs  has,  within  a  relatively  short  period,  designed  and  set  in  motion 
a  program  of  inspecting  statistically  valid  random  samples  of  imported  goods  and 
related  import  documents.  In  1993,  these  tests  covered  relatively  few  commodities — 
five  types  of  goods — and  were  limited  to  45-60  day  periods  at  selected  ports.  There- 
fore, the  results  cannot  be  used  to  estimate  overall  compliance  for  that  year.  How- 
ever, Customs  expanded  the  scope  of  the  program  during  fiscal  year  1994,  and,  for 
fiscal  year  1995,  Customs  plans  to  begin  nationwide,  year-long  tests  of  all  major  cat- 
egories of  goods.  If  conducted  properly,  these  tests  should  allow  Customs  to  reliably 
estimate  compliance  levels  and  the  amount  of  duties  owed  that  is  not  being  assessed 
for  fiscal  year  1995. 

Similarly,  IRS  needs  more  meaningful  and  useful  information  for  determining  the 
amount  of  unreported  taxes,  referred  to  as  the  tax  gap.  For  1992,  IRS  reported  an 
estimated  $127  billion  in  unreported  taxes.  However,  this  estimate  is  based  pri- 
marily on  information  obtained  in  1982 — data  that  are  too  old  to  be  meaningful  con- 
sidering changes  in  tax  laws,  economic  conditions,  and  the  composition  of  the  tax- 
payer population.  Also,  the  information  used  for  tax  gap  estimates  is  limited  to  in- 
come taxes  and  does  not  include  other  taxes  such  as  excise,  employment,  and  gift 
taxes. 

IRS  recognizes  its  need  for  better  information  about  noncompliant  and  delinquent 
taxpayers.  It  has  planned  a  comprehensive  audit  program  of  randomly  selected  tax- 
payers to  be  performed  in  1996,  piloted  models  to  estimate  noncompliance  for  tax- 
payers in  specific  groups  and  geographic  areas,  piloted  an  audit  program  focused  on 
specific  noncompliant  industry  segments,  and  has  begun  to  develop  a  system  to  as- 
sess the  collectibility  of  accounts  receivable.  Additionally,  IRS  has  developed  a  long- 
term  strategic  plan  to  increase  compliance.  However,  these  actions  will  not  be  fully 
implemented  for  several  years  and  will  not  be  effective  unless  IRS  begins  to  capture 
reliable  data.  Developing  reliable  information  requires  major  changes  in  IRS  sys- 
tems, which  were  not  designed  to  provide  the  management  information  needed  to 
evaluate  revenue-collection  activities. 

Improved  Controls  Needed  to  Ensure  Accuracy  of  Taxpayer  and 
Import  Information  and  That  Refunds  Are  Proper 

At  both  IRS  and  Customs,  we  identified  control  weaknesses  that  impaired  their 
ability  to  reasonably  ensure  that  all  revenues  due  were  assessed  and  collected  and 
that  refunds  were  appropriate.  Also,  we  identified  weaknesses  in  IRS'  ability  to 
properly  account  for  tax  payments  received.  The  most  serious  problems  at  IRS  were 
as  follows: 

— Controls  over  federal  tax  deposit  (FTD)  payments  by  businesses,  the  source  of 
most  of  the  government's  tax  revenues,  did  not  ensure  that  these  payments 
were  properly  applied  to  the  appropriate  taxpayer  accounts.  These  errors  are 
causea  both  by  taxpayers  and  by  IRS.  In  fiscal  year  1993,  IRS  corrected  about 
2  million  misapplied  FTD  payments  totaling  $30  billion. 

Our  sample  of  4,206  transactions  contained  738  FTD  payments,  124,  or  17 
percent,  of  which  were  applied  to  the  wrong  taxpayer  accounts  or  periods,  prin- 
cipally due  to  taxpayer  error.  Although  all  but  one  were  detected  and  corrected 
by  IRS,  such  errors  can  result  in  late  and  misapplied  payments,  inaccurate  dis- 
tribution of  funds,  unnecessary  taxpayer  contact,  and  time-consuming  resolution 
efforts.  This  is  because  significant  delays  often  occur  between  the  time  FTD 
payments  are  initially  recorded  and  related  errors  are  discovered. 

IRS  is  exploring  ways  to  better  identify  improperly  applied  payments,  which 
will  likely  require  significant  systems  changes.  In  the  interim,  IRS  should  con- 
sider revising  the  FTD  process  to  capture  more  complete  data  on  payments  at 
the  time  they  are  made. 

— IRS  did  not  have  adequate  procedures  to  effectively  identify  erroneous  or  fraud- 
ulent claims  for  earned  income  credits  (EICs).  In  fiscal  year  1993,  IRS  granted 
over  $9.4  billion  under  this  program.  Of  the  109  cases  in  our  sample  of  tax  re- 
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turns  with  EIC  claims,  28  percent  contained  data  that  were  either  inconsistent, 
incomplete,  or  inaccurate.  IRS  estimates  that  as  much  as  25  percent  of  EICs 
filed  in  fiscal  year  1994  will  be  improper  due  to  taxpayer  error  or  fraud.  IRS 
was  aware  of  this  problem  and  recently  implemented  procedures  at  each  service 
center  to  manually  review  all  tax  returns  with  EIC  claims  to  identify  potentially 
erroneous  or  fraudulent  claims,  until  longer  term  systems  changes  can  be  imple- 
mented. 

— IRS  views  electronic  filing  as  a  cornerstone  of  its  future  operations.  However, 
as  we  testified  before  this  Committee  on  July  19,  1994, 2  IRS  has  not  yet  imple- 
mented adequate  procedures  to  detect  electronic  filing  fraud.  The  growth  rate 
of  detected  fraudulent  electronically  filed  returns  is  high,  but  it  is  unclear  how 
much  of  the  growth  is  due  to  an  increase  in  fraudulent  activity  rather  than  an 
improvement  in  fraud  detection.  IRS  has  implemented  several  short-term  meas- 
ures designed  to  prevent  refunds  to  fraudulent  electronic  filers.  These  include 
restrictions  on  first-time  filers  and  verification  of  taxpayers'  names  and  social 
security  numbers  before  accepting  their  returns. 

— As  in  fiscal  year  1992,  IRS  continued  to  improperly  and  inconsistently  calculate 
interest  on  taxpayer  accounts  not  subject  to  automatic  calculation,  which  is  re- 
ferred to  as  restricted  interest.  These  errors  result  in  underassessment  or 
overassessment  of  interest  and  unnecessary  contacts  with  taxpayers.  Of  the  45 
restricted  interest  transactions  in  our  sample,  16,  or  36  percent,  were  improp- 
erly calculated,  with  errors  of  up  to  $2.3  million.  IRS  was  aware  of  this  problem 
as  early  as  1986  and  has  proposed  solutions,  such  as  developing  standardized 
personal  computer  software  for  calculating  restricted  interest,  identifying  areas 
in  which  IRS  could  suggest  simplification  of  existing  and  proposed  legislation, 
and  improving  available  guidance  and  training.  However,  such  solutions  have 
not  been  fully  and  effectively  implemented.  It  is  important  that  IRS  promptly 
implement  solutions. 

— Refunds,  especially  manually  processed  refunds,  were  not  adequately  controlled. 
For  instance,  IRS  sent  a  manual  refund  for  over  $2.3  million  that  incorrectly 
included  approximately  $400,000  because  IRS  entered  the  interest  amount  in- 
correctly. In  another  example,  IRS  erroneously  issued  duplicate  refunds:  a  man- 
ual refund  of  over  $1  million,  which  included  interest  owed  to  the  taxpayer,  and 
an  automated  refund  of  $465,995,  which  did  not.  In  both  cases,  the  errors  were 
identified  by  the  refund  recipient,  who  then  notified  IRS  and  returned  the  ex- 
cess funds. 

In  addition,  of  the  118  refunds  and  credits  greater  than  $1  million  included 
in  our  sample,  113,  or  96  percent,  were  authorized  by  IRS  without  proper  notifi- 
cation of  the  Joint  Committee  on  Taxation,  as  required  by  law.  By  implement- 
ing appropriate  procedures  and  controls,  such  as  supervisory  reviews,  to  ensure 
that  manual  refunds  are  accurate  and  that  the  Joint  Committee  on  Taxation 
is  notified,  these  problems  can  largely  be  eliminated  without  significant  systems 
changes. 

— Due  to  limitations  in  IRS'  matching  of  information  reported  on  tax  returns  by 
taxpayers  and  information  provided  by  third  parties,  IRS  is  not  identifying 
many  erroneous  or  fraudulent  tax  returns  and  is  experiencing  significant  delays 
in  identifying  others.  Such  matching  does  not  occur  until  over  a  year  after  re- 
turns are  processed.  Delays  in  matching  diminish  the  likelihood  that  IRS  will 
fully  collect  any  amounts  identified  as  owed  by  the  taxpayers.  IRS  officials  say 
that  they  plan  to  develop  new  procedures  that  will  allow  earlier  matching  as 
part  of  Tax  System  Modernization  (TSM). 

At  Customs,  we  found  weaknesses  in  the  agency's  ability  to  ensure  that  all  im- 
ported goods  were  declared  on  import  documents  and  that  only  those  goods  ap- 
proved for  release  were  entered  into  U.S.  commerce.  Our  specific  findings  are  de- 
scribed below. 

— Customs  has  no  agencywide  requirements  for  observing  the  unloading  of  car- 
riers and  determining  that  related  documents  provided  to  Customs  are  com- 
plete. As  a  result,  Customs  did  not  have  reasonable  assurance  that  it  was  aware 
of  all  goods  arriving  at  ports  of  entry  and  entering  U.S.  commerce.  As  a  short- 
term  measure,  during  fiscal  year  1994,  Customs  began  testing  manifest  com- 
pleteness by  observing  the  unloading  of  randomly  selected  shipments.  Customs 
has  stated  that  it  plans  to  perform  such  tests  on  a  nationwide  basis  during  fis- 
cal year  1995.  These  tests  will  help  determine  if  any  further  actions  are  needed. 


2 IRS  Automation:  Controlling  Electronic  Filing  Fraud  and  Improper  Access  to  Taxpayer  Data 
(GAO/T-AIMD/GGD-94-183,  July  19,  1994.) 
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— Customs  was  not  taking  advantage  of  its  Automated  Manifest  System  to  mon- 
itor the  release  of  goods  arriving  at  ports  of  entry.  Of  the  88  shipments  we  re- 
viewed, 26  had  not  been  properly  accounted  for  in  this  system,  and,  as  a  result, 
Customs  could  not  readily  determine  whether  these  shipments  had  been  re- 
leased. Customs'  compliance  measurement  tests  during  fiscal  year  1995  should 
help  determine  the  severity  of  this  problem.  In  the  interim,  Customs  said  that 
it  planned  to  remind  all  of  its  regions  to  promptly  investigate  and  resolve  ap- 
parent discrepancies  in  the  Automated  Manifest  System. 
— Customs  did  not  adequately  monitor  the  goods  that  were  moved  to  other  ports 
prior  to  their  release  or  export.  Under  federal  law,  importers  may  transport 
merchandise  (1)  from  the  initial  U.S.  port  of  entry  to  another  port  prior  to  pay- 
ing duties  and  taxes  or  (2)  through  the  United  States  for  exportation  to  another 
foreign  country  without  the  payment  of  duty.  However,  Customs  personnel  did 
not  consistently  record  departure  and  arrival  data  and  investigate  overdue  ship- 
ments of  such  transferred  goods,  which  are  referred  to  as  in-bond  transfers. 

At  the  close  of  our  review,  Customs  was  planning  compliance  measurement 
tests  for  fiscal  year  1995  that  would  help  determine  the  level  of  violations  that 
actually  occur  for  in-bond  transfers.  Also,  an  In-Bond  Task  Force  had  been  ap- 
pointed and  was  considering  changes  to  the  processing  of  in-bond  transfers. 
Such  changes,  including  consideration  of  modifications  to  legal  provisions  that 
allow  in-bond  transfers,  may  be  appropriate  since  the  cost  of  monitoring  them 
and  the  risk  of  violations  are  likely  to  grow  as  international  trade  increases. 

In  the  interim,  we  believe  it  is  important  for  Customs  to  promptly  implement 
our  recommendation  to  (1)  distribute  written  guidance  emphasizing  to  district 
offices  the  importance  of  maintaining  accurate  data  on  in-bond  shipments  and 
resolving  discrepancies  and  (2)  monitor  the  districts  to  ensure  they  comply  with 
related  policies. 
— Customs  cannot  reliably  detect  and  prevent  duplicate  and  excessive  refunds  of 
duties,  referred  to  as  drawbacks,  because  its  automated  system  could  not  link 
drawback  claims  to  related  import  entries  or  maintain  a  cumulative  record  of 
the  amount  of  duty  refunded  and  goods  exported  or  destroyed  for  each  entry. 
As  a  result,  Customs  processed  about  49,000  drawback  claims,  totaling  approxi- 
mately $482  million,  during  fiscal  year  1993  using  manual  procedures  that  were 
ineffective  because  of  the  volume  of  transactions  involved.  These  deficiencies  in 
Customs'  accounting  for  drawback  payments  precluded  us  from  determining  if 
all  such  payments  made  during  fiscal  year  1993  were  appropriate. 

Customs  has  acknowledged  weaknesses  in  controls  over  drawback  payments 
but  delayed  action  to  correct  them  until  passage  of  the  Customs  Modernization 
and  Informed  Compliance  Act  in  late  1993,  which  included  changes  to  the  draw- 
back law.  Customs  plans  to  design  new  automated  capabilities  to  address  con- 
trol weaknesses,  but  the  improved  systems  are  not  expected  to  be  implemented 
until  after  fiscal  year  1995.  In  the  interim,  Customs  plans  to  implement,  by  the 
end  of  fiscal  year  1994,  our  recommendation  to  require  use  of  representative 
sampling  procedures  for  reviewing  drawbacks  that  involve  too  many  trans- 
actions to  review  completely. 

Controls  Over  Seized  Assets  Were  Weak 

Neither  IRS  nor  Customs  had  implemented  adequate  controls  to  account  for  the 
assets  they  had  seized  as  part  of  their  enforcement  efforts.  However,  IRS  and  Cus- 
toms took  important  steps  toward  gaining  such  control.  Customs  conducted  its  first- 
ever  physical  inventory  of  seized  asset  inventories,  while  IRS  reconciled  its  detailed 
records  to  the  amounts  reported  in  its  financial  statements.  Controlling  Customs' 
seizures  is  especially  important  because  of  the  thousands  of  pounds  of  illegal  narcot- 
ics and  other  contraband  that  Customs  confiscates  each  year,  in  addition  to  millions 
of  dollars  in  cash. 

Customs'  inventory  of  seized  assets  was  conducted  by  approximately  200  Customs 
employees  at  over  100  storage  facilities  located  throughout  the  United  States.  Al- 
though it  was  not  performed  until  February  1994,  it  was  intended  to  establish  an 
accurate  baseline  for  monitoring  and  reporting  seizure  activity  from  that  date  for- 
ward. As  a  result  of  the  inventory,  Customs  was  able  to  identify  and  correct  many 
significant  errors  in  the  recorded  quantities  and  values  of  seized  property.  For  ex- 
ample, the  records  showed  51,600  pounds  of  cocaine  and  65,800  pounds  of  marijuana 
that  could  not  initially  be  located.  Labor-intensive  procedures,  involving  the  review 
of  over  100  case  files,  resulted  in  all  but  86  pounds  of  drugs  being  accounted  for 
by  Customs  as  having  been  destroyed  or  transferred  to  another  agency  or  to  a  dif- 
ferent Customs  location  prior  to  the  inventory  date.  In  several  cases,  we  found  that 
the  transfers  were  made  more  than  2  years  ago,  but  the  related  records  had  not 
been  updated. 
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Conversely,  the  inventory  showed  that  thousands  of  pounds  of  drugs  held  had  not 
been  recorded  in  the  inventory  records.  It  is  important  that  all  discrepancies  be 
identified  and  corrected  since  they  increase  the  risk  that  drugs  could  be  lost  or  sto- 
len without  detection. 

The  inventory  also  identified  counterfeit  items  and  items  prohibited  for  sale  in  the 
United  States  that  were  recorded  at  a  total  value  of  over  $20  million,  even  though 
they  have  no  resale  value  to  the  government.  In  addition,  items  valued  at  over  $27 
million  were  incorrectly  included  in  the  inventory  records  even  though  the  items 
were  no  longer  in  Customs'  possession.  Other  items  were  overvalued  by  $15.7  mil- 
lion because  the  values  had  not  been  adjusted  when  accurate  assessments  became 
available. 

Now  that  Customs  has  taken  the  initial  step  of  improving  the  reliability  of  its 
seized  asset  records  as  of  February  1994,  it  is  essential  that  it  develop  and  imple- 
ment procedures  to  keep  these  records  accurate  and  current.  In  this  regard,  Cus- 
toms has  stated  that  it  plans  monthly  reconciliations  of  its  seized  asset  inventory 
records  and  plans  an  end-of-year  inventory  in  September  1994.  In  addition,  because 
some  locations  did  not  effectively  perform  the  inventory  procedures  designed  to  en- 
sure that  values  were  properly  updated  and  that  counterfeit  or  prohibited  items 
were  not  assigned  a  value,  Customs  needs  to  direct  all  locations  to  ensure  that  valu- 
ations are  properly  adjusted  prior  to  September  1994. 

Customs  also  needs  to  continue  strengthening  security  at  many  of  its  facilities 
that  store  seized  assets.  For  fiscal  year  1993,  despite  improvements,  we  still  identi- 
fied physical  safeguard  weaknesses  at  20  of  the  21  facilities  we  visited.  As  of  the 
February  1994  inventory  date,  the  15  districts  we  visited  held  an  average  of  24,000 
pounds  of  drugs  that  required  safeguarding  from  theft  and  misuse.  Over  the  past 
several  years,  drugs  and  property  have  occasionally  been  stolen  from  Customs  stor- 
age facilities.  For  example,  in  fiscal  year  1993,  thieves  broke  into  one  facility  and 
stole  356  pounds  of  cocaine.  This  case  illustrates  the  risks  associated  with  Customs' 
practice  of  storing  large  quantities  of  narcotics  in  facilities  that  do  not  provide  ade- 
quate security. 

Also,  we  found  that  drugs  used  in  undercover  operations  were  sometimes  lost  due 
to  inadequate  surveillance  procedures  and  that  losses  from  undercover  operations 
were  not  routinely  accounted  for  and  reported.  For  example,  one  region  did  not  prop- 
erly account  for  a  660-pound  cocaine  seizure  that  was  being  used  in  an  undercover 
operation,  half  of  which  was  subsequently  lost.  By  reviewing  the  enforcement  case 
file,  we  found  that,  although  the  seizure  had  originally  been  entered,  it  was  subse- 
quently deleted  and  then  re-entered  under  a  different  seizure  number,  giving  the 
appearance  that  the  two  entries  were  not  related.  This  case  is  currently  under 
grand  jury  investigation.  In  another  undercover  operation,  Customs  lost  220  pounds 
of  cocaine  that  was  not  accounted  for  in  Customs'  seizures  records  at  all.  This  case 
is  currently  being  investigated  by  Treasury's  Inspector  General. 

We  also  found  that  cash  advances  to  undercover  operations  were  not  reliably  ac- 
counted for  primarily  because  related  transactions  were  not  promptly  recorded.  Fur- 
ther, in  three  of  the  eight  undercover  operations  we  tested,  some  amounts  of  drugs 
or  currency  were  not  reliably  accounted  for.  For  example,  we  found  that  up  to  631 
pounds  of  high-purity  cocaine  had  been  held  in  a  safe  for  one  undercover  operation 
for  a  period  of  8  months  but  had  not  been  reported  in  Customs'  accounting  records. 

To  address  problems  related  to  its  undercover  operations.  Customs  said  that  it 
has  recently  established  a  task  force  comprised  of  experts  inside  and  outside  the 
government.  Customs  plans  to  defer  corrective  actions  until  the  task  force  finishes 
its  work  in  September  1994. 

At  IRS,  we  were  unable  to  audit  amounts  reported  for  seized  assets  because  the 
agency  could  not  provide  reliable  detailed  records  that  supported  its  reported  bal- 
ance of  $521  million.  For  example,  out  of  a  judgmental  sample  of  245  seized  assets 
selected  from  IRS'  detailed  records,  31  items,  or  13  percent,  had  already  been  dis- 
posed of,  and  4  items,  or  2  percent,  were  seized  as  of  the  end  of  1993  but  not  in- 
cluded in  IRS'  detailed  records.  Also,  IRS'  seized  assets  records  did  not  include  infor- 
mation that  would  be  useful  in  evaluating  the  program,  such  as  sale  proceeds  or 
storage,  sale,  and  other  related  expenses.  IRS  says  that  it  plans  to  implement  sys- 
tems and  controls  to  provide  proper  accountability  for  seized  assets  in  fiscal  year 
1995. 

Poor  Control  Over  the  Use  of  Operating  Funds 

In  response  to  our  recommendations,  both  IRS  and  Customs  instituted  some  im- 
provements in  accounting  for  their  operating  funds.  Both  agencies  implemented  new 
accounting  systems,  obtained  payroll  services  from  the  Department  of  Agriculture's 
National  Finance  Center,  ana  conducted  nationwide  physical  inventories  of  then- 
fixed  assets. 
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However,  many  problems  remained.  As  a  result  of  the  lack  of  integrated  systems 
and  ineffective  processes  and  controls,  IRS  and  Customs  could  not  provide  full  ac- 
countability for  their  assets  and  the  use  of  their  appropriated  funds,  ensure  that 
such  funds  were  spent  only  as  authorized,  or  reliably  determine  the  costs  of  their 
programs  and  computer  modernization  efforts. 

Although  new  systems  would  help  correct  these  problems,  short-term  improve- 
ments are  achievable  so  that  IRS  and  Customs  can  better  oversee  implementation 
of  policies  and  procedures  that  have  already  been  established.  In  this  regard,  it  is 
important  that  IRS  and  Customs  take  immediate  steps  to  ensure  that  fundamental 
internal  controls — such  as  account  reconciliations  and  supervisory  approvals — are 
promptly  performed  and  that  supporting  documentation  is  properly  maintained. 

The  following  are  specific  examples  of  some  of  the  problems  we  identified. 

— Neither  IRS  nor  Customs  had  fully  resolved  cash  reconciling  items  or  unidenti- 
fied charges  held  in  suspense  accounts.  While  IRS  has  made  significant  progress 
resolving  discrepancies  between  its  records  and  Treasury's,  more  than  $79  mil- 
lion remained  as  of  the  end  of  our  audit.  Further,  by  reviewing  activity  for  fiscal 
years  1986  through  1993,  we  found  that  IRS  had  written  off  at  least  $179  mil- 
lion of  cash  differences  because  it  could  not  locate  supporting  documents.  Cus- 
toms had  not  resolved  a  $32  million  backlog  of  differences  between  its  records 
of  cash  receipts  and  Treasury's,  even  though  $16  million  of  this  total  was  over 
1  year  old. 

Customs  and  IRS  also  had  not  effectively  resolved  over  $43  million  and  $31 
million,  respectively,  of  unidentified  charges  that  had  been  recorded  in  suspense 
accounts  for  at  least  6  months,  which  resulted  in  improper  accounting  in  the 

IRS  indicated  that  it  is  continuing  to  resolve  its  backlog,  while  Customs  is 
planning  actions  to  do  so.  It  is  also  important  that  both  IRS  and  Customs  ana- 
lyze their  reconciliation  problems  to  determine  their  causes  so  that  appropriate 
corrective  actions  can  be  developed. 

— Customs  could  not  support  $54  million  of  amounts  recorded  as  due  from  other 
agencies  under  interagency  agreements  because  it  did  not  follow  the  procedures 
it  had  developed  to  monitor  detailed  accounts  receivable  activity.  For  example, 
Customs  did  not  reconcile  its  interagency  agreement  register  to  the  central  ac- 
counting records. 

— Our  analysis  of  payments  for  goods  and  services  and  related  accounting  adjust- 
ments showed  that  IRS  (1)  could  not  provide  support  for  154,  or  22  percent,  of 
the  payments  and  adjustments  we  tested,  (2)  made  45,  or  21  percent,  of  the  pay- 
ments we  tested  too  early  or  after  their  due  dates,  and  (3)  did  not  properly  ad- 
just 25,  or  17  percent,  of  the  obligations  we  tested  to  reflect  amounts  IRS  ex- 
pected to  pay  for  goods  and  services.  While  IRS  has  procedures  to  address  these 
problems,  IRS  management  needs  to  better  monitor  how  effectively  such  proce- 
dures are  applied.  nnna 

—Reported  TSM  costs,  which  are  estimated  to  total  $23  billion  through  2008,  may 
be  unreliable  because  IRS'  systems  did  not  accumulate  actual  costs,  and  esti- 
mated future  costs  were  based  on  information  that  is  unreliable  or  outdated.  To 
improve  the  reporting  of  TSM  costs,  IRS  has  developed  and  is  piloting  a  project 
cost  accounting  system  beginning  in  fiscal  year  1994. 

—We  were  unable  to  audit  IRS'  accounts  payable  because  IRS  could  not  provide 
reliable  detailed  records  that  supported  its  reported  $93  million  balance.  IRS 
stated  that  it  is  reviewing  these  records  to  eliminate  errors  so  that  it  can  pro- 
vide reliable  support  for  accounts  payable  balances  at  the  end  of  fiscal  year 
1994. 

—During  our  audit  for  fiscal  year  1993,  we  found  that  an  IRS  employee  did  not 
follow  IRS  policies  and  violated  several  statutes  governing  the  use  of  appro- 
priated funds  by  improperly  charging  expenses  of  a  prior  fiscal  year  to  the  cur- 
rent fiscal  year.  While  we  identified  only  one  such  item  in  our  sample,  we  found 
a  total  of  $5.8  million  charged  to  fiscal  year  1991  appropriations  that  should 
have  been  charged  to  fiscal  year  1990  and  an  additional  $2.3  million  charged 
to  fiscal  year  1992  appropriations  that  should  have  been  charged  to  fiscal  year 
1991  based  on  a  review  of  the  file  related  to  the  sample  item.  IRS  should  imple- 
ment actions  to  ensure  compliance  with  laws  governing  the  use  of  appropriated 
funds,  such  as  management  reviews  and  additional  guidance  and  training. 

Serious  Weaknesses  in  Computer  Security 

Both  IRS  and  Customs  have  serious  computer  security  weaknesses  that  compound 
the  weaknesses  previously  discussed  and  jeopardize  the  security  and  reliability  of 
the  operations  that  are  central  to  their  missions.  Most  of  these  weaknesses  involve 
inadequate  controls  over  access  to  sensitive  data  and  computer  programs.  However, 
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the  weaknesses  we  found  at  both  agencies  are  symptomatic  of  broader  computer  se- 
curity management  issues.  Specifically,  IRS  did  not  clearly  delineate  responsibility 
for  computer  security  or  establish  an  ongoing  process  to  assess  the  effectiveness  of 
computer  controls.  At  Customs,  computer  security  responsibilities  were  fragmented, 
formal  procedures  had  not  been  established  for  analyzing  and  investigating  appar- 
ent computer  security  violations,  and  no  routine  independent  assessments  of  Cus- 
toms' information  management  security  program  had  been  implemented. 

Customs'  controls  were  inadequate  in  preventing  or  detecting  unauthorized  access 
and  modifications  to  critical  and  sensitive  data  and  computer  programs,  primarily 
because  Customs  had  not  restricted  access  for  individual  programs  and  data  files 
to  only  those  users  who  needed  it  to  perform  their  duties.  Access  control  software 
had  been  implemented  in  a  way  that  provided  all  users  with  overly  broad  access 
when  it  should  have  been  tailored  to  the  specific  needs  of  individual  users  or  groups 
of  users.  As  a  result,  thousands  of  internal  and  external  users  had  inappropriate 
access  to  critically  sensitive  production  programs  and  data  files.  Also,  although  Cus- 
toms has  conducted  a  series  of  studies  regarding  recovery  of  its  mainframe  and  tele- 
communications environment  in  the  event  of  a  disaster,  a  comprehensive  disaster 
recovery  plan  had  not  been  developed. 

These  problems  jeopardize  the  security  and  reliability  of  sensitive  systems  and 
data,  such  as  the  systems  and  criteria  used  to  monitor  the  payment  of  duties,  fees, 
and  taxes;  identify  high-risk  import  shipments;  account  for  seized  goods  and  drugs; 
and  account  for  law  enforcement  operations.  In  addition,  they  could  result  in  inap- 
propriate disclosure  of  sensitive  importer  information. 

The  computer  security  weaknesses  we  identified  at  Customs  are  especially  dis- 
turbing because  most  of  them  were  reported  to  Customs  in  a  1989  risk  assessment. 
According  to  the  responsible  officials,  some  corrective  actions  were  taken  in  response 
to  that  assessment,  and  Customs,  believing  that  the  weaknesses  had  been  ade- 
quately addressed,  certified,  in  1992,  that  its  three  sensitive  systems  conformed  to 
federal  computer  security  guidelines.  However,  our  findings  show  that  the  weak- 
nesses we  identified  were  not  adequately  addressed.  Therefore,  in  our  opinion,  Cus- 
toms' accreditation  of  its  sensitive  systems,  which  was  based  on  these  certifications, 
is  not  valid. 

In  commenting  on  our  findings  in  June  1994,  Customs  said  that,  promptly  upon 
learning  of  the  deficiencies  we  identified,  it  took  numerous  actions  to  restrict  access 
to  its  sensitive  programs  and  data.  Customs  also  said  that  it  is  in  the  process  of 
centralizing  and  better  defining  responsibility  for  computer  security.  Because  these 
actions  were  only  recently  taken,  we  have  not  reviewed  their  effectiveness.  Customs 
estimated  that  analyzing  user  needs  in  detail  and  adjusting  access  controls  accord- 
ingly are  likely  to  take  about  9  months. 

At  IRS,  the  significant  weaknesses  in  computer  controls  that  we  reported  last 
year3  continued.  IRS  has  been  aware  of  such  weaknesses  since  at  least  1992,  when 
it  reported  material  access  control  weaknesses  in  its  Federal  Managers  Financial  In- 
tegrity Act  report  as  a  result  of  our  fiscal  year  1992  audit. 

As  we  testified  before  this  Committee  on  July  19,  1994,  although  IRS  has  begun 
to  implement  corrective  actions,  its  controls  do  not  yet  ensure  that  taxpayer  data 
are  adequately  protected  from  unauthorized  access,  change,  disclosure,  or  disaster. 
For  fiscal  year  1993,  we  found  that  IRS  still  did  not  adequately  (1)  restrict  access 
to  taxpayer  data  to  only  those  employees  who  needed  it,  (2)  monitor  the  activities 
of  thousands  of  employees  who  were  authorized  to  read  and  change  taxpayer  data, 
(3)  limit  use  of  computer  programs  to  only  those  that  were  authorized,  and  (4)  pre- 
pare and  test  its  disaster  recovery  plans. 

In  August  1993,  IRS  developed  35  action  steps  to  address  weaknesses  associated 
with  its  Integrated  Data  Retrieval  System  (IDRS),  the  primary  system  for  accessing 
and  adjusting  taxpayer  accounts.  In  addition  to  improvements  in  the  system  itself, 
these  include  improvements  in  management  and  use  of  IDRS.  Also,  in  its  recently 
issued  report,  the  Commissioner's  Task  Force  on  Privacy,  Security,  and  Disclosure 
made  30  recommendations  for  corrective  actions.  The  Commissioner's  Task  Force 
also  initiated  nine  additional  task  forces  to  study  specific  problems  and  to  provide 
recommendations  for  corrective  action,  including  one  to  determine  how  the  agency 
should  organize  its  management  structure  to  ensure  adequate  controls  over  privacy 
and  disclosure.  We  will  continue  to  monitor  these  efforts  as  part  of  our  fiscal  year 
1994  financial  statement  audit. 


*IRS  Information  Systems:  Weaknesses  Increase  Risk  of  Fraud  and  Impair  Reliability  of  Man- 
agement Information  (GAO/AIMD-93-34,  September  22,  1993). 
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CFO  Act  Implementation 

IRS  and  Customs  are  working  toward  building  the  necessary  financial  manage- 
ment structure — systems  and  staffing  organization — needed  to  fulfill  the  require- 
ments of  the  CFO  Act.  However,  neither  has  yet  fully  established  the  systems  and 
organization  to  achieve  the  act's  goals. 

Although  not  required  at  the  bureau  level,  both  IRS  and  Customs  have  estab- 
lished CFO  positions  within  their  agencies.  However,  neither  agency  had  estab- 
lished the  adequately  staffed  and  qualified  CFO  leadership  teams  that  are  needed 
to  correct  their  major  financial  management  problems.  As  with  most  federal  agen- 
cies, personnel  assigned  to  the  CFO  function  and  the  CFO  leadership  teams  have 
had  little  or  no  experience  in  developing  the  types  of  financial  statements  and  sys- 
tems required  by  the  CFO  Act.  In  this  regard,  the  Commissioners  and  Deputy  Com- 
missioners at  IRS  and  Customs  and  the  CFO  at  IRS  have  expressed  their  commit- 
ment to  strengthening  their  CFO  leadership  groups  and  are  planning  to  increase  the 
number  of  staff  dedicated  to  financial  management  efforts. 

Both  agencies  also  have  much  work  to  do  before  they  can  implement  improved 
automated  systems  that  will  allow  them  to  efficiently  maintain  and  report  needed 
financial  management  information.  IRS'  and  Customs'  automated  systems  were  not 
designed  to  provide  the  information  needed  for  financial  reporting.  As  a  result,  to 
prepare  financial  statements  as  mandated  by  the  CFO  Act,  many  accounting  adjust- 
ments totaling  billions  of  dollars  were  required,  some  of  which  could  not  be  sup- 
ported, and  some  important  information  was  not  reported.  For  example,  Customs  in- 
cluded about  $100  million  of  unidentified  cash  sources  in  its  statement  of  cash  flows 
so  that  the  accounts  reported  in  its  statements  would  balance,  and  IRS  did  not  re- 
port $90  billion  of  in-process  revenue  transactions.  Also,  personnel  at  both  agencies 
had  to  create  several  ad  hoc  processes  that  were  labor-intensive  and  sometimes  re- 
sulted in  incomplete  and  erroneous  financial  information. 

The  inadequacy  of  the  existing  systems  is  illustrated  by  IRS'  and  Customs'  efforts 
to  reliably  report  their  accounts  receivable.  Neither  agency's  systems  had  been  de- 
signed to  provide  accounts  receivable  information  needed  for  their  financial  state- 
ments. For  example,  their  systems  were  not  designed  to  distinguish  between  valid 
receivables  and  unsubstantiated  receivables  that  the  agencies  maintained  for  en- 
forcement purposes.  In  addition,  the  systems  were  not  capable  of  determining 
whether  a  receivable  was  collectible.  As  a  result,  labor-intensive  efforts  were  re- 
quired to  determine  what  was  owed  as  of  September  30,  1993.  Further,  although 
Customs  was  eventually  able  to  provide  balances  for  major  receivables,  it  could  not 
provide  a  summary  of  the  transactions  that  accounted  for  the  changes  in  the  ac- 
counts receivable  balances  between  the  beginning  and  the  end  of  the  fiscal  year. 

Both  IRS  and  Customs  plan  to  address  many  of  the  problems  stemming  from 
unintegrated  systems  as  part  of  long-term  system  redesign  projects.  However,  these 
projects  are  not  expected  to  result  in  significant  benefits  for  several  years.  IRS'  Tax 
System  Modernization  project  will  not  be  complete  until  after  the  year  2000,  and 
Customs'  project  is  still  in  the  relatively  early  stages  of  development,  with  most  ef- 
forts to  date  focusing  on  identifying  user  needs.  In  the  interim,  IRS  and  Customs 
will  have  to  continue  to  rely  on  often  cumbersome  manual  processes. 


The  financial  statement  audits  at  IRS  and  Customs  vividly  demonstrate  the  im- 
portance of  expanding  and  institutionalizing  annual  financial  statement  audits 
throughout  the  federal  government.  We  have  testified  on  several  occasions,  before 
this  Committee  in  February  1994 4  and  most  recently  on  June  21,  1994, 5  on  the  sub- 
stantive benefits  and  progress  that  have  been  achieved  from  the  CFO  Act's  program 
of  pilot  agencywide  financial  statement  audits.  In  this  regard,  we  are  encouraged 
by  this  Committee's  efforts,  through  S.  2170,  to  require  all  23  CFO  agencies  to  pre- 
pare agencywide  audited  financial  statements  and  by  the  House's  passage  of  H.R. 
3400,  the  Government  Reform  and  Savings  Act,  which  includes  similar  require- 
ments. 

Mr.  Chairman,  this  concludes  my  statement.  I  will  be  glad  to  answer  any  ques- 
tions that  you  or  the  other  Members  of  the  Committee  may  have  at  this  time. 


4  Improving  Government:  GAO's  Views  on  H.R.  3400  Management  Initiatives  (GAO/T-AIMD/ 
GGD-94-97,  February  23,  1994). 

5  Financial  Management:  CFO  Act  Is  Achieving  Meaningful  Progress  (GAO/T-AIMD-94-149, 
June  21,  1994). 
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PREPARED  STATEMENT  OF  JOHN  C.  PAYNE 

Mr.  Chairman  and  Members  of  the  Committee: 

I  am  pleased  to  be  here  today  to  discuss  the  results  of  our  audits  of  the  Depart- 
ment of  State's  financial  statements  related  to  the  Chief  Financial  Officers  (CFO) 
Act  and  other  Office  of  Inspector  General  (OIG)  financial  management  work.  I  will 
discuss  our  audit  approach  for  performing  the  CFO-related  work  and  our  assess- 
ment of  the  Department's  progress  in  making  financial  management  improvements, 
including  short-term,  interim  initiatives  underway  or  planned  that  will  enable  the 
Department  to  produce  auditable  financial  statements.  Finally,  I  will  comment  brief- 
ly on  how  we  believe  the  CFO  Act  should  provide  more  flexibility  to  the  Inspector 
General  community  on  auditing  agency  financial  statements. 

Summary 

The  Department  has  openly  acknowledged  serious  problems  with  its  financial 
management  and  internal  control  systems  and  is  working  to  correct  significant  ac- 
counting and  financial  management  problems  that  have  plagued  the  Department  for 
many  years. 

Although  my  statement  lays  out  a  bleak  picture  of  the  Department's  financial 
management  problems,  the  OIG's  brief  response  to  the  subject  of  the  Committee's 
hearings  on  this  issue  is:  Yes,  the  Department  is  getting  better.  In  fact,  we  recently 
issued  an  unqualified  opinion  on  one  of  the  three  financial  statements  the  Depart- 
ment is  required  to  prepare.  Although  it  was  the  smallest  statement  in  terms  of  as- 
sets, it  is  a  step  in  the  right  direction.  The  current  senior  management  team  has 
not  only  acknowledged  that  problems  exist  but  is  in  the  process  of  defining  the  prob- 
lems and  developing  corrective  measures. 

To  understand  the  challenge  of  these  problems,  one  must  realize  that  the  Depart- 
ment has  three  accounting  systems,  four  disbursing  systems,  three  payroll  systems, 
and  more  than  forty  additional  support  and  subsidiary  systems.  For  more  than  a 
decade,  these  systems  have  been  criticized  by  my  office  and  the  General  Accounting 
Office  (GAO),  and  they  are  currently  on  the  Office  of  Management  and  Budget's 
(OMB's)  list  of  high  risk  areas.  For  example,  we  have  reported  that  approximately 
$249  million  of  disbursements  have  never  been  properly  recorded  in  the  financial 
systems  and  that  the  financial  statement  covering  approximately  60  percent  of  the 
Department's  budgetary  resources  is  unauditable.  GAO  has  said  that  the  Depart- 
ment's systems  are  neither  integrated  nor  adequately  documented,  involve  redun- 
dant operations,  are  inadequately  controlled,  are  not  operated  in  an  efficient  and  re- 
liable manner,  and  do  not  meet  applicable  accounting  standards. 

In  short,  the  current  systems  are  not  user-friendly;  do  not  allow  for  proper  and 
timely  accounting  of  financial  transactions;  do  not  interface  well  with  one  another; 
and  provide  only  limited,  inflexible  reporting  capabilities.  If  all  of  these  problems 
were  not  sufficient  justification  to  make  financial  management  a  high  priority,  re- 
cent Federal  reform  efforts  mandate  fully  integrated  financial  management  systems. 

Despite  efforts  already  begun  by  the  Department,  more  remains  to  be  done  in  all 
areas.  One  major  area  of  concern  is  the  Department's  inability  to  produce  auditable 
financial  statements  for  the  Commercial  Activities,  Revolving  Funds  and  Trust 
Funds  entity.  We  realize  that  the  Committee's  interest  is  in  determining  what 
short-term  measures  the  Department  is  taking  to  improve  financial  management 
now,  rather  than  relying  on  the  new  financial  management  system  which  is  several 
years  and  millions  of  dollars  down  the  road.  We  believe  that  both  the  Department 
and  the  OIG  are  developing  constructive  corrective  measures  for  solving  the  existing 
problems. 

The  Department's  Financial  Statements 

The  CFO  Act  requires  the  Department  to  prepare  financial  statements  on  each 
revolving  and  trust  fund;  and  to  the  extent  practicable,  on  the  accounts  of  each  of- 
fice, bureau,  and  activity  which  performed  substantial  commercial  functions  during 
the  preceding  fiscal  year.  Accordingly,  the  Department  prepares  financial  state- 
ments for  the  following  three  entities: 

•  International  Boundary  and  Water  Commission,  a  commercial  activity; 

•  Foreign  Service  Retirement  and  Disability  Fund,  a  trust  fund;  and 

•  Commercial  Activities,  Revolving  Funds  and  Trust  Funds  (hereafter  referred  to 
as  the  Roll-up  Fund)  which  includes  the  appropriations  for  Salaries  and  Ex- 
penses, Diplomatic  and  Consular  Programs,  and  Acquisition  and  Maintenance 
of  Buildings  Abroad. 
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Audit  Approach  Taken  by  the  OIG 

Our  approach  to  auditing  financial  statements  has  been  to  use  a  combination  of 
OIG  staff  and  contracted  certified  public  accounting  (CPA)  staff  to  perform  the  CFO 
Act  audits.  In  addition,  the  financial  statement  audits  have  been  dictated  by  the  De- 
partment's ability  to  produce  financial  statements  and  the  availability  of  OIG  audit 
resources.  We  have  audited  the  financial  statements  as  they  have  become  available 
from  the  Department.  For  the  first  year,  only  the  Working  Capital  Fund  financial 
statements  for  fiscal  year  (FY)  1991  were  audited  (using  OIG  staff)  because  the  De- 
partment obtained  a  waiver  from  OMB  for  the  other  financial  statements.  In  fiscal 
year  1992  and  fiscal  year  1993,  we  used  OIG  staff  to  audit  the  Foreign  Service  Re- 
tirement and  Disability  Fund  and  contracted  with  a  CPA  firm  for  the  audits  of  the 
International  Boundary  and  Water  Commission. 

The  Department  has  not  issued  audit  able  financial  statements  for  the  Roll-up 
Fund  due  to  the  poor  conditions  of  financial  records,  the  lack  of  subsidiary  records, 
and  the  lack  of  supporting  documentation.  The  Roll-up  Fund  covers  approximately 
60  percent  of  the  Department's  $5-billion  budget.  It  also  includes  almost  all  of  the 
Department's  real  and  personal  property.  The  Roll-up  Fund  is  made  up  of  eight  sep- 
arate elements,  ranging  from  small  gift  funds  to  the  Department's  real  property  ac- 
quisition and  construction  appropriation.  The  Department  estimates,  and  we  agree, 
that  it  will  be  at  least  several  years,  probably  fiscal  year  1996,  before  an  auditable 
set  of  financial  statements  is  possible. 

Until  that  point  is  reached,  we  have  adopted  an  incremental  approach  for  auditing 
the  Roll-up  Fund.  This  approach  divides  the  financial  statement  audit  into  smaller 
segments.  Instead  of  auditing  the  entire  statement,  individual  elements  or  signifi- 
cant line  items  will  be  audited  which  will  include  a  review  of  the  internal  control 
systems  and  compliance  with  laws  and  regulations.  This  interim  audit  work  evalu- 
ates the  accuracy  of  the  financial  statements  for  specific  elements  and  significant 
line  items;  identifies  internal  control  weaknesses,  noncompliance  with  laws  and  reg- 
ulations, and  areas  that  need  action  to  provide  accurate  financial  data;  and  provides 
the  auditor  with  an  understanding  of  the  entity.  We  have  discussed  this  approach 
with  this  committee's  staff,  OMB's  Office  of  Financial  Management,  and  the  Depart- 
ment. 

We  believe  that  using  the  incremental  approach  maximizes  the  benefit  of  limited 
audit  resources  and  provides  the  most  assistance  to  the  Department  by  focusing  on 
selected  areas  and  identifying  basic  systemic  problems  which  need  to  be  corrected 
before  auditable  financial  statements  can  be  produced.  We  feel  this  is  the  best  ap- 
proach since  the  Department  acknowledges  that  the  Roll-up  Fund's  financial  state- 
ments are  not  meaningful.  This  incremental  approach  is  consistent  with  our  efforts 
to  work  in  cooperation  with  the  Department  to  nelp  establish  good  accounting  prac- 
tices and  produce  auditable  statements  in  compliance  with  the  CFO  Act.  During  the 
CFO  Act  audit  work,  we  have  established  and  maintained  an  excellent  working  rela- 
tionship with  Department  offices.  These  relationships  have  encouraged  them  to  ask 
for  assistance  in  resolving  problems,  to  request  OIG  input  for  new  processes,  and 
to  act  quickly  on  OIG  recommendations. 

OIG  Resources  Committed  to  CFO  Act  Audits 

Since  the  passage  of  the  CFO  Act,  we  will  have  used  17  staff  years  and  spent  ap- 
proximately $530,000  in  travel  and  contract  funds  to  audit  the  Department's  finan- 
cial statements  by  the  end  of  fiscal  year  1994.  In  fiscal  year  1992  we  used  3.5  staff 
years,  $50,000  in  travel  funds,  and  $50,000  in  contract  funds  to  audit  the  Working 
Capital  Fund  Financial  Statements  for  fiscal  year  1991.  In  fiscal  year  1993  we  used 
3.5  staff  years  and  $170,000  in  contract  funds  to  audit  the  fiscal  year  1992  financial 
statements  for  the  Foreign  Service  Retirement  and  Disability  Fund  and  Inter- 
national Boundary  and  Water  Commission.  In  fiscal  year  1994,  we  plan  to  spend 
about  10  staff  years,  $45,000  in  travel  funds  and  $217,000  in  contract  funds  to  audit 
the  fiscal  year  1993  financial  statements.  In  fiscal  year  1995,  we  plan  to  perform 
additional  work  on  the  elements  of  the  Roll-up  Fund  and  expect  to  use  10  staff  years 
and  approximately  $350,000  in  contract  audit  funds. 

We  did  not  receive  any  additional  audit  resources  in  either  our  fiscal  year  1993 
or  fiscal  year  1994  appropriations  to  perform  this  CFO  work;  therefore,  we  did  not 
request  any  resources  in  the  fiscal  year  1995  budget  submission.  We  have  been 
shifting,  and  will  continue  to  shift,  resources  from  our  performance  audits  to  meet 
the  CFO  Act  audit  requirements.  However,  when  the  Department  is  able  to  deliver 
reliable  Roll-up  Fund  financial  statements,  additional  resources  will  be  needed  be- 
cause we  estimate  that  over  20  percent  of  current  audit  resources  will  be  needed 
to  audit  these  financial  statements  alone. 
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Financial  Statement  Audit  Results 

International  Boundary  and  Water  Commission 

The  International  Boundary  and  Water  Commission  was  created  in  1889  by  a 
treaty  between  the  Governments  of  the  United  States  and  Mexico.  The  Commission, 
located  in  El  Paso,  Texas,  is  responsible  for  maintaining  the  border  between  the  two 
countries,  administering  water  allocations,  and  resolving  environmental  pollution 
(water  and  air)  issues  along  the  border.  The  Commission  consists  of  a  U.S.  section 
and  a  Mexican  section.  Although  the  Commission  operates  autonomously  from  the 
Department  of  State,  it  is  subject  to  consultation  with  and  approval  of  the  Depart- 
ment concerning  foreign  policy  issues.  The  Commission  owns  real  and  personal 
property  (including  land,  dams,  water  and  erosion  control  facilities,  and  power  gen- 
eration equipment)  used  to  carry  out  its  mission,  and  has  a  staff  of  280  employees 
and  assets  of  $240  million.  The  Commission's  annual  appropriations,  about  $25.5 
million,  are  included  in  the  Department's. 

The  first  International  Boundary  and  Water  Commission  financial  statements  to 
be  prepared  and  audited  were  for  fiscal  year  1992.  We  contracted  with  a  CPA  firm 
to  perform  the  audit.  A  disclaimer  of  opinion  was  given  for  the  financial  statements 
because  of  a  lack  of  documentation  to  support  the  valuation  of  real  and  personal 
property  owned  by  the  Commission,  particularly  property  obtained  or  constructed 
prior  to  the  1930s.  Through  the  efforts  of  the  OIG,  the  CPA  firm,  and  OMB,  a  meth- 
odology was  developed,  using  historical  documentation  such  as  old  Congressional 
documents,  to  establish  the  valuation  of  real  and  personal  property  when  original 
records  did  not  exist  or  could  not  be  found.  As  a  result,  the  Commission  received 
an  unqualified  opinion  on  its  fiscal  year  1993  financial  statements  in  April  1994. 
This  achievement  was  possible  through  the  efforts  of  the  staffs  of  the  OIG,  the  CPA 
firm,  and  the  Commission  working  together  to  resolve  the  lack  of  documentation 
problem. 

Foreign  Service  Retirement  and  Disability  Fund 

The  Foreign  Service  Retirement  and  Disability  Fund  is  a  $6.7  billion  trust  fund 
established  by  the  Foreign  Service  Act  of  May  24,  1924.  The  Fund  finances  the  oper- 
ations of  the  Foreign  Service  Retirement  and  Disability  System  and  the  Foreign 
Service  Pension  System.  These  systems  are  the  Foreign  Service  equivalents  of  the 
Civil  Service  Retirement  System  and  the  Federal  Employees  Retirement  System. 
The  Fund  provides  pensions  to  retired  and  disabled  members  of  the  Foreign  Service, 
their  survivors,  and,  in  some  instances,  former  spouses.  The  Fund  serves  Foreign 
Service  participants  of  the  Department  of  State,  Agency  for  International  Develop- 
ment, United  States  Information  Agency,  Department  of  Commerce,  Department  of 
Agriculture,  Peace  Corps,  and  the  American  Institute  in  Taiwan. 

We  have  completed  two  financial  statement  audits  of  the  Fund.  We  first  audited 
the  statements  for  fiscal  year  1992  and  issued  a  disclaimer  of  opinion  in  May  1994, 
primarily  because  we  could  not  independently  determine  the  accuracy  of  the  amount 
reported  as  "Investments  with  Treasury".  The  investment  amount  represents  ap- 
proximately 99  percent  of  the  assets  of  the  Fund.  We  were  unable  to  rely  on  the 
amount  reported  by  the  Treasury  because  Treasury's  OIG  had  not  performed  an 
audit  of  this  area  since  1989  and  we  obviously  could  not  review  Treasury's  internal 
controls.  As  an  alternative  audit  procedure,  we  should  have  been  able  to  review  and 
rely  on  records  of  investments  maintained  independently  by  the  Department.  How- 
ever, the  Department  had  not  maintained  these  records,  but  instead,  relied  on  what 
was  reported  by  the  Treasury. 

Since  the  final  fiscal  year  1993  Fund  financial  statements  will  not  be  issued  until 
late  this  month,  we  have  not  yet  issued  our  audit  report.  However,  we  have  com- 
pleted our  audit  work  and  intend  to  issue  another  disclaimer  of  opinion,  again,  be- 
cause of  our  inability  to  determine  the  accuracy  of  the  reported  account  balance  for 
"Investments  with  Treasury". 

In  our  May  1994  report  on  the  Fund's  internal  control  structure  for  the  fiscal  year 
1992  financial  statements,  we  reported  that  the  controls  over  the  accounting  oper- 
ations for  the  Fund  were  inadequate.  We  found  that: 

•  Some  transactions  were  not  recorded; 

•  Subsidiary  records  for  accounts  such  as  investments  and  accounts  receivable 
were  inadequate  or  nonexistent; 

•  Reconciliations  of  critical  accounts  were  not  performed;  and 

•  The  separation  of  duties  within  the  office  doing  the  accounting  for  the  Fund 
was  inadequate; 

This  meant  that  there  was  no  assurance  that  all  contributions  owed  to  the  Fund 
were  received  and  that  any  discrepancies  in  payments  to  the  recipients  were  identi- 
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fied  and  corrected.  In  addition,  we  found  that  controls  over  changes  to  the  auto- 
mated system  used  to  maintain  recipient  data  were  not  adequate.  Thus,  payments 
could  be  altered  or  diverted  without  detection.  We  expect  to  have  similar  findings 
in  our  report  for  fiscal  year  1993  because  most  corrective  actions  were  not  begun 
until  fiscal  year  1994. 

The  CFO  Act  also  requires  that  we  report  on  the  Fund's  compliance  with  laws 
and  regulations.  The  major  concerns  we  have  raised  in  this  area  relate  to  the  De- 
partment's continued  use  of  the  Fund  for  purposes  not  allowed  and  the  require- 
ments concerning  the  investments  for  the  Fund. 

We  found  that  the  Department  used  the  Fund  to  make  payments  of  $1.5  million 
in  fiscal  year  1992  and  $.7  million  in  fiscal  year  1993  for  Foreign  Service  National 
supplemental  annuities.  In  fiscal  year  1993  it  was  also  used  to  fund  foreign  service 
national  buyout  payments  totalling  $5.1  million.  These  types  of  payments  also  may 
have  been  made  from  the  Fund  in  prior  fiscal  years.  Therefore,  the  OIG  rec- 
ommended that  the  Department  reconcile  the  Fund  to  determine  the  total  amount 
owed  to  the  Fund  for  payments  to  Foreign  Service  Nationals.  Both  types  of  pay- 
ments should  have  been  made  from  other  sources.  Although  the  Department's  Legal 
Adviser  determined  that  the  supplemental  annuities  should  have  been  paid  from  the 
Salaries  and  Expenses  appropriation  instead  of  the  Fund,  the  annuities  were  paid 
from  the  Fund  because  Fund  personnel  found  it  more  convenient,  from  an  account- 
ing processing  standpoint,  to  disburse  the  payments  from  the  Fund  than  from  the 
proper  account.  However,  we  found  no  logical  reason  why  these  payments  could  not 
nave  been  accounted  for  correctly  through  appropriate  journal  voucher  entries. 

The  Foreign  Service  National  buyouts  were  to  be  paid  from  funds  transferred 
from  the  Civil  Service  Retirement  Fund  to  the  Department,  but  the  Fund  account 
was  used  because  a  Department  account  had  not  been  established  at  the  time  the 
first  buyout  payments  were  made.  The  Department  intends  to  reimburse  the  Fund 
for  all  of  the  Foreign  Service  National  supplemental  and  buyout  payments,  but  as 
of  September  30,  1993,  the  Fund  was  still  owed  a  total  of  $6.6  million.  All  Foreign 
Service  National  payments  out  of  the  Fund  were  stopped  in  fiscal  year  1994  as  a 
result  of  our  audit  work. 

With  regard  to  investments  for  the  Fund,  the  Treasury  is  required  by  Section  819 
of  the  Foreign  Service  Act  of  1980,  as  amended,  to  determine  the  amount,  type,  and 
timing  of  those  investments.  We  found  that  the  Department  has  been  making  the 
decisions  on  the  timing  and  the  amount  of  the  investments  because  the  Treasury 
tracks  funds  only  at  the  agency  level  and  could  not  monitor  the  Fund  at  the  level 
of  detail  needed  for  investment  decision  making.  In  our  May  1994  audit  report  of 
the  fiscal  year  1992  financial  statements,  we  were  reluctant  to  recommend  changing 
the  Foreign  Service  Act  to  shift  the  responsibility  to  the  State  Department  because 
the  Department's  accounting  controls  were  not  adequate  to  ensure  proper  monitor- 
ing for  investment  purposes.  However,  with  the  changes  to  Fund  accounting  proce- 
dures and  records  being  made  in  fiscal  year  1994,  we  believe  that  the  State  Depart- 
ment will  be  in  a  better  position  than  the  Treasury  to  make  the  investment  deci- 
sions for  the  Fund,  and  we  plan  to  consider  this  recommendation  as  part  of  our  fis- 
cal year  1994  financial  audit. 

The  Department  is  making  significant  progress  in  correcting  the  lack  of  subsidi- 
ary records  for  the  Fund.  If  it  can  establish  a  subsidiary  ledger  for  the  investment 
account,  we  believe  that  at  least  a  qualified  opinion  may  be  possible  for  the  fiscal 
year  1994  statements,  and  perhaps  an  unqualified  opinion  may  be  issued  in  subse- 
quent years. 

Commercial  Activities,  Revolving  Funds  and  Trust  Funds 

The  Roll-up  Fund's  financial  statements  include  approximately  60  percent  of  the 
$5-billion  budget  received  by  the  Department  and  nearly  all  of  its  assets.  The  first 
financial  statements  prepared  and  audited  under  the  CFO  Act  were  the  Working 
Capital  Fund  Financial  Statements  for  fiscal  year  1991.  The  Working  Capital  Fund 
had  assets  of  $28  million  at  that  time  and  was  a  separate  financial  statement  en- 
tity. It  is  now  part  of  the  Roll-up  Fund  statement.  We  disclaimed  an  opinion  on 
these  fiscal  year  1991  statements  because  of  the  lack  of  adequate  financial  records, 
noncompliance  with  accounting  principles  and  standards,  and  material  weaknesses 
in  internal  controls. 

The  Department  decided  to  prepare  a  Roll-up  Fund  financial  statement  in  fiscal 
year  1992.  Initially,  the  Department  had  proposed  issuing  separate  financial  state- 
ments for  most  of  the  elements  included  in  the  Roll-up  Fund.  In  July  1992  the  De- 
partment informed  the  OMB  that  it  would  combine  all  of  its  financial  statements 
entities  into  three  statements:  the  International  Boundary  and  Water  Commission; 
the  Foreign  Service  Retirement  and  Disability  Fund;  and  the  Roll-up  Fund. 
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The  Department  combined  the  Working  Capital  Fund,  the  Foreign  Service  Na- 
tional Separation  Liability  Trust  Fund,  Gift  Funds,  Foreign  Buildings  Operations, 
the  International  Center,  Repatriation  Loan  Program,  and  the  entire  Salaries  and 
Expenses  Appropriation  into  the  Roll-up  Fund.  The  S&E  appropriation  was  included 
because  many  of  the  Department's  commercial  activities  were  part  of  it  (Consular 
Affairs,  Foreign  Affairs  Administrative  Support,  Language  Services,  Foreign  Service 
Institute,  Medical  Services,  Real  Property  Management,  and  Facility  Management 
and  Support  Services). 

Under  the  CFO  Act,  financial  statements  are  not  required  for  such  programs  as 
Migration  and  Refugee  Assistance,  Emergency  Refugee  Migration  Assistance,  Inter- 
national Narcotics  Programs,  Contributions  to  International  Organizations,  and 
Contributions  to  International  Peacekeeping  Activities. 

The  fiscal  year  1992  financial  statements,  issued  in  May  1994,  were  the  first  ever 
issued  for  the  Roll-up  Fund.  Due  to  the  lack  of  adequate  and  accurate  subsidiary 
records  and  the  late  issuance  of  the  financial  statements,  the  Department  and  the 
OIG  agreed  that  audit  work  on  them  would  not  be  performed. 

The  Department  is  issuing  a  complete  set  of  Roll-up  Fund  financial  statements 
for  fiscal  year  1993.  However,  under  our  incremental  audit  approach,  we  are  only 
auditing  the  fiscal  year  1993  activities  of  the  Working  Capital  Fund,  International 
Center,  Foreign  Service  Separation  Liability  Trust  Fund,  and  Repatriation  Loan 
Program.  Our  audits  of  these  elements  have  identified  internal  control  weaknesses, 
noncompliance  with  laws  and  regulations,  and  operational  deficiencies  that  need  to 
be  corrected. 

Working  Capital  Fund 

The  Working  Capital  Fund  provides  centralized  services  (such  as  printing,  tele- 
phone, motorpool,  and  shipping)  to  other  offices  within  the  Department  and  other 
agencies.  The  Fund  has  assets  of  approximately  $24  million  and  income  of  about  $70 
million  annually.  Most  of  the  concerns  that  caused  our  disclaimer  of  opinion  on  the 
fiscal  year  1991  financial  statements  still  exist.  Department  officials  believed  that 
moving  the  accounting  for  the  Fund  to  the  new  Central  Financial  Management  Sys- 
tem would  resolve  the  problems  that  resulted  in  our  disclaimer.  However,  we  have 
found  that  the  financial  records  remain  inadequate  and  accounting  policies  and  pro- 
cedures are  still  not  followed. 

International  Center 

The  International  Center  was  authorized  by  Public  Law  90-533.  The  Center  was 
established  to  provide  a  location  where  foreign  governments  could  build  chanceries. 
It  is  located  on  the  grounds  of  the  old  Bureau  of  Standards  site  in  Washington,  D.C. 
The  Center  is  responsible  for  leasing  space  to  foreign  governments  and  maintaining 
the  property. 

Our  audit  disclosed  that  the  program  office  responsible  for  the  Center  had  not 
properly  managed  funds  generated  by  its  operations.  The  program  office  believed 
that  it  did  not  have  to  deposit  all  lease  fees  received  from  foreign  governments 
(about  $7  million)  with  the  Treasury.  The  program  office  invested  these  funds  be- 
cause it  considered  them  to  be  in  escrow  until  the  foreign  governments  occupied  the 
property.  These  funds  have  never  been  recorded  in  the  Department's  financial 
records.  The  interest  earned  on  these  funds  was  used  to  supplement  the  funds  au- 
thorized for  maintaining  the  Center.  However,  this  use  of  these  funds  had  never 
been  approved  by  the  Congress  in  the  Center's  appropriation.  In  addition,  the  Cen- 
ter has  not  repaid  $2.2  million  provided  by  Treasury  to  cover  initial  expenses  of  the 
project  because  management  feels  these  funds  are  still  needed  to  complete  the 
project,  although  we  found  the  project  to  be  virtually  complete. 

Foreign  Service  National  Separation  Liability  Trust  Fund 

The  Foreign  Service  National  Separation  Liability  Trust  Fund  was  established  in 
1992  to  provide  separation  payments  to  foreign  service  nationals.  The  Separation  Li- 
ability Fund  has  been  capitalized  with  transfers  from  the  S&E  appropriation  and 
has  a  current  balance  of  $53  million.  The  audit  has  disclosed  that  the  methodology 
used  to  compute  the  annual  contribution  to  the  Separation  Liability  Fund  does  not 
provide  full  funding  of  the  projected  separation  liability.  The  methodology  does  not 
take  into  consideration  some  factors  such  as  inflation,  currency  fluctuations,  and 
promotion  rates  that  may  impact  the  future  payments  due  to  current  employees. 

Repatriation  Loan  Program 

The  Repatriation  Loan  Program  provides  loans  to  destitute  U.S.  citizens  in  foreign 
countries  to  provide  for  their  subsistence  and  return  to  the  United  States.  The  an- 
nual amount  of  loans  made  is  approximately  $750,000,  and  the  total  reported 
amount  of  loans  outstanding  is  $1.2  million.  The  audit  has  disclosed  that  the  De- 
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partment  has  not  complied  with  requirements  of  the  Debt  Collection  Act  and  Credit 
Reform  Act.  The  outstanding  loan  balance  was  understated  by  the  Department,  doc- 
umentation of  the  loans  was  insufficient,  loan  amounts  made  and  repayments  re- 
ceived have  not  been  properly  recorded,  and  total  costs  of  the  program  have  not 
been  properly  classified  and  reported. 

Financial  Statement  Preparation  Problems 

The  Department's  financial  management  systems  are  not  presently  capable  of  pro- 
ducing the  information  needed  to  prepare  accurate,  timely  financial  statements. 
General  ledger  balances  are  not  supported  by  subsidiary  records  and  there  is  no  as- 
surance that  all  transactions  have  been  properly  recorded.  In  order  to  prepare  finan- 
cial statements,  the  Department  has  had  to  use  manual  records  and  perform  exten- 
sive manual  computations. 

The  Department  has  initiated  a  project  to  develop  and  implement  a  new  financial 
management  system,  the  Integrated  Financial  Management  System  (IFMS)  .  How- 
ever, this  system  is  not  expected  to  be  fully  operational  until  1999.  The  goal  of  the 
new  system  is  to  correct  the  problems  identified  and  improve  the  process  for  prepar- 
ing financial  statements.  Specifically,  the  new  system  should  enable  the  Department 
to  fully  integrate  its  accounting  processess — until  then,  there  will  have  to  be  much 
greater  reliance  on  subsidiary  records  maintained  manually  or  on  spreadsheets. 
Also,  until  the  new  system  is  implemented,  there  will  not  be  a  fully  automated  gen- 
eral ledger. 

We  are  in  the  process  of  completing  a  preliminary  review  of  the  IFMS  develop- 
ment efforts  to  date.  Our  primary  goal  is  to  look  at  the  system  development  prob- 
lems encountered  in  previous  financial  system  projects  and  identify  what  efforts  the 
Department  is  taking  to  avoid  these  problems  in  the  IFMS  development.  In  particu- 
lar, we  are  addressing  the  issues  of  commitment  of  sufficient  funding  resources,  co- 
ordination of  systems  development,  and  the  extent  of  reliance  on  contractors. 

As  part  of  our  overall  audit  effort  in  the  Department,  we  are  identifying  and  eval- 
uating administrative  and  program  systems  containing  financial  data  that  could  be 
used  as  subsidiary  systems  to  support  the  financial  management  system,  both  now 
and  under  IFMS.  In  fiscal  year  1994,  we  audited  the  Domestic  Non-Expendable 
Property  Application  to  determine  if  it  could  be  used  as  a  subsidiary  for  determining 
the  value  of  the  Department's  personal  property  inventory.  In  fiscal  year  1995,  we 
plan  to  look  at  administrative  systems  for  automated  data  processing  equipment  in- 
ventory, overseas  personal  property,  and  overseas  real  property  to  determine  wheth- 
er these  systems  can  be  used  as  subsidiary  systems  for  the  financial  management 
system. 

Other  Audits  With  Impact  on  Financial  Statements 

In  addition  to  our  CFO  work,  we  have  conducted  other  audits  that  address  finan- 
cial management  and  have  an  impact  on  the  accuracy  of  the  information  in  the  De- 
partment's financial  statements.  Examples  of  these  audits  include  a  review  of  the 
domestic  vendor  payment  process,  a  review  of  how  accounts  receivables  are  collected 
and  reported,  and  an  audit  of  the  obligation  and  liquidation  process. 

In  March  1992,  we  issued  the  Domestic  Vendor  Payments  and  Compliance  with 
the  Prompt  Payment  Act  audit  report,  which  concluded  that  the  Department  did  not 
have  a  system  in  place  to  ensure  that  vendor  invoices  were  paid  on  time,  that  inter- 
est penalties  for  late  payments  were  correctly  calculated,  or  that  erroneous  and  du- 
plicate payments  were  prevented.  In  1990  alone,  the  Department  paid  $1.8  million 
in  late  penalties,  overpaid  $51,000  in  interest  penalties,  and  made  duplicate  and  er- 
roneous payments  of  nearly  $790,000.  We  recommended  that  the  Department  im- 
prove its  guidance  and  training  on  the  Prompt  Payment  Act,  correct  software  defi- 
ciencies in  the  automated  payment  system,  and  pursue  recovery  of  erroneous  inter- 
est payments.  To  date,  management  has  improved  internal  operating  procedures 
and  prompt  payment  information  and  has  recovered  $72,000  in  interest  payments 
made  to  other  Federal  agencies. 

In  September  1992,  we  issued  the  Management  of  the  Obligation  and  Liquidation 
Process  audit  report  which  determined  that  the  Department's  accounting  records 
were  often  inadequate  because  of  a  lack  of  supporting  documentation.  We  found 
that,  at  the  end  of  fiscal  year  1990,  almost  $249  million  in  expenditures  could  not 
be  properly  matched  to  the  correct  appropriation  or  allotment.  We  recommended 
that  the  Department  take  action  to  ensure  that  its  regulations  on  the  obligation 
process  were  current  and  to  develop  a  standardized  operating  manual  for  recording 
and  liquidating  obligations.  Furthermore,  we  recommended  that  the  Department  de- 
vise a  plan  to  post  the  $249  million  in  outstanding  disbursements  to  the  correct  ac- 
counts. Thus  far,  management  has  reported  significant  progress  on  developing 
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standardized  operating  procedures  and  reduced  the  unposted  disbursement  balance 
to  approximately  $150  million. 

In  August  1991,  we  issued  the  Report  on  Review  of  the  Receivables  Function  With- 
in the  U.S.  Department  of  State  which  determined  that  there  were  no  established 
guidelines  to  ensure  that  all  receivables  were  properly  recorded  or  reconciled  to 
source  documents.  Since  the  report  was  issued,  Department  managers  enter  receiv- 
ables into  the  loans  receivable  system  on  the  same  day  they  are  received,  perform 
independent  verification  of  data  input  daily,  and  reconcile  deposits  to  payments  re- 
corded in  the  system.  , 

These  reports  are  just  three  examples  of  how  other  audits  affect  the  Department  s 
accounting  records  and,  thus,  its  financial  statements.  In  auditing  how  funds  are 
managed — whether  they  are  for  a  building,  a  computer  system,  or  salaries — we 
make  it  a  point  to  review  how  transactions  are  recorded  and  reported.  This  is  not 
only  for  financial  statement  purposes,  but  for  accountability  and  internal  control 
purposes  as  well. 

Achievable  Interim  Measures 

The  OIG  and  the  Department  have  worked  closely  together  to  identify  procedures 
and  processes  that  will  improve  the  quality  of  the  financial  statements.  In  particu- 
lar, we  have  focused  on  measures  that  do  not  require  a  new  financial  management 
system  and,  therefore,  can  be  implemented  in  the  near  term.  These  include: 

•  Developing  and  implementing  detailed  policies  and  procedures  for  all  account- 
ing operations  to  ensure  that  all  transactions  are  recorded  accurately  and 
promptly; 

•  Establishing  or  developing  subsidiary  records  to  support  general  ledger  ac- 
counts; 

•  Establishing  procedures  to  ensure  reconciliations  are  performed  of  general  ledg- 
er and  subsidiary  accounts; 

•  Establishing  interfaces  with  existing  administrative  systems  that  contain  finan- 
cial data;  and 

•  Providing  additional  training  on  preparation  of  financial  statements. 

Actions  to  Date 

The  Department  has  acted  to  implement  these  suggestions.  We  have  already  de- 
tailed the  actions  taken  to  enable  the  International  Boundary  and  Water  Commis- 
sion to  receive  an  unqualified  opinion. 

For  the  Foreign  Service  Retirement  and  Disability  Fund,  the  Department  hired 
a  CPA  firm  in  late  fiscal  year  1993  to  reconcile  accounts  by  reviewing  transactions 
since  fiscal  year  1987,  to  assist  with  the  statement  preparation  for  fiscal  year  1993, 
and  to  document  detailed  accounting  procedures  of  the  nature  outlined  above.  Al- 
though this  work  has  not  been  completed,  we  have  been  told  that  the  accounting 
personnel  are  already  starting  to  perform  additional  recordkeeping  and  periodic  rec- 
onciliations. 

The  Department  is  also  reacting  positively  to  the  problems  we  are  finding  as  we 
audit  elements  of  the  Roll-up  Fund  and  is  taking  action  to  correct  them,  without 
waiting  for  a  new  financial  management  system.  For  example,  the  Department  is 
trying  to  establish  an  interface  between  the  Department's  system  which  tracks  the 
transportation  of  items  and  the  domestic  financial  management  system.  This  would 
eliminate  manual  reentry  of  data  and  would  improve  the  timeliness  and  accuracy 
of  the  revenue,  accounts  receivable,  and  accounts  payable  recording  for  the  despatch 
agency  operations.  The  Department  also  is  trying  to  develop  detailed  accounting 
procedures  for  areas  that  we  have  found  lacking. 

What  Else  Needs  to  be  Done 

The  investment  valuation  issue  for  the  fiscal  year  1994  Foreign  Service  Retire- 
ment and  Disability  Fund  financial  statement  could  be  resolved  if  the  Department 
establishes  subsidiary  records  for  the  "Investments  with  Treasury"  account  for  fiscal 
years  1989-1994  by  the  end  of  fiscal  year  1994.  We  believe  that  using  Treasury-pro- 
vided records  to  create  a  subsidiary  ledger  is  the  only  practical  solution  for  the  UILr 
to  avoid  a  disclaimer  of  opinion,  and  OMB  has  given  its  approval  to  this  approach 
The  Department  also  needs  to  perform  monthly  reconciliations  of  the  Treasury  cash 
account  balances  during  fiscal  year  1994.  As  I  mentioned  previously,  if  the  Depart- 
ment takes  these  actions,  a  qualified  opinion  may  be  possible  for  the  fiscal  year 
1994  statements  and,  perhaps,  an  unqualified  statement  may  be  possible  in  subse- 
quent years. 

Due  to  the  size  and  complexity  of  the  Roll-up  Fund  financial  statements,  improve- 
ments and  corrections  will  take  longer,  but  can  be  made  without  full  implementa- 
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tion  of  a  new  financial  management  system.  As  possible  subsidiary  systems  are 
identified,  the  Department  needs  to  develop  interfaces  and  data  transfers  between 
the  administrative  systems  and  the  financial  management  systems.  Action  is  also 
needed  to  ensure  that  any  and  all  administrative  and  program  systems  undergoing 
redesign  or  modification  comply  with  the  data  standards  for  any  financial  data  they 
may  contain.  Where  supporting  documentation  or  subsidiary  records  are  inadequate 
or  do  not  exist,  the  Department  needs  to  establish  manual  records  until  an  auto- 
mated process  can  be  implemented. 

The  other  key  factor  in  making  the  Department  accounting  process  work,  either 
under  the  existing  systems  or  with  a  new  integrated  system,  is  to  have  personnel 
with  adequate  training  for  the  jobs  they  must  do.  Some  efforts  have  been  made  in 
the  last  year  to  add  trained  accountants  to  the  staff  but  more  needs  to  be  done  to 
enhance  the  capability  of  the  staff.  The  current  effort  underway  to  develop  proce- 
dures includes  training,  which  should  address  this  problem. 

Proposed  Changes  to  the  CFO  Act  and  Related  Issues 

Proposed  Changes 

We  would  like  to  suggest  two  changes  to  the  CFO  Act  based  on  our  experience 
over  the  last  two  audit  cycles.  These  changes  would  provide  additional  flexibility  to 
the  OIG  to  facilitate  an  auditing  process  that  is  beneficial  to  both  the  OIG  and  the 
Department. 

Currently,  due  to  the  Department's  inability  to  produce  timely  financial  state- 
ments, the  audit  for  one  fiscal  year  is  being  completed  as  the  audit  for  the  next  fis- 
cal year  is  beginning.  The  Department  hardly  has  time  to  make  comments  on  the 
audit  opinion  and  management  letters  and  certainly  does  not  have  time  to  imple- 
ment corrective  actions  to  problems  identified  before  the  annual  audit  process  be- 
gins again.  On  one  hand,  the  Department  does  not  have  sufficient  time  to  fix  the 
problems  identified  by  the  audit,  and  on  the  other  hand,  the  OIG  is  auditing  the 
same  problems  that  were  identified  in  the  previous  year's  audit.  The  Department 
should  be  given  adequate  time  to  correct  the  problems  between  audits.  The  Depart- 
ment and  the  OIG  would  negotiate  a  mutually  acceptable  timeframe  for  when  the 
corrective  actions  will  be  substantially  complete  before  starting  the  next  audit.  In 
some  cases,  it  will  only  take  a  short  time  to  correct  problems  while  others  may  take 
several  years  to  correct.  Therefore,  we  suggest  modifying  the  CFO  Act  to  allow  for 
waiving  the  annual  audit  requirement  when  the  OIG  and  the  Department  agree 
that  correcting  current  year  audit  problems  will  extend  well  into  the  next  annual 
audit  cycle. 

Our  second  suggestion  is  to  allow  the  OIG  the  flexibility  to  forego  an  annual  audit 
once  the  audited  entity  has  demonstrated  a  proven  track  record  of  unqualified  opin- 
ions. In  our  judgement,  if  an  entity  maintains  an  unqualified  opinion  for  at  least 
2  consecutive  years,  then  an  audit  would  not  be  done  during  the  next  year.  This 
would  be  beneficial  to  both  the  OIG  and  the  Department  because  the  OIG's  scarce 
resources  could  be  used  in  the  areas  that  need  the  most  work.  For  example,  if  an 
entity  such  as  the  International  Boundary  and  Water  Commission  received  an  un- 
qualified opinion  for  2  consecutive  years,  we  could  use  the  resources  that  would 
have  been  expended  on  it  to  help  the  Department  with  various  Roll-up  Fund  ac- 
counting problems.  Such  assistance  could  lead  to  auditable  financial  statements 
sooner  than  currently  projected.  We  would  include  the  entity  in  our  audit  plan, 
which  would  mean  that  it  would  be  audited  again  after  a  1  or  2  year  interim. 

We  would  also  concur  with  any  changes  in  the  CFO  Act  that  could  lead  to  consoli- 
dating or  simplifying  statutory  reports  to  the  Congress  and  the  President.  For  exam- 
ple, overlap  exits  between  the  CFO  Act  and  other  legislation  such  as  the  Federal 
Managers'  Financial  Integrity  Act  of  1982  and  Government  Performance  and  Re- 
sults Act  of  1993.  We  understand  that  the  Government  Reform  and  Savings  Act  of 
1993  contains  proposed  legislation  to  reduce  redundancy  in  reporting  and  streamlin- 
ing the  reporting  process  by  agencies. 

Related  Issues 

Finally,  we  want  to  bring  to  the  attention  of  the  Committee  two  issues  related 
to  the  CFO  Act:  (1)  OMB's  change  in  audited  financial  statement  submission  dates 
subsequent  to  the  enactment  of  the  CFO  Act,  and  (2)  the  proposed  requirement  for 
agencywide  audited  financial  statements  by  March  1,  1997. 

On  June  25,  1993,  OMB  established  March  1  following  the  close  of  the  fiscal  year 
as  the  date  that  audited  financial  statements  are  due  to  OMB.  The  CFO  Act  had 
originally  established  March  31  as  the  date  the  financial  statements  were  due  to 
OMB  while  the  audited  statements  were  not  due  to  the  head  of  the  agency  until 
June  30.  Changing  the  submission  date  for  audited  statements  from  June  30  to 
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March  1  will  be  difficult  for  all  parties,  especially  for  agencies  such  as  the  Depart- 
ment that  have  inadequate  financial  management  systems  and  are  having  problems 
just  preparing  statements. 

In  addition,  from  the  OIG  perspective  it  is  difficult  to  adhere  to  the  requirements 
for  audited  financial  statements  on  March  1  when  an  earlier  corresponding  date  for 
the  agency  CFO  to  prepare  and  issue  the  financial  statements  has  not  been  estab- 
lished. For  example,  it  is  impossible  for  the  OIG  to  provide  audited  financial  state- 
ments on  March  1  when  we  do  not  receive  financial  statements  until  June  1. 

The  Department  is  already  having  difficulties  delivering  some  of  the  financial 
statements  to  the  OIG  by  the  later  deadlines  established  by  the  CFO  Act,  much  less 
meeting  OMB's  even  earlier  deadline.  To  be  candid,  at  this  time  we  do  not  believe 
we  will  be  able  to  comply  with  the  OMB  requirements  and  feel  that  the  date  estab- 
lished by  the  CFO  Act  is  more  realistic.  However,  if  Congress  believes  that  the 
March  1  date  established  by  OMB  for  audited  financial  statements  is  necessary, 
then  we  believe  that  the  CFO  Act  should  be  amended  to  reflect  this  date  and  also 
to  include  a  deadline  of  January  1  for  the  agency  CFO  to  prepare  and  issue  the  fi- 
nancial statements.  The  OMB  Bulletin  should  also  reflect  the  January  1  deadline 
for  the  agency  CFO. 

The  second  point  we  would  like  to  discuss  is  the  proposal  in  the  Federal  Financial 
Management  Act  of  1993,  (H.R.  3400),  requiring  agencywide  audited  financial  state- 
ments by  March  1,  1997.  We  feel  this  requirement  is  too  ambitious  for  the  Depart- 
ment of  State  to  meet.  As  shown  above,  the  Department's  current  financial  manage- 
ment system  is  not  capable  of  producing  all  of  the  currently  required  financial  state- 
ments (i.e.,  the  Foreign  Service  Retirement  and  Disability  Fund  and  the  Roll-up 
Fund),  let  alone  a  more  encompassing  agencywide  statement.  Currently,  the  Depart- 
ment is  developing  a  financial  management  system  that  should  allow  the  prepara- 
tion of  agencywide  statements.  However,  this  system  is  not  expected  be  in  place 
until  1999. 

This  concludes  my  prepared  statement.  I  will  be  happy  to  try  to  answer  any  ques- 
tions you  may  have. 


PREPARED  STATEMENT  OF  PATRICK  E.  McFARLAND 

Mr.  Chairman  and  Members  of  the  Committee: 

My  name  is  Patrick  E.  McFarland.  I  am  the  Inspector  General  of  the  Office  of 
Personnel  Management.  I  appreciate  this  opportunity  to  discuss  the  implementation 
of  the  CFO  Act  at  OPM. 

Background 

OPM  prepares  financial  statements  for  the  trust  funds  of  three  government-wide 
benefits  programs:  the  health  benefits  program,  the  retirement  program,  and  the  life 
insurance  program.  In  addition,  OPM  issues  statements  for  the  revolving  fund  and 
the  salaries  and  expenses  accounts. 

This  is  the  third  year  my  office  has  audited  OPM's  financial  statements  under  the 
CFO  Act.  For  several  reasons,  including  lack  of  resources  within  OIG  and  within 
agency  financial  management  offices,  we  have  not  yet  been  able  to  perform  full 
scope  audits  of  all  of  OPM's  financial  statements.  In  an  attempt  to  meet  the  act's 
requirements,  we  have  eliminated  a  significant  number  of  performance  audits  from 
our  agenda  and  transferred  available  audit  staff  to  the  financial  statements  audits. 
In  doing  so,  unfortunately,  we  have  had  to  sacrifice  audits  of  problem  areas  discov- 
ered in  our  earliest  financial  statement  work — areas  in  which  we  believe  our  work 
has  an  enormous  potential  to  benefit  the  trust  fund  programs. 

I  am  particularly  concerned  that  in  the  coming  years,  OIG  will  not  have  resources 
to  acquire  the  specialized  actuarial  and  computer  expertise  necessary  to  complete 
our  audits.  We  are  currently  working  with  OMB  on  alternative  methods  to  acquire 
this  expertise  within  the  Federal  community.  I  am  also  concerned  that  OPM  pro- 
grams will  not  have  sufficient  staff  to  work  with  us  during  the  audit  process  or  to 
correct  the  problems  we  have  reported. 

Even  with  resource  constraints,  we  have  made  great  progress  over  the  last  3 
years.  To  date,  my  office  has  audited  and  reported  on  many  of  the  major  trust  fund 
statements.  We  have  also  issued  reports  on  the  benefits  programs'  internal  control 
structures  related  to  the  statements  we  audited  and  on  compliance  with  laws  and 
regulations  directly  affecting  the  financial  statements.  In  addition,  we  have  per- 
formed some  limited  procedures  on  the  revolving  fund  and  salaries  and  expense  ac- 
count statements. 
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Benefits  From  OIG  Audits 
Our  work  has  provided  significant  benefits.  We  have: 

•  Provided  recommendations  to  increase  the  effectiveness  of  program  financial 
operations  that  should  result  in  meaningful  cost  savings  and  reduction  of  risk 
of  loss  of  program  assets; 

•  Strengthened  our  consulting  and  advisory  role  by  using  knowledge  gained  to 
provide  up-front,  cost-effective  suggestions  for  future  improvements  in  financial 
policies  and  practices; 

•  Alerted  agency  management  to  serious  financial  management  problems; 

•  Suggested  improvements  in  financial  reporting  formats  and  disclosures  that 
have  made  OPM's  statements  more  user-friendly;  and 

•  Applied  experience  gained  in  prior  audits  to  expand  coverage  of  the  trust  fund 
statements,  even  with  shrinking  resources  and  an  earlier  deadline. 

Audit  Results 

Our  major  audit  findings  have  related  to  material  internal  control  weaknesses, 
most  of  which  are  long  standing  and  do  not  easily  lend  themselves  to  "quick  fixes." 
OPM  managers  have  agreed  with  the  majority  of  our  findings  and  have  included 
several  of  our  reported  concerns  as  material  weaknesses  in  the  1993  report  to  the 
President  on  OPM's  compliance  with  the  Federal  Managers'  Financial  Integrity  Act. 
In  addition,  in  response  to  a  separate  OIG  audit,  management  has  recently  rede- 
signed OPM's  FMFIA  program.  It  is  the  agency's  goal  that  weaknesses  such  as 
those  I  am  discussing  today  will  be  first  discovered  and  reported  by  OPM  managers. 

I  will  briefly  highlight  a  select  few  of  the  most  widespread  weaknesses;  that  is, 
those  weaknesses  that  cross  program  boundaries,  and  the  progress  the  agency  has 
made  in  correcting  them.  First,  however,  I  would  like  to  acknowledge  that  OPM  has 
many  significant  constraints  that  adversely  impact  the  ability  to  Fully  address  the 
fundamental  weaknesses  we  have  noted.  There  is  no  question  that  the  agency  is  in 
a  period  of  declining  resources,  which  requires  management  to  prioritize  a  number 
of  critical,  competing  demands.  Nevertheless,  we  view  the  reality  of  declining  re- 
sources as  an  indicator  of  the  need  for  improved  efficiency. 

Significant  Internal  Control  Weaknesses 

The  first  two  areas  I  will  discuss  impacted  substantially  every  area  we  have  au- 
dited and  are  fundamental  to  the  agency's  problems.  They  are  central  contributors 
to  substantially  all  the  other  internal  control  weaknesses  we  have  found. 

The  first  area  is  the  lack  of  systems  integration.  Since  our  first  audit  in  1991,  we 
have  been  reporting  that  substantially  all  areas  we  audited  were  accounted  for  by 
systems  that  were  not  integrated  with  other  systems,  as  required  by  OMB  Circular 
A-127.  As  just  one  example  of  this  problem,  none  of  the  benefits  programs  sub- 
systems we  audited  were  integrated  with  the  benefits  programs  general  ledger  sys- 
tem. All  the  subsystems  required  manual  interface  to  record  general  ledger  trans- 
actions. In  addition  to  being  inefficient,  labor-intensive,  and  error  prone,  non-inte- 
grated systems  are  often  the  cause  of  redundant  or  missing  data,  resulting  in  mis- 
stated financial  records.  OPM  managers  have  acknowledged  this  area  as  one  of  con- 
cern and  have  set  some  long-term  goals  for  improvement. 

We  have  seen  little  progress  in  this  area  since  our  first  audit.  While  we  agree 
with  management  that  effective  systems  integration  is  not  achievable  overnight, 
management  can  take  some  short-term  action.  By  designing  and  implementing  com- 
pensating control  procedures,  management  can  decrease  the  impact  of  the  weak- 
nesses inherent  in  the  multiple  manual  and  automated  systems  interfaces  until  the 
systems  can  be  appropriately  integrated. 

The  second  fundamental  area  of  concern  is  the  lack  of  documented  policies  and 
procedures.  For  substantially  all  the  areas  we  audited  over  the  last  3  years,  operat- 
ing procedures  were  either  not  current  or  were  not  documented.  For  example,  many 
of  the  financial  management  operating  procedures  were  developed  approximately  15 
years  ago  and  have  not  been  updated.  Further,  the  majority  of  the  areas  we  audited 
were  accounted  for  by  systems  that  were  not  documented  by  current  and  complete 
user,  operations,  and  program  maintenance  manuals. 

Although  management  has  agreed  with  our  recommendations  in  this  area  and  has 
reported  it  as  a  material  internal  control  weakness,  we  have  seen  little  evidence  of 
improvement  over  the  last  3  years.  OPM  incurs  a  considerable  risk  of  failure  when 
it  attempts  to  operate  multibillion  dollar  programs  from  institutional  memory.  This 
is  particularly  troublesome  when  you  consider  that  much,  of  this  institutional  mem- 
ory may  be  lost  during  this  time  of  buyouts  and  early  retirements. 
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I  will  comment  briefly  on  four  other  significant  areas  of  concern  that  have  been, 
to  some  degree,  affected  by  the  two  fundamental  areas  of  weakness.  The  first  re- 
gards debt  management.  The  three  OPM  benefits  programs  have  several  types  of 
receivables  to  track  and  collect.  They  include  such  diverse  items  as  reimbursements 
due  from  health  insurance  carriers,  overpayments  to  beneficiaries  from  life  insur- 
ance claims,  and  overpayments  of  annuitants'  benefits.  Debt  management  is  an  area 
of  weakness  that  was  noted  by  this  office  long  before  we  began  the  financial  state- 
ment audit  process.  In  the  last  3  years,  however,  we  have  focused  on  identifying 
specific  control  deficiencies  that  should  be  addressed.  Some  of  the  significant  defi- 
ciencies we  found  were: 

•  Controls  were  not  sufficient  to  ensure  receivables  were  adjusted  for  payments 
received; 

•  Controls  were  not  sufficient  to  identify  errors  in  recording  transactions; 

•  Routine  reconciliations  of  receivable  data  in  the  various  subsystems  were  not 
performed; 

•  A  significant  percentage  of  retirement  receivables  were  seriously  delinquent, 
suspended,  or  waived; 

•  Billings  for  amounts  due  were  not  made  promptly; 

•  The  debt  collection  process  was  not  aggressive  and  basic  collection  information 
was  not  available; 

•  Interest  and  penalties  were  not  charged  when  appropriate;  and 

•  Analytical  reviews  of  receivables  to  determine  the  accuracy  or  reasonableness 
of  account  activity  and  balances  were  not  performed. 

Management  has  initiated  both  short-  and  long-term  activity  to  improve  its  debt 
management  and  collection  programs.  Although  management  has  made  meaningful 
progress,  most  notably  in  the  health  benefits  program,  this  area  is  still  considered 
a  material  weakness.  To  provide  one  example  of  deficiencies  that  still  exist,  we 
found  that  as  of  September  30,  1993,  24  percent  of  the  $97  million  due  the  retire- 
ment program  alone  has  been  delinquent  for  at  least  3  years.  The  trust  funds  have 
experienced,  and  we  believe  will  continue  to  experience,  material  losses  unless  more 
comprehensive  action  is  taken.  . 

The  next  concern  is  the  agency's  controls  over  employee  withholdings  and  Federal 
agency  contributions  to  the  trust  funds.  OPM  receives  reports  from  Federal  agencies 
transmitting  the  more  than  $30  billion  of  annual  employee  withholdings  and  agency 
contributions  for  the  benefits  programs.  Individual  agencies  have  authorized  treas- 
ury to  transfer  about  one-third  of  this  amount  directly  from  their  accounts  to  OPM  s 
clearing  account.  OPM  must  check  to  be  sure  it  has  received  all  agency  reports  and 
take  action  to  collect  any  missing  contributions.  In  addition,  OPM  must  reconcile 
the  amounts  directly  transferred  to  the  clearing  account  with  the  appropriate  agen- 
cy reports  before  it  can  use  or  invest  the  funds. 

When  agencies'  reports  are  late  or  incomplete,  Treasury  will  allow  OPM  to  esti- 
mate the  amount  due.  Treasury  then  makes  that  amount  available  to  OPM  for  in- 
vestment. 

We  found  controls  were  not  sufficient  to  be  sure  OPM: 

•  Identifies  missing  contributions  and  initiates  collection  activity; 

•  Reconciles  amounts  directly  transferred  to  the  clearing  account  with  the  agen- 
cies' contribution  reports; 

•  Does  not  misstate  year-end  accruals  of  receivables  and  revenue;  and 

•  Makes  adequate  estimates  of  amounts  due  and  communicates  them  to  Treas- 
ury. 

As  one  example  of  the  cost  of  these  weak  controls,  an  estimated  $15  million  in 
interest  was  lost  for  1991  through  1993  because  of  failure  to  fully  estimate  amounts 
due  for  missing  contributions. 

OPM  has  developed  some  procedures  to  monitor  agency  reports,  it  has  also  made 
significant  progress  in  this  area  by  creating  an  automated  system  that  will  eventu- 
ally reduce  reliance  on  the  paper  reporting  process.  However,  maximum  utilization 
of  the  system  is  still  several  years  away.  Until  such  time  as  all  agencies  are  report- 
ing electronically,  OPM  must  put  adequate  controls  in  place  to  ensure  that  the  bene- 
fits programs  receive  the  payments  due  them. 

Transactions  and  balances  between  the  three  benefits  programs  is  the  next  area 
of  concern.  The  retirement  program  withholds  various  amounts  from  monthly  annu- 
itant and  survivor  payments.  These  withholdings  include  amounts  for  health  benefit 
premiums,  which  must  be  paid  to  the  health  benefits  trust  fund;  life  insurance  pre- 
miums to  be  paid  to  the  life  insurance  program  trust  fund;  Federal,  State,  and  medi- 
care taxes  due  the  Internal  Revenue  Service  and  state  governments;  and  other  simi- 
lar items.  We  could  not  identify  the  transactions,  dates,  and  amounts  that  com- 
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prised  the  withholding  account  balances,  which  totaled  $497.5  million.  In  addition, 
the  retirement  program  liabilities  for  health  benefits  and  life  insurance  premiums 
had  not  been  reconciled  with  the  associated  receivables  on  the  books  of  the  health 
benefits  and  life  insurance  programs.  When  these  accounts  are  in  error,  the  proper 
recipients  of  these  withholdings  will  not  be  paid  correctly.  Further,  errors  in  health 
benefits  revenue  may  affect  payments  to  carriers,  plan  enrollments,  and  the  accu- 
racy of  benefits  levels  provided.  It  is  also  possible  that  the  retirement  program 
would  be  held  liable  for  interest  and  penalties  if  Federal  and  State  taxes  are  under- 
paid. ,     . 

While  this  particular  weakness  is  long-standing,  its  resolution  does  not  require  ex- 
tensive effort.  OPM  must  develop,  document,  and  follow  procedures  to  ensure  that 
amounts  in  withholding  accounts  are  fully  supported,  reconciled,  and  ultimately 
paid  to  the  appropriate  entity. 

EDP  system  controls  is  the  last  area  of  concern  I  will  touch  on  today.  In  reviewing 
numerous  benefits  program  automated  subsystems,  including  several  related  to  debt 
management,  we  found  application  controls  needed  improvement.  Application  con- 
trols are  designed  to  help  ensure  the  accuracy  and  integrity  of  data  and  data  proc- 

We  found  problems  with  inappropriate  user  access,  weak  edits,  lack  of  error  and 
exception  reports,  and  lack  of  appropriate  information  trails.  We  found  authorized 
users  who  were  no  longer  employed  by  OPM,  an  excessive  number  of  users  for  the 
applications,  user  identifications  that  could  not  be  matched  with  any  known  author- 
ized user,  and  unrestricted  programmer  access  to  data.  Security  tables  omit  some 
individuals  who  have  access.  Security  violation  reports  that  would  identify  unau- 
thorized application  program  access  attempts  are  not  generated.  Information  trails 
do  not  contain  critical  data  that  would  identify  a  person  responsible  for  initiating 
a  transaction  or  modifying  existing  data.  These  problems  exist  to  some  extent  in 
every  system  we  reviewed. 

Weak  controls  over  user  access,  particularly  when  compounded  by  other  problems, 
increase  the  risk  that  unauthorized  changes  will  be  made  to  critical  benefit  program 
data.  Management  agreed  with  our  recommendations  for  improvement,  and  have 
initiated  action  to  address  several  of  the  issues.  However,  many  of  the  issues  remain 
unresolved.  ,  .      , 

A  more  complete  discussion  of  the  areas  I  have  touched  on  can  be  found  in  the 
reports  on  internal  controls  in  OPM's  fiscal  year  1993  annual  report. 

CFO  Authority 

Discussion  of  these  weaknesses  brings  me  to  another  concern.  As  a  result  of  our 
audits  over  the  last  3  years,  we  have  come  to  the  opinion  that  OPM's  Chief  Finan- 
cial Officer's  role,  relative  to  the  trust  fund  programs,  is  not  as  strong  as  intended 
by  the  CFO  Act.  In  our  opinion,  many  of  the  weaknesses  noted  in  our  audits  may 
have  been  discovered  by  the  office  of  the  CFO  in  the  course  of  routine  business  and 
could  be  dealt  with  more  effectively  through  a  CFO  with  agency-wide  authority  for 
oil  Qiicn  msttfirs 

Structurally,  the  OCFO  has  a  dotted-line  connection  to  trust  fund  program  finan- 
cial activities  directly  managed  by  program  officials.  However,  the  OCFO  has  only 
a  small  unit  devoted  to  oversight  of  the  trust  funds.  Most  of  its  staff  are  focused 
on  revolving  fund  and  salaries  and  expense  account  activities.  The  multibillion  dol- 
lar trust  funds  are  clearly  the  most  significant  financial  management  area  within 
OPM.  Logic  would  dictate  that  the  CFO  organization  reflect  this  fact. 

From  an  audit  perspective,  the  OCFO  has  had  a  relatively  small  role  in  the  prepa- 
ration of  the  trust  fund  financial  statements.  The  retirement  and  insurance  group 
financial  managers  made  the  necessary  decisions  on  report  format  and  content,  pre- 
pared the  statements,  and  directly  responded  to  our  audit  concerns.  Although  we 
have  seen  indications  of  increasing  communication  between  the  OCFO  and  RIG  fi- 
nancial managers,  we  see  little  to  indicate  that  the  OCFO  has  any  substantial  in- 
volvement in  or  authority  over  trust  fund  financial  activities. 

We  believe  the  CFO  Act  does  not  intend  to  deprive  agencies  of  the  flexibility  need- 
ed to  tailor  their  organizations  to  best  support  the  act  s  overall  objective  of  improv- 
ing financial  management  operations.  The  act's  history,  however,  makes  it  clear  that 
its  primary  intent  is  for  agencies  to  consolidate  budget,  accounting,  and  financial 
management  under  the  agency  CFO.  This  concept  has  been  reinforced  by  comments 
included  in  the  accompanying  report  of  the  National  Performance  Review  on  improv- 
ing financial  management,  issued  in  September  1993. 

We  believe  it  is  time  for  OPM  to  re-evaluate  the  degree  of  authority  and  respon- 
sibility delegated  to  its  CFO.  In  August  1993,  we  issued  a  memorandum  to  director 
King  recommending  that  OPM  give  the  CFO  direct  responsibility  for  all  financial 
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management,  as  the  act  intended.  Our  memorandum  contained  the  following  spe- 
cific recommendations  to  increase  the  authority  of  the  OCFO  for  the  purpose  of 
making  OPM's  financial  activities  more  effective  and  improving  internal  controls: 

•  OPM  should  immediately  fill  the  deputy  CFO  position.  This  position,  which  the 
CFO  Act  requires  to  be  filled  by  someone  with  demonstrated  ability  and  prac- 
tical experience  in  financial  management,  has  been  vacant  since  the  act  became 
effective. 

•  The  OCFO  should  review  all  OPM  financial  management  activities  and  move 
any  activities  that  are  not  clearly  and  conclusively  program  activities  to  the 
OCFO.  The  OCFO  should  review  all  OPM  financial  processing  operations  to  de- 
termine if  these  operations  can  be  consolidated  to  increase  efficiency. 

•  The  OCFO  shoulcf  take  steps  to  bring  all  OPM  financial  management  activities 
under  an  effective,  integrated  financial  system. 

•  The  OCFO  should  actively  participate  in  the  design,  approval,  and  implementa- 
tion of  all  financial  and  financial-related  systems. 

We  believe  these  actions  will  create  within  OPM  the  type  of  financial  environment 
and  leadership  the  CFO  Act  intended.  It  also  has  the  potential  to  streamline  agency 
financial  operations. 

The  CFO  Act 

I  believe  the  CFO  Act  has  had  a  profound  effect  on  the  way  the  Federal  Govern- 
ment conducts  its  financial  business.  We  view  the  act's  requirement  for  annual  au- 
dits as  central  to  financial  management  reform  throughout  the  Federal  community. 
Maximum  benefit  from  implementation  of  the  act's  requirements  is  a  long-term 
process  that  we,  like  many  other  agencies,  are  still  striving  to  achieve. 

I  also  believe  the  changes  currently  proposed  to  improve  the  act's  effectiveness  are 
positive  and  I  do  not  have  any  additional  changes  to  suggest  at  this  time. 

Annual  Audit  Requirements 

In  closing,  I  would  like  to  emphasize  the  value  of  the  CFO  Act  requirement  for 
annual  financial  statement  audits. 

Our  experience  over  the  last  3  years  has  convincingly  demonstrated  the  value  of 
an  independent,  objective  annual  audit  process.  Annual  audits  encourage  financial 
managers  to  maintain  the  discipline  required  to  make  meaningful  reform,  without 
annual  audits,  the  shared  commitment  on  the  part  of  financial,  audit,  and  program 
organizations  to  central  objectives  is  weakened.  Without  annual  audits,  the  experi- 
ence gained  from  yearly  exposure  to  systems  and  procedures  is  diminished  and 
ground  gained  is  easily  lost.  As  with  any  long-term  process  of  reform,  the  need  for 
sustained  commitment  by  all  the  participants  is  vital  to  success.  In  order  to  realize 
the  full  benefits  sought  through  the  CFO  Act  reform  effort,  the  Executive  Branch 
and  Congress  must  provide  the  resources  needed  to  accomplish  long-term  objectives. 

This  concludes  my  prepared  testimony.  I  will  be  glad  to  respond  to  any  questions 
that  you  may  have. 

PREPARED  STATEMENT  OF  C.  MORGAN  KINGHORN 

Mr.  Chairman  and  distinguished  Members  of  the  Committee: 

Good  morning.  I  appreciate  the  opportunity  to  be  with  you  today  to  discuss  the 
Chief  Financial  Officers'  Act  of  1990,  its  contribution  to  improved  financial  manage- 
ment and  the  actions  we  are  taking  to  continue  successful  implementation  of  the 
objectives  of  the  CFO  Act. 

As  a  pilot  agency  under  the  CFO  Act,  IRS  has  had  a  unique  opportunity  over  the 
last  3  years  to  closely  examine  its  financial  management  structure  and  performance. 
The  passage  of  the  Act  therefore  provided  further  impetus  for  us  to  put  forth  our 
best  efforts  to  improve  financial  management  and  provide  full  accountability  to  the 
President,  Congress,  and  the  American  people.  Mr.  Chairman,  I  applaud  your  efforts 
to  win  passage  of  this  Act  and  maintain  strong  Congressional  oversight  of  its  imple- 
mentation. 

The  CFO  Act  requires  Federal  agencies  to  acknowledge  accountability  for  the  way 
we  run  our  public  enterprises.  That  assumes  that  we  have  the  information  at  hand 
for  our  leaders  to  make  informed  decisions.  Federal  managers  will  not  be  able  to 
manage  costs,  adequately  measure  performance,  or  find  ways  to  improve  the  way 
they  do  business  if  accurate,  timely  information  is  not  a  routine  product  of  our  fi- 
nancial systems.  We  at  IRS  are  using  the  CFO  Act,  the  financial  statement  process 
and  the  CFO  audit  as  our  blueprint  for  financial  management  improvements.  The 
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process  of  preparing  financial  statements  and  having  them  audited  imposes  a  criti- 
cally important  discipline  on  us — discipline  that  focuses  our  attention  on  the  under- 
lying information  that  is  our  operational  framework. 

In  light  of  current  and  future  demands  on  the  Service  and  the  directions  and  ob- 
jectives described  in  the  IRS  Business  Vision,  creating  a  CFO  organization  devoted 
entirely  to  financial  management  is  only  one  part  of  the  Service's  new  organiza- 
tional structure  but,  I  believe,  a  very  critical  addition.  As  CFO,  I  act  as  the  principal 
advisor  to  the  Commissioner  and  Deputy  Commissioner  on  financial  management 
issues.  For  the  first  time,  finance  is  an  equal  business  partner  with  program  execu- 

tivGS. 

In  working  to  aggressively  improve  financial  management,  we  have  developed  sys- 
tems and  procedures  that  are  the  backbone  of  clear,  concise  financial  management 
information.  Already  available  are  a  new  automated  on-line  financial  system  with 
built-in  systemic  controls  and  a  system  that  tracks  actual  enforcement  revenues.  We 
are  launching  project  tracking  for  TSM  costs,  implementing  a  new  procurement  sys- 
tem and  commitment  accounting,  piloting  a  cost  management  system,  reengineenng 
the  revenue  accounting  system,  and  redesigning  our  computer  property  system.  We 
have  undertaken  these  activities  within  the  framework  of  the  department's  efforts 
to  standardize  financial  systems. 

Beyond  making  sure  that  systems  and  procedures  are  in  place  to  deliver  on  our 
promises,  however,  a  major  point  of  concentration  in  the  last  year  has  been  the  peo- 
ple side  of  the  equation.  In  an  effort  to  drive  home  the  fact  that  financial  manage- 
ment is  not  something  that  resides  only  in  headquarters,  we  are  in  the  process  of 
naming  controllers  in  all  IRS  regions  and  other  major  office  locations  who  will  be 
part  of  the  business  team  and  ensure  that  sound  financial  information  and  analysis 
are  the  basis  of  all  management  decisions.  Financial  management  is  not  extraneous 
to  our  business.  It  is  in  fact  a  critical  component.  Making  financial  managers  a  visi- 
ble part  of  the  business  team  will  help  the  entire  organization  make  that  connection. 

These  actions  reflect  our  sustained  commitment  to  the  objectives  of  the  CFO  Act. 
We  also  recognize  we  still  have  improvements  to  make.  As  you  are  aware,  Mr. 
Chairman,  GAO  recently  issued  its  second  audit  report  on  the  IRS'  financial  state- 
ments. As  was  true  in  the  1992  audit,  GAO  was  again  able  to  say  that  more  than 
$1  trillion  in  revenue  collected  from  the  American  taxpayers  was  properly  deposited 
in  the  Treasury.  GAO  also  gave  us  credit  for  significant  improvements.  This  is  no 
small  accomplishment  for  an  organization  that  processes  more  than  200  million  re- 
turns, handles  more  than  one  billion  information  documents,  and  issues  more  than 
80  million  refunds. 

We  feel  we  have  come  a  long  way  since  the  first  audit  report  was  issued.  The  most 
positive  signs  of  improvement  are: 

1)  IRS  implemented  on  time  a  single  nationwide  financial  system  which  enabled 
GAO  to  audit  our  administrative  operations— a  tremendous  improvement  over 
1992  when  only  33  percent  of  our  operating  funds  could  be  audited  because  fi- 
nancial data  coming  out  of  the  old  system  simply  was  not  adequate  to  meet 
the  standards  of  the  new  CFO  Act; 

2)  IRS  was  able  to  extract  billions  of  financial  transactions  for  the  GAO  to  test 
the  master  files  which  contain  the  records  of  all  taxpayers  and  we  balanced 
to  the  penny  both  the  individual  and  business  master  files; 

3)  IRS  and  GAO  agreed  on  the  true  collectible  value  of  our  accounts  receivable, 
thus  better  valuing  that  critical  asset; 

4)  We  began  to  transfer  responsibility  for  revenue  accounting  and  reporting  of  ac- 
counts receivable  to  the  Chief  Financial  Officer; 

5)  We  established  a  Senior  Council  for  Management  Control  to  provide  executive 
oversight  over  all  GAO,  Internal  Audit  and  FMFIA  recommendations; 

6)  We  obtained  payroll  services  from  the  Department  of  Agriculture's  National  Fi- 
nance Center  and  GAO  concluded  that  IRS  employees  were  paid  the  correct 
amount  and  found  no  material  reconciliation  issues; 

7)  We  continued  the  development  and  piloting  of  our  cost  management  system 
that  looks  at  processes  and  arrays  the  costs  of  those  processes  in  a  way  that 
allows  managers  to  make  more  informed  decisions; 

8)  We  improved  prompt  pay  actions:  GAO's  sample  found  no  duplicate  payments, 
the  incidence  of  late  payments  dropped,  and  we  also  brought  up  a  new  central 
payment  facility  to  further  improve  our  operations;  and 

9)  We  completed  our  first  inventory  of  computer  assets  and  redesigned  the  com- 
puter inventory  system. 

These  improvements  were  the  result  of  much  hard  work  on  the  part  of  many  IRS 
employees  in  both  program  and  financial  areas. 
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During  the  fiscal  year  1993  audit,  we  worked  closely  with  the  GAO  audit  team 
and  our  internal  auditors.  As  the  auditors  found  problems,  they  recommended  ap- 
propriate courses  of  action  to  us  and,  in  many  cases,  problems  were  resolved  as  the 
audit  progressed.  We  are  committed  to  addressing  the  remaining  key  issues  which 
prevented  GAO  from  issuing  an  opinion  on  the  reliability  of  our  financial  state- 
ments. We  are  working  hard  to  find  ways  to  provide  detailed  information  to  our 
auditors  that  will  enable  them  to  render  an  opinion. 

As  you  know,  Mr.  Chairman,  Tax  Systems  Modernization  will  deliver  even  more 
impressive  long-term  system  changes  that  will  be  critical  in  eliminating  many  prob- 
lems but,  in  the  meantime,  we  are  aggressively  pursuing  short-term  solutions.  We 
believe  we  have  narrowed  the  issues  we  need  to  resolve  in  order  to  have  our  finan- 
cial statements  completely  auditable. 

Reliable  supporting  information  on  seized  assets  will  be  available  for  the  audit  of 
our  fiscal  year  1994  statements.  We  will  conduct  an  inventory  of  all  seized  assets 
and  we  will  reconcile  them  to  our  general  ledgers  for  both  the  Collection  and  Crimi- 
nal Investigation  functions.  We  have  made  significant  improvements  to  the  system 
used  by  Criminal  Investigation  and,  by  October  1,  1994,  we  will  have  in  place  a  na- 
tionwide system  for  tracking  assets  seized  by  our  Collection  function. 

We  will  also  provide  reliable  supporting  information  on  our  accounts  payable  bal- 
ances that  will  be  reported  for  fiscal  year  1994.  When  we  converted  to  our  new  ad- 
ministrative accounting  system,  entries  were  made  to  transfer  balances  because  the 
old  financial  system  did  not  have  the  necessary  detail  captured.  We  believe  the  bal- 
ance is  accurate  but  this  detailed  information  will  have  to  be  pulled  from  our  data 
files.  . 

We  will  work  with  GAO  to  determine  the  best  way  to  reduce  the  scope  limitation 
due  to  the  inability  to  provide  supporting  information  for  collections  by  type  of  tax. 
We  have  some  long-term  solutions  underway  but  we  will  investigate  short-term  ac- 
tions to  provide  information  on  collections  by  type  of  tax.  Under  the  new  Electronic 
Funds  Transfer  Payment  System,  we  will  have  payment  and  return  information 
available.  For  now,  we  will  attempt  to  determine  this  information  from  extracts  of 
our  master  files. 

We  will  analyze  in-process  revenue  transactions  and  tax  credit  balances.  As  we 
build  new  systems,  we  will  ensure  that  this  information  is  available.  We  also  have 
a  task  force  that  is  working  on  cash  reconciliations  for  operating  funds.  We  will 
make  some  adjustments  on  our  fiscal  year  1994  financial  statements  to  clear  up  old 
balances  from  a  time  when  we  did  not  have  adequate  controls  on  our  basic  financial 
management  processes  or  where  information  is  not  available. 

One  way  this  Committee  can  help  other  agencies  to  achieve  the  improvements  in 
financial  management  is  to  expand  the  requirement  for  audited  financial  statements 
across  Federal  Government.  For  that  reason,  we  fully  support  the  "Federal  Finan- 
cial Management  Act  of  1994".  All  agencies  should  be  required  to  submit  to  the  rig- 
ors of  a  close  examination  of  how  well  they  are  accomplishing  their  mission  and 
safeguarding  the  assets  entrusted  to  them. 

I  am  tremendously  excited  at  how  far  this  agency  has  come  in  just  a  few  short 
years.  I  recognize  that  some  of  the  really  difficult  work  lies  ahead  of  us  but  I  am 
confident  that  we  have  laid  the  right  groundwork  and  are  moving  ahead  with  the 
personal  commitment  of  top  agency  executives.  We  must  push  to  fully  utilize  the 
new  systems  we  have  installed  to  improve  decision-making,  continue  bui!Jing  our 
financial  management  capacity  and  infrastructure  throughout  the  Service,  and  en- 
courage at  all  levels  a  culture  of  good  financial  management. 

We  are  fortunate  to  have  the  full  support  of  the  Commissioner,  the  Deputy  Com- 
missioner and  the  Treasury  Department,  especially  the  CFO  organization  at  Treas- 
ury. We  also  appreciate  the  support  from  this  committee  and  look  forward  to  work- 
ing with  you  in  the  future  to  achieve  the  goals  of  the  CFO  Act. 

Mr.  Chairman,  this  concludes  my  prepared  remarks  and  I  would  be  happy  to  re- 
spond to  any  questions  you  or  the  Committee  members  may  have. 


PREPARED  STATEMENT  OF  VINCETTE  L.  GOERL 

Mr.  Chairman  and  Members  of  the  Committee,  I  am  pleased  to  be  here  today  to 
discuss  the  results  of  the  Chief  Financial  Officers  Act  audit  of  the  Customs  Service 
Fiscal  Year  1993  activities  conducted  by  the  General  Accounting  Office  and  the 
plans  Customs  has  to  implement  the  Act  and  improve  its  financial  management.  I 
will  also  comment  on  the  broad  issues  of  the  Chief  Financial  Officers  Act  implemen- 
tation at  Customs  and  the  effectiveness  of  Customs  CFO. 
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First,  the  Commissioner  and  I  are  strong  supporters  of  the  Chief  Financial  Offi- 
cers Act.  The  goals  and  objectives  of  the  Act  are  those  of  the  Customs  Service  and 
we  are  committed  to  full  implementation  of  the  Act. 

The  Act  was  passed  because  agencies  were  not  giving  adequate  attention  to  finan- 
cial management.  Inadequate  attention  in  the  past  resulted  in  Customs  not  obtain- 
ing an  unqualified  opinion  on  its  financial  activities  for  fiscal  years  1992  and  1993. 
Customs  is  now  aggressively  providing  that  attention,  and  more  is  planned  before 
the  beginning  of  fiscal  year  1995  and  within  the  next  year.  As  a  result  of  the  audits 
and  heightened  attention,  the  following  significant  improvements  were  made: 

Overall 

•  Developed  a  comprehensive  plan  with  the  General  Accounting  Office  to  address 
the  significant  issues  identified  by  the  1992  financial  audit. 

•  Implemented  a  new  core  accounting  system  in  October  1992  and  developed 
plans  to  integrate  the  system  with  ancillary  systems. 

•  Informed  all  employees  of  their  responsibilities  to  successfully  implement  the 
Act  by  performing  their  assigned  tasks  according  to  established  procedures. 

•  Afforded  managers  training  on  their  responsibilities  to  successfully  implement 
day  to  day  procedures. 

•  Worked  with  GAO  and  Treasury  to  employ  12  additional  highly  competent  indi- 
viduals to  compile  and  improve  the  quality  of  the  annual  financial  statements. 

•  Established  a  stand-alone  CFO  organization  to  compile  all  financial  data  and 
reports  directly  to  the  Commissioner. 

Accounts  Receivable 

•  Improved  accounting  policies  to  identify  valid  accounts  receivable  and  determine 
collectibility  of  such  receivables. 

•  Collected  $31.6  million,  as  a  result  of  improved  debt  collection  processes  and 
procedures. 

•  Implemented  an  automated  bond  liability  module  that  permits  the  annual  reas- 
sessment of  importer  and  broker  bonds,  and  currently  determining  the  need  for 
additional  improvements  to  the  bond  module. 

Property,  Plant  and  Equipment 

•  Conducted  a  100  percent  physical  inventory  of  capitalized  equipment  and  a 
sample  of  non-capitalized  property,  and  reconciled  the  inventory  to  the  related 
property  records. 

•  Developed  a  methodology  to  determine  replacement  costs  for  all  property. 

•  Evaluated  the  vehicle  fleet  to  determine  appropriate  reductions. 

FMFIA 

•  Instituted  a  comprehensive  Federal  Manager's  Financial  Integrity  Act  training 
program  and  began  to  conduct  mid-year  reviews  of  all  current  material  weak- 
nesses to  ensure  that  corrective  actions  are  on-target  and  effective. 

Seized  Property 

•  Conducted  a  100  percent  physical  inventory  of  drugs  and  seized  property. 

•  Evaluated  adequacy  of  the  physical  safeguards  over  seized  property  and  cur- 
rency. As  a  result,  constructed  new  facilities  in  two  districts.  Mso,  plans  are  un- 
derway to  renovate  other  facilities. 

Short-Term  Actions 

•  A  compliance  measurement  program  to  ensure  compliance  with  trade  laws  was 
piloted  in  several  locations  and  plans  are  to  have  the  first  nationwide  compli- 
ance data  by  October  1995. 

Short-Term  Actions 

As  a  result  of  our  efforts  to  address  the  specific  problem  areas,  we  believe  that 
the  audits  in  1994  and  1995  will  show  significant  improvements.  However,  if  we  are 
to  make  progress,  we  need  to  address  fundamental  problems  in  our  financial  man- 
agement environment.  They  are: 

•  the  lack  of  integration  between  revenue  and  appropriated  financial  systems, 

•  lack  of  full  appreciation  among  Customs  staff  of  the  financial  implications  of 
internal  control  weaknesses  in  operational  areas,  and 

•  the  need  to  strengthen  leadership  of  the  financial  management  effort. 

To  ensure  that  we  are  well  positioned  to  address  the  underlining  causes  of  Customs 
financial  management  problems,  I  have  directed  a  team  to: 

•  develop  a  comprehensive  financial  management  improvement  plan  that  fo- 
cuses on  the  problems,  causes  and  prioritizes  the  solutions,  and 
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•  develop  proposals  to  organize,  staff  and  develop  our  financial  management 
employees  to  effectively  carry  out  the  financial  programs. 
As  a  first  step,  I  believe  we  have  a  great  opportunity  to  focus  on  actions  we  can 
take  before  fiscal  year  1995  begins  and  other  activities  that  can  be  completed  within 
the  next  year.  I  would  like  to  go  over  some  of  those  actions  today. 

Revenue 

•  Research  and  resolve  interagency  charges  and  unreconciled  cash  receipts  that 
are  recorded  in  a  suspense  account  because  of  the  lack  of  supporting  docu- 
mentation to  allocate  the  revenue  between  duties,  taxes  and  fees. 

•  Increase  importer  and  broker  participation  in  the  existing  automated  clearing- 
house program  permitting  Customs  to  collect  revenue  by  charging  the  import- 
ers' or  brokers'  bank  account. 

•  Develop  and  implement  a  program  for  compliance  measurement  in  bonded 
warehouses  and  determine  the  feasibility  of  using  a  similar  methodology  to 
evaluate  compliance  at  foreign  trade  zones. 

Refunds 

•  Issue  and  implement  interim  procedures  on  approving  duty  refund  claims  to  re- 
duce the  risk  of  duplicate  payments  and  assure  that  payments  are  made  to  the 
correct  claimant. 

•  Revise  related  regulations  to  reflect  changes  resulting  from  the  new  Customs 
Modernization  and  Informed  Compliance  Act. 

Seized  Property 

•  Enhance  automated  systems  to  track  property  from  seizure  to  disposition,  en- 
hance physical  security  at  seized  property  vaults  and  warehouses,  and  improve 
controls  over  drugs  and  currency  used  in  enforcement  activities. 

•  Conduct  a  100  percent  physical  inventory  of  seized  property  and  reconcile  to  the 
accounting  records. 

•  Develop  policies  in  conjunction  with  the  Department  of  Justice  that  establish 
the  appropriate  quantity  of  drugs  to  maintain  as  evidence  upon  seizure  and  di- 
rect the  timely  disposal  of  unneeded  drugs. 

Undercover  Operations 

•  Enhance  procedures  to  account  for  expenditures  and  revenues  related  to  under- 
cover operations,  as  well  as  the  custody  of  assets  acquired  and  retained  or  dis- 
posed of  during  these  operations,  while  developing  long-term  automated  sys- 
tems that  compile  such  data. 

Property,  Plant  and  Equipment 

•  Reconcile  the  current  year's  activity  in  Customs  property  and  accounting  sys- 
tems for  capitalized  property  and  determine  the  appropriate  adjustment  needed 
to  resolve  differences  from  prior  years. 

•  Issue  a  policy  to  establish  a  value  for  capitalized  property  when  there  is  no  doc- 
umentation of  original  acquisition  value. 

•  Issue  a  policy  to  set  the  appropriate  values  for  aircraft  and  marine  parts  and 
improve  related  accountability. 

•  Strengthen  contract  administration  for  oversight  over  contractor  managed  air- 
craft parts. 

•  Design  adequate  controls  that  are  cost  effective  to  safeguard  non-capitalized 
property. 

Accounts  Receivable 

•  Develop  a  system  that  tracks  the  establishment  and  disposition  of  petitioned 
and  protested  duty  entry  cases  to  ensure  proper  recording  of  receivables  and 
collections. 

•  Develop  an  automated  process  to  compile  and  evaluate  valid  receivables  and  the 
collectibility  of  such  receivables  until  we  are  able  to  implement  a  new  subsidi- 
ary ledger. 

Interagency  Agreements 

•  Develop  and  implement  procedures  to  account  for  income  earned  from  inter- 
agency agreements. 

Accounts  Payable 

•  Review  and  improve  our  process  to  automate  the  labor  intensive  manual  effort 
to  compile  accounts  payable. 

•  Develop  an  electronic  data  interchange  program  that  automates  vendor  invoice 
submissions  and  Customs  related  payments. 
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Cash  and  Equity 

•  Research  and  resolve  all  remaining  issues  related  to  differences  on  the  cash 
flow  statement  by  performing  monthly  cash  reconciliations  of  all  cash  activity 
to  account  for  cash  received  and  expended  and  the  proper  reporting  of  non-cash 
transactions  on  the  cash  flow  statement. 

•  Review  and  resolve  unexplained  balances  in  the  General  Ledger  and  make  ap- 
propriate adjustments. 

Unliquidated  Obligations 

•  Conduct  a  complete  review  of  all  unliquidated  obligations  and  resolve  outstand- 
ing obligations  so  unobligated  funds  may  be  used  for  other  purposes. 

Long-Term  Actions 

Many  of  our  efforts  will  require  long  term  commitment  on  the  part  of  Customs 
to  fully  implement  financial  management  improvements.  They  all  require 
reengineering  of  our  program  and  financial  processes  and  the  subsequent  redesign 
and  development  of  modern  information  management  systems  that  will  support 
those  processes.  These  initiatives  focus  in  three  areas:  1)  Trade  Law  Compliance, 
2)  Redesign  of  the  Automated  Commercial  System,  and  3)  Expanding  and  enhancing 
our  core  financial  management  system.  I  would  like  to  discuss  those  plans  today. 

Trade  Law  Compliance 

•  We  will  pilot  program  to  include  a  nationwide  year-long  test  of  all  main  cat- 
egories of  goods.  Successful  implementation  of  the  program  should  enable 
Customs  to  expand  it  further,  while  providing  reasonable  assurances  that 
the  revenues  reported  by  Customs  are  those  that  should  have  been  col- 
lected. 

Redesign  of  the  Automated  Commercial  System 

•  Implement  the  Automated  Commercial  Environment  (ACE),  a  total  auto- 
mated system  encompassing  the  full  range  of  commercial  activities  under 
Customs  jurisdiction.  ACE  will  be  an  integrated,  streamlined,  international 
trade  information  system  encompassing  both  imports  and  exports.  It  will 
serve  the  needs  of  a  broad  spectrum  of  users,  both  inside  and  outside  of  the 
government. 

•  Design  a  revenue  accounting  system  that  is  at  the  leading  edge  ot  tech- 
nology and  affords  users  the  ability  to  take  full  advantage  of  the  data  com- 
piled for  management  decisions  by: 

— revamping  the  current  system  architecture, 

— updating  and  creating  new  applications, 

— facilitating  electronic  transactions,  and 

— integrating  the  new  system  with  the  General  Ledger 

Expanding  and  Enhancing  Our  Core 
Financial  Management  System 

•  Continue  our  efforts  to  expand  and  enhance  Customs  new  integrated  finan- 
cial coordinating  with  Treasury  in  their  effort  to  standardize,  compile  and 
report  financial  data  that  can  be  consolidated  with  Treasurywide  financial 
management  data.  These  areas  include  travel,  revenue,  accounts  receivable, 
procurement,  property,  and  cost  management. 

•  Continue  to  expand  participation  in  the  existing  automated  clearinghouse 
program  that  forwards  entry  data  from  importers  or  brokers  and  permits 
Customs  to  collect  related  revenues  by  charging  the  importers  or  brokers 
bank  account.  . 

•  Pilot  an  automated  subsystem  to  receive  invoices  electronically  from  ven- 
dors and  remit  payment  without  manual  intervention.  Upon  successful  im- 
plementation of  the  pilot  expand  the  subsystem  to  include  other  vendors. 
The  pilot,  scheduled  for  testing  in  fiscal  year  1995,  is  planned  to  address 
invoices  and  payments  from  oil  companies.  These  companies  represent  ap- 
proximately 11,000  of  the  135,000  invoices  processed  by  Customs  in  fiscal 
year  1993. 

As  we  develop  our  financial  management  improvement  and  organizational  plans, 
I  can  assure  you  that  we  will  be  guided  by  the  following  principles: 

•  the  staff  must  understand  the  value  of  integrated  program  budget  and  finan- 
cial systems  and  that  such  systems  will  improve  their  day  to  day  work  effec- 
tiveness and  efficiency  while  building  and  implementing  internal  controls  that 
are  transparent  and  afford  reliable  information  to  make  sound  financial  man- 
agement decisions, 
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•  there  must  be  qualified  financial  leadership  that  includes  a  CFO  who  pos- 
sesses a  strong  financial  management  background  and  a  Deputy  CFO  with 
a  similar  background, 

•  management  must  ensure  that  financial  management  policies  are  continu- 
ously evaluated  and  a  competent  staff  is  continually  trained  to  maintain  the 
necessary  skills  needed  in  the  rapidly  changing  area  of  automated  technology 
and  business, 

•  the  Chief  Financial  Officer  must  report  to  the  highest  level  in  the  agency  to 
ensure  independence  and  oversight  of  the  design  and  implementation  of  good 
financial  systems,  and 

•  agency  management  must  recognize  the  importance  of  independent  assess- 
ments by  an  audit  organization  and  that  it  is  essential  to  have  early  and  con- 
stant auditor  involvement  to  successfully  implement  the  Act. 

Mr.  Chairman,  the  periodic  meetings  with  members  of  your  staff  to  obtain  their 
insight  toward  Customs  current  and  future  improvements  to  successfully  implement 
the  Act  have  been  very  beneficial.  I  welcome  the  opportunity  to  continue  these  meet- 
ings and  welcome  suggestions  your  staff  may  offer.  Together,  we  will  successfully 
implement  the  Chief  Financial  Officers  Act  and  provide  the  much  needed  assurance 
to  the  Congress  and  the  public  that  the  funds  entrusted  to  government  agencies  are 
used  effectively  and  efficiently. 

Mr.  Chairman  and  Members  of  the  Committee,  thank  you  for  the  opportunity  to 
express  my  views  on  the  CFO  Act  and  to  discuss  the  improvements  made,  underway 
and  planned  to  successfully  implement  the  Act  at  Customs.  Mr.  Chairman,  I  request 
that  my  formal  statement  be  entered  into  the  hearing  record  and  I  am  pleased  to 
answer  any  questions  you  or  the  Committee  may  have. 


PREPARED  STATEMENT  OF  LARRY  J.  EISENHART 

Mr.  Chairman  and  members  of  the  Committee,  I  appreciate  the  opportunity  to  ap- 
pear before  you  today  to  discuss  the  Chief  Financial  Officers'  Act,  the  State  Depart- 
ment's financial  statements,  and  financial  management  improvements  the  Depart- 
ment is  making. 

Senator  Glenn,  in  your  opening  statement  at  the  July  12  hearing  on  Pentagon  fi- 
nancial management  you  disputed  the  notion  that  accounting  is  boring  and  said 
that  you  were  exhilarated,  even  excited  by  the  prospect  of  saving  tens  of  billions  of 
dollars  and  improving  the  government's  credibility  through  improved  financial  man- 
agement. 

Senator,  I  can  assure  you  that  we  are  just  as  excited  by  the  prospect  of  financial 
management  improvements.  With  declining  resources  and  the  need  for  increased 
flexibility  in  a  rapidly  changing,  post  cold  war  world,  top  management  from  the  Sec- 
retary on  down  regard  strengthening  our  financial  capacity  as  absolutely  essential 
to  the  successful  conduct  of  foreign  policy. 

The  problems  with  financial  management  at  the  State  Department  are  well  docu- 
mented. Thanks  to  excellent  work  by  our  Inspector  General's  Office,  the  General  Ac- 
counting Office,  Hill  staffs,  and  many  internal  management  reviews,  we  are  well 
aware  of  our  shortcomings. 

We  have  developed  an  aggressive  plan  for  financial  management  improvement.  A 
series  of  documents,  including  our  Five  Year  Financial  Plan,  Chief  Financial  Offi- 
cer's Report,  Federal  Financial  Managers'  Integrity  Act  Reports,  and  our  Financial 
Management  Information  Strategy  Plan  map  out  a  plan  for  financial  management 
improvements.  This  plan  is  comprehensive,  integrated,  and  extremely  aggressive. 
Despite  its  ambitious  schedule,  it  is  a  multi-year  effort.  The  current  state  of  finan- 
cial management  at  the  State  Department  took  years — even  decades — to  develop 
and  will  take  years  to  solve. 

While  a  great  deal  has  been  done  and  we  are  proud  of  our  accomplishments  since 
passage  of  the  Chief  Financial  Officers'  Act,  there  is  still  even  more  to  do  to  bring 
the  Department  into  full  compliance.  The  Act  has  been  and  continues  to  be  ex- 
tremely helpful,  but  it  is  no  panacea.  Financial  management  improvement  also  re- 
quires people,  a  major  training  effort,  and  other  budgetary  resources,  all  of  which 
are  in  extremely  short  supply  in  this  difficult  budget  climate. 

Our  problems  are  complicated  by  the  unique  environment  in  which  the  State  De- 
partment operates.  Just  to  cite  a  few  examples,  the  Department: 

— Buys  over  $2  billion  in  160  plus  foreign  currencies  yearly, 
— Has  270  plus  missions  in  over  170  countries, 
— Manages  12,000  overseas  properties  valued  at  over  $12  billion, 
— Payrolls  25,000  foreign  service  nationals  and  personnel  services  contractors  bi- 
weekly, using  over  200  different  pay  plans, 
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— Payrolls  over  11,500  foreign  service  annuitants  monthly, 
— Issues  over  a  million  checks  a  year, 
— Has  financial  relations  with  over  150  banks, 

— Issues  7  million  visas,  5  million  passports,  and  answers  over  2  million  citizens 
services  calls  yearly. 

Short  Term  Measures 

Senator  Glenn,  as  you  mentioned  in  your  letter,  there  are  many  actions  we  can 
take  today  that  do  not  have  to  wait  for  the  magic  of  a  new  system.  We  have 
achieved  a  great  deal  in  the  short  term  and  expect  to  make  many  gains  in  the  next 
year.  Let  me  describe  some  of  these  actions  that  are  underway  now  or  planned  for 
the  next  12  to  18  months. 

— Government  Performance  and  Results  Act:  The  Department  is  very  much  aware 
of  its  responsibilities  under  the  GPRA  and  is  a  strong  supporter  of  its  prin- 
ciples. We  introduced  program  planning  into  the  Department  4  years  ago  in  a 
form  that  is  very  similar  to  the  strategic  plan  called  for  under  the  GPRA.  In 
March,  1994,  we  nominated  two  pilot  projects  to  OMB  under  section  6  of  the 
Act:  (1)  the  business  facilitation  and  trade  promotion  function  in  the  Bureau  of 
East  Asian  and  Pacific  Affairs  and  (2)  the  security  clearance  investigative  func- 
tion in  the  Bureau  of  Diplomatic  Security.  Both  projects  have  been  approved  by 
OMB.  We  are  also  conducting  an  educational  effort  throughout  the  Department 
to  prepare  performance  plans  and  reports  under  the  GPRA. 

— Interest  Penalties:  In  the  past,  the  Department's  compliance  with  the  Prompt 
Payment  Act  was  unsatisfactory.  For  example,  the  Department  paid  approxi- 
mately $1.9  million  per  year  in  interest  penalties  for  fiscal  years  1990  and  1991. 
Over  the  past  2  years  we  have  taken  steps  to  significantly  improve  our  compli- 
ance and  decrease  the  amount  of  interest  payments.  For  fiscal  year  1993  we  in- 
curred $570,000  in  interest  penalties  and  we  anticipate  that  fiscal  year  1994  in- 
terest will  be  approximately  $350,000. 

— Medical  Receivables:  We  are  improving  the  recording  and  tracking  of  overseas 
medical  receivables.  Under  new  procedures  developed,  each  instance  of  medical 
service  will  be  tracked  and  recovered.  If  necessary,  salary  offset  will  be  used  to 
recover  amounts.  Based  on  OIG  estimates,  these  efforts  could  provide  up  to 
$800,000  in  additional  reimbursements  annually. 

— Proceeds  of  Sales  Overseas:  Proceeds  of  sales  for  official  property  overseas  was 
neither  properly  accounted  for  nor  reported.  Significant  delays  are  experienced 
in  crediting  the  correct  accounts.  Sales  transactions  related  to  Foreign  Buildings 
Operations  (FBO)  for  fiscal  years  1990,  1991,  and  1992  are  reconciled  and  ad- 
justing entries  were  made  transferring  $23  million  into  FBO's  account.  Sales 
transactions  reporting  $5  million  for  FBO  for  fiscal  year  1993  are  reconciled  and 
recorded.  Systems  changes  have  been  made  and  formal,  departmentwide  poli- 
cies and  procedures  are  being  issued. 

— Reducing  Financial  Systems:  We  are  making  steady  progress  in  reducing  the 
number  of  financial  systems.  We  have  gone  from  six  to  three  accounting  and 
disbursing  systems.  We  have  gone  from  three  to  two  foreign  service  national 
payroll  systems  and  soon  will  have  just  one  standardized  system  worldwide. 

—Disbursing:  The  Department  had  21  U.S.  Disbursing  Officers  (USDOs)  world- 
wide who  were  accountable  to  Treasury  for  billions  of  U.S.  dollars  and  foreign 
currency  equivalents.  In  general,  the  USDOs  were  unable  to  reconcile,  balance, 
or  clear  their  Treasury  accounts  or  accurately  report  to  Treasury  the  value  of 
their  foreign  currency  holdings. 

We  set  about  correcting  this  situation  by  centralizing  19  of  the  disbursing  op- 
erations to  three  regional  centers.  We  are  also  working  closely  with  the  Treas- 
ury Department  to  develop  better  procedures  for  monitoring  and  oversight  of 
the  USDOs.  To  date  17  of  the  19  operations  have  been  centralized  and  we  hope 
to  close  the  remaining  two  in  1994. 

— Cashiering:  In  addition  to  disbursing  problems,  the  USDOs  were  not  consist- 
ently exercising  proper  oversight  of  the  cashiering  functions.  We  have  assigned 
specific  responsibility  for  cashier  oversight  to  one  office.  All  cashiers  and  certify- 
ing officers  must  now  pass  a  written  examination  before  being  designated.  The 
backlog  of  fiscal  irregularity  cases,  mainly  dealing  with  cashiering,  has  been  re- 
duced from  the  90s  to  the  20s. 

In  fiscal  year  1995,  we  expect  to  begin  installing  a  modern,  PC-based  cashier- 
ing system  that  will  be  fully  integrated  with  our  current  and  new  financial  ac- 
counting systems.  Indeed,  it  will  be  one  of  the  first  parts  of  the  new  system  to 
be  operational. 
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— Data  Cleanup:  We  have  initiated  intensive  data  cleanup  efforts  to  improve  the 
accuracy  of  the  Department's  books.  For  example,  we  have  contracted  with  an 
independent  CPA  firm  to  establish  procedures  and  perform  reconciliations  for 
disbursements  of  withholdings  made  from  employees'  pay.  These  accounts  had 
not  been  reconciled  for  years.  Unfortunately,  as  a  result  of  our  inadequate 
records,  poor  financial  systems,  and  poor  management  controls,  there  are  lit- 
erally thousands  of  transactions  that  must  be  accounted  for  properly. 

Additionally,  we  have  significantly  reduced  the  transactions  in  the  budget  clearing 
accounts.  We  have  also  implemented  a  memorandum  of  understanding  with  Treas- 
ury on  procedures  for  closing  our  discontinued  disbursing  centers  as  accounting  enti- 
ties. We  have  also  developed  and  shared  with  Treasury  systems  for  monitoring  for- 
eign currency  transactions.  In  the  latest  week  we  have  reconciled  approximately  246 
of  the  255  active,  overseas  bank  accounts  connected  with  the  USDOs.  The 
unreconciled,  active  accounts  mainly  result  from  late  receipt  of  bank  statements  and 
will  be  reconciled  shortly.  We  are  also  making  steady  progress  in  reconciling  and 
closing  23  old,  inactive  accounts. 

— Standardized  Reference  Files:  Many  of  State's  financial  problems  stemmed  from 
the  fact  that  our  procedures,  processes,  data  elements  and  edits  differed  in  the 
six  separate  accounting  and  disbursing  systems  formerly  in  use.  We  have  now 
standardized  all  reference  files  in  use  worldwide.  This  has  greatly  reduced 
interface  problems,  although  significant  difficulties  remain. 

— Improving  Mainframe  Security:  We  are  working  closely  with  the  IRM,  Diplo- 
matic Security,  and  OIG  organizations  to  correct  mainframe  computer  security 
weaknesses  at  the  three  regional  financial  centers.  The  mainframe  at  the  Bang- 
kok regional  center  has  largely  been  brought  into  compliance  with  department 
standards.  The  Paris  center  facility  is  scheduled  for  corrective  action  in  Novem- 
ber, 1994.  The  Mexico  center  has  just  been  audited  by  OIG,  and  corrective  ac- 
tion will  be  scheduled  shortly. 

Role  of  the  Chief  Financial  Officer's  Act 

The  Chief  Financial  Officers  Act  has  made  a  substantial  impact  in  moving  the 
State  Department  towards  better  financial  management,  accountability,  and  respon- 
sibility. It  underpins  many  of  the  short  term  gains  described  above  and  is  the  foun- 
dation for  our  comprehensive,  long  term  strategy  of  improvement. 

The  Act  has  been  instrumental  in  securing  top  management's  commitment  to  re- 
form. Senior  officials  including  Deputy  Secretary  Taibott  and  Under  Secretary 
Moose  are  knowledgeable  about  Department  financial  management  and  take  an  ac- 
tive interest  in  it.  To  cite  just  one  example,  Deputy  Secretary  Taibott  and  Under 
Secretary  Moose,  personally  convened  a  meeting  of  the  Assistant  Secretaries  to  start 
this  year's  Program  Planning  Effort  and  have  followed  its  progress  assiduously.  We 
regularly  discuss  progress  on  the  Integrated  Financial  Management  System  and 
other  financial  matters  with  Under  Secretary  Moose. 

The  Act  also  prompted  a  reorganization  of  financial  management  activities.  This 
reorganization  has  had  far-reaching  effects.  As  a  result  of  the  Act: 

— All  accounting  and  payroll  systems  are  now  under  the  purview  of  the  CFO.  Be- 
fore, many  systems,  particularly  overseas,  were  outside  the  control  of  the  CFO. 

— The  CFO's  organization  has  been  streamlined  to  rationalize  roles  and  respon- 
sibilities. As  part  of  this  change,  we  created  a  new  directorate  specifically 
charged  with  supervising  overseas  financial  operations. 

— The  CFO  is  playing  an  increasing  role  in  the  selection  and  training  of  foreign 
service  financial  management  personnel.  The  CFO  representatives,  for  instance, 
now  staff  the  panels  that  select  new  foreign  service  financial  management  spe- 
cialists. They  also  participate  in  the  foreign  service  assignments  process  for  the 
first  time. 

— The  move  towards  auditable  financial  statements  is  one  of  the  most  significant 
results  of  the  Act. 

Fiscal  Year  1992-94  Financial  Statements 

The  Department  prepares  statements  for  three  entities:  The  International  Bound- 
ary and  Water  Commission  (IBWC),  the  Foreign  Service  Retirement  and  Disability 
Fund  (FSRDF),  and  the  Department's  Commercial  Activities,  Revolving  Funds,  and 
Trust  Funds  (CARF&TF).  The  CARF&TF  statement  (AKA  the  "roll  up")  comprises 
approximately  60  percent  of  the  Department's  appropriations  and  consists  of: 

— Salaries  and  Expenses  appropriation 

— International  Center 

— Diplomatic  and  Consular  Program  Appropriations 
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— FSN  Separation  Liability  Trust  Fund 

— Working  Capital  Fund 

— Foreign  Buildings  Operations 

—Gift  Funds 

— Repatriation  Loan  Program 

For  fiscal  year  1993,  the  statements  for  IBWC  are  complete  and  the  OIG  has  is- 
sued an  unqualified  (i.e.,  "clean")  opinion.  The  statements  for  the  FSRDF  and 
CARF&TF  are  in  final  review.  While  late,  these  statements  are  being  issued  4 
months  and  10  months  earlier,  respectively,  than  the  fiscal  year  1992  statements. 
In  addition,  the  1993  CARF&TF  statements  are  being  issued  just  3  months  after 
the  1992  statements.  We  intend  for  all  of  the  fiscal  year  1994  statements  to  be  is- 
sued on  time. 

The  major  reasons  for  the  delay  in  submissions  of  the  1993  FSRDF  and 
CARF&TF  are:  (1)  current  financial  systems  do  not  capture  or  readily  provide  much 
of  the  data  needed  to  prepare  the  statements,  (2)  much  of  the  data  has  to  be  manu- 
ally accumulated  to  prepare  the  statements  (and  the  larger  the  entity  the  more  mas- 
sive the  effort),  (3)  the  Department  does  not  have  adequate  subsidiary  systems,  and 
(4)  lack  of  sufficient  personnel  with  the  accounting  knowledge  needed  to  prepare  the 
statements. 

Based  on  our  discussions  with  the  OIG,  we  anticipate  that  the  OIG  will  disclaim 
an  opinion  on  the  fiscal  year  1993  FSRDF  statements.  This  is  primarily  due  to  the 
inability  to  verify  investment  balances  held  by  the  U.S.  Treasury  (which  comprise 
over  98  percent  of  the  FSRDF's  total  assets  and  approximately  60  percent  of  the 
Department's  total  recorded  assets).  The  preparation  and  audit  process  is  well  un- 
derway for  the  FSRDF  and  we  plan  to  resolve  major  deficiencies  by  the  end  of  1994. 
We  are  hopeful  for  an  unqualified  opinion  on  the  1994  statements. 

Unfortunately,  due  to  inadequate  records,  poor  financial  systems,  poor  manage- 
ment controls,  and  the  tremendous  task  of  reconstructing  and  integrating  worldwide 
data  into  a  single  reporting  entity,  the  1993  CARF&TF  statements  are  unauditable 
and  do  not  reflect  the  entity's  true  financial  condition.  Nevertheless,  we  feel  that 
preparing  the  statements  has  been  of  benefit.  For  example,  the  statement  prepara- 
tion and  limited  audit  identified  a  number  of  previously  unknown  data,  reporting 
and  internal  control  shortfalls  in  our  current  systems  and  processes. 

What  is  our  strategy  for  making  the 
CARF&TF  ("roll  up")  statement  auditable? 

We  have  developed  a  strategy  to  improve  the  auditability  of  the  CARF&TF  state- 
ments pending  the  implementation  of  a  new  Integrated  Financial  Management  Sys- 
tem (IFMS).  This  strategy  is  based  upon  our  experience  in  preparing  the  1992  and 
1993  CARF&TF  statements,  information  available  to  us  through  audits,  discussions 
with  the  OIG,  and  other  internal  reviews.  Our  strategy  is  multifaceted  and  involves 
incrementally  improving  the  auditability  of  funds,  accounts,  and  processes  and  po- 
tentially revising  the  single  structure  to  multiple  reporting  entities. 

For  1993  and  1994,  we  are  concentrating  on  the  accuracy  of  the  "smaller"  funds 
in  the  CARF&TF.  These  include  the  Foreign  Service  National  Separation  Liability 
Trust  Fund,  the  Gift  Funds,  the  International  Center,  the  Working  Capital  Funds, 
and  the  Repatriation  Loans  Accounts.  Generally,  these  funds  have  a  small  number 
of  accounts  and  transactions.  Consequently,  we  are  in  a  better  position  to  manually 
reconstruct  amounts  to  be  reported.  Also,  for  all  funds,  we  are  attempting  to  im- 
prove the  accuracy  of  certain  accounts  and  significant  line  items.  These  include  ac- 
counts receivable,  cash,  and  unexpended  appropriations. 

At  the  end  of  1994,  if  we  are  successful  at  improving  the  auditability  of  the 
"smaller"  funds,  we  envision  breaking  the  CARF&TF  into  three  reporting  entities. 
The  entities  would  consist  of  (1)  the  small  funds,  (2)  Foreign  Buildings  Operations, 
and  (3)  the  Salaries  and  Expenses  and  Diplomatic  and  Consular  Programs  Appro- 
priations. In  so  doing,  we  would  reduce  the  amount  of  Department  dollars  consid- 
ered unauditable. 

For  1995,  we  will  concentrate  on  Foreign  Building  Operations  including  real  prop- 
erty values.  In  1996,  we  will  concentrate  on  the  Salaries  and  Expenses  and  Diplo- 
matic and  Consular  Programs  Funds.  Our  goal  is  to  have  auditable  statements  for 
fiscal  year  1997. 

What  the  statements  show 

The  statements  largely  confirmed  what  we  knew  about  pervasive  problems  in  the 
Department's  financial  systems,  operations,  and  internal  controls.  For  example,  al- 
though we  have  developed  some  policies  and  procedures,  this  area  is  still  very  defi- 
cient and  causes  many  internal  control  problems.  However,  the  audits  identified  sev- 
eral areas  for  improvement  that  we  were  not  aware  of.  For  instance,  the  FSRDF 
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will  realize  an  additional  $2.4  million  in  annual  interest  earnings  in  1994  based  on 
an  OIG  recommendation  to  change  our  investment  practices. 

Another  major  problem  revealed  by  the  audits  is  reconciliation  of  accounts.  We 
have  multiple  systems  to  handle  real  property,  personal  property,  vehicles,  expend- 
able supplies,  and  personnel.  These  systems  should  be  integrated  or  interfaced  di- 
rectly to  our  financial  accounting  systems. 

This  situation  is  readily  apparent  if  you  look  at  our  Federal  Managers  Financial 
Integrity  Act  Report.  We  have  two  high  risk  areas  and  numerous  material  weak- 
nesses in  financial  management.  The  high  risk  areas  are  (1)  our  Financial  and  Ac- 
counting Systems  and  (2)  Worldwide  Disbursing  and  Cashiering.  While  these  prob- 
lems have  been  reported  on  for  a  number  of  years,  we  are  actively  working  to  elimi- 
nate them.  Of  the  two  high  risk  areas,  we  expect  to  resolve  the  disbursing  and  cash- 
iering problem  in  fiscal  year  1995  and  the  Financial  and  Accounting  Systems  area 
by  1999. 

Our  core  problem  is  systems 

Both  material  weaknesses  are  largely  a  result  of  the  inadequacy  of  our  automa- 
tion efforts.  In  the  past,  the  Department  has  identified  and  reported  42  material 
weaknesses  and  non-conformances  in  its  core  and  subsidiary  accounting  systems 
alone.  The  Department  was  burdened  with  managing  six  different  and  poorly  inte- 
grated financial  accounting  systems  throughout  the  world  in  support  of  its  domestic 
bureaus  and  overseas  posts. 

We  need  to  replace  a  multitude  of  obsolete,  inadequate  systems  with  a  single,  In- 
tegrated Financial  Management  System  (IFMS).  Work  on  this  key  initiative  is  pro- 
gressing steadily.  The  strategic  plan  was  completed  in  May,  1993.  Requirements 
analysis  is  complete  for  the  core  systems.  Assuming  the  necessary  resources  can 
continue  to  be  made  available  in  these  tight  budget  times,  we  expect  initial  operat- 
ing capability  in  overseas  operations  late  in  1995,  initial  post  installation  in  late 
1996,  and  full,  worldwide  implementation  by  1999.  Obviously,  this  is  a  big  challenge 
and  a  long  term  effort. 

Despite  this  progress  on  the  Integrated  Financial  Management  System,  it  is  dif- 
ficult to  see  how  we  can  bring  the  Department  into  full  CFO  Act  compliance  before 
the  year  2000  with  the  current  resources.  Nevertheless,  we  are  pleased  with  the 
short  term  progress  being  made  and  even  more  excited  about  the  foundation  being 
laid  for  future  improvements.  We  believe  working  with  our  Office  of  the  Inspector 
General  has  been  invaluable.  We  have  formed  a  partnership  that  has  the  OIG  and 
management  working  together  in  a  very  productive  environment  to  improve  finan- 
cial accountability  and  responsibility  in  meeting  the  Department's  mission. 

I  would  be  more  than  happy  to  answer  any  questions  the  Committee  might  have. 


PREPARED  STATEMENT  OF  WILLIAM  E.  FLYNN  III 

Mr.  Chairman  and  Members  of  the  Committee: 

Thank  you  for  the  opportunity  to  appear  today  to  discuss  the  efforts  of  the  Office 
of  Personnel  Management  to  improve  its  financial  management  practices  consistent 
with  the  mandate  of  the  Chief  Financial  Officers  Act  of  1990. 

Nearly  three  years  ago,  we  reorganized  the  financial  activities  at  OPM,  creating 
a  chief  financial  officer  organization  with  consolidated  responsibilities  for  financial 
policy,  financial  management  and  oversight  of  the  agency's  entire  range  of  pro- 
grams, management  controls,  performance  measurement,  and  planning  and  budget. 

To  assure  compliance  with  the  CFO  Act  with  regard  to  those  newly  consolidated 
responsibilities,  we  established  formal  relationships  between  the  CFO  and  our  na- 
tionwide program  managers,  our  regional  directors  and,  for  the  retirement  and  in- 
surance programs,  with  myself. 

Subsequently,  OPM  published  financial  statements,  performance  measurement  in- 
dicators, and  related  supplemental  information  for  fiscal  years  1991,  1992,  and 
1993.  These  statements  involve  three  reporting  entities— the  salaries  and  expenses 
accounts,  the  revolving  fund,  and  the  employee  benefit  programs  (retirement,  health 
benefits  and  life  insurance).  The  statements  collectively  cover  all  agency  programs 
and  accounts. 

In  OPM,  we  have  made,  or  will  be  making,  a  number  of  notable  systems  improve- 
ments. For  example,  we  replaced  our  25-year-old  payroll  system  with  the  FBI's  auto- 
mated payroll  system.  It  was  implemented  for  calendar  year  1993  processing.  We 
have  also  replaced  our  aging  administrative  financial  management  system  with  a 
modern  system  which  complies  with  joint  financial  management  improvement  pro- 
gram core  system  requirements.  An  automated  fixed  asset  management  module  is 
in  the  implementation  process.  Future  plans  call  for  further  integration,  as  re- 
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sources  become  available,  in  the  administrative  financial  system  and  the  employee 
benefit  system  operated  by  the  retirement  and  insurance  group. 

In  the  retirement  and  insurance  group,  we  are  pursuing  a  number  of  major  finan- 
cial management  initiatives  worth  mentioning.  First,  we  are  developing  an  auto- 
mated processing  system  for  the  new  federal  employees'  retirement  system.  This 
new  system  envisions  the  establishment  of  a  centralized  database  of  covered  em- 
ployees and  annuitants,  a  sound  financial  management  infrastructure,  timely  and 
accurate  claims  adjudication  and  payment,  and  effective  communication  with  em- 
ployees and  annuitants.  In  addition,  we  have  actively  addressed  a  number  of  con- 
cerns regarding  the  administration  of  the  health  benefits  program.  This  program 
was  designated  as  a  high  risk  area  by  OMB  in  1992,  and  we  have  initiated  a  num- 
ber of  improvements  in  contract  administration,  audit  resolution,  and  reconciliation 
of  premiums  paid  to  carriers  with  enrollment  data.  Through  these  improvements 
and  others,  we  expect  to  be  able  to  recommend  that  this  program  be  dropped  from 
the  high  risk  list  perhaps  as  early  as  next  year. 

While  these  two  initiatives  represent  highlights  of  improvement  activities  being 
undertaken  within  the  retirement  and  insurance  group,  we  are  also  actively  ad- 
dressing many  of  the  areas  identified  by  OPM's  Inspector  General  and  others  as 
being  in  need  of  improvement.  Some  of  these  areas,  such  as  changes  in  the  treat- 
ment of  certain  accounting  transactions,  can  be  handled  quickly  and,  where  this  is 
the  case,  they  have  been  resolved.  Others,  however,  are  more  systemic  and  involve 
the  development  of  priorities  and  associated  plans,  some  involving  the  need  for  cap- 
ital investment.  All  these  activities  are  being  carried  out  in  coordination  with  the 
Chief  Financial  Officer.  Where  appropriate,  we  are  also  seeking  the  advice  and  as- 
sistance of  the  Inspector  General's  staff. 

I  hope  this  brief  overview  of  the  financial  management  improvement  efforts  of  the 
Office  of  Personnel  Management  is  helpful  to  the  committee,  and  I  will  be  happy 
to  answer  any  questions  you  may  have. 


WRITTEN  QUESTIONS  FROM  CHAIRMAN  GLENN  TO  GENE  L.  DODARO, 
GENERAL  ACCOUNTING  OFFICE,  AND  THE  RESPONSES 

Audit  Issues 

Question  1A.  GAO  has  been  unable  to  audit  the  financial  statements  of  both  the 
IRS  and  Customs  for  fiscal  years  1992  and  1993  due  to  significant  weaknesses  in 
their  financial  records,  systems  and  controls. 

In  your  opinion,  what  is  necessary  for  these  agencies  to  improve  their  financial 
condition?  What  is  required  for  them  to  get  a  better  opinion? 

Answer.  The  following  are  primary  actions  IRS  must  take  to  improve  internal  con- 
trols and  to  improve  on  the  reliability  of  IRS'  financial  statements. 

— reconcile  the  reported  revenues  in  its  financial  statements  to  the  general  ledg- 
er system  and  its  subsidiary  records,  such  as  the  master  file  and  nonmaster 
file  systems; 
— identify  and  resolve  all  cash  reconciling  items  and  develop  effective  internal 
controls  to  regularly  identify  the  cash  differences  and  promptly  resolve  them; 
— analyze  credits  that  have  not  been  refunded  to  taxpayers  to  determine  how 

they  should  be  reported; 
— ensure  that  all  transactions  are  properly  accounted  for  and  recorded  in  the 

proper  year; 
— capture  accounting  information  related  to  cash  receipts  and  develop  a  system 
that  will  summarize  and  report  cash  receipts  promptly  to  meet  the  needs  of 
Treasury  and  other  agencies  which  manage  programs  that  depend  on  reve- 
nues collected  by  IRS; 
— develop  a  system  or  modify  current  systems  that  routinely  provide  accurate 
and  timely  financial  management  information  about  accounts  receivable,  in- 
cluding the  age  and  characteristics  of  valid  and  collectible  accounts; 
— maintain  all  supporting  documentation  to  ensure  that  the  transactions  are 
valid  and  have  been  included  in  the  accounting  records  and  if  they  are  en- 
tered into  the  records  correctly; 
— develop  a  system  that  can  routinely  provide  timely  and  accurate  financial 
management  information  concerning  seized  assets  activity  and  balances  for 
its  Collections  and  Criminal  Investigations  Divisions;  and 
— develop  a  system  to  measure  taxpayer  compliance  in  a  more  timely  and  accu- 
rate manner. 
For  Customs  to  be  able  to  issue  reliable  financial  statements,  it  must  develop  and 
implement  procedures  to 
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— capture  and  summarize  the  accounts  receivable  activity  that  occurs  during 
each  year; 

— accurately  account  for  and  value  seized  assets  and  capture  and  summarize 
the  seized  asset  activity  that  occurs  during  each  year; 

— record  payables  for  all  purchased  goods  that  have  been  received  but  not  yet 
paid  for; 

— ensure  that  all  transactions,  including  year-end  adjustments,  are  adequately 
explained  and  supported; 

— resolve  millions  of  dollars  of  discrepancies  between  Customs'  records  of  cash 
transactions  and  Treasury's  records  of  Customs'  cash  transactions; 

— esolve  millions  of  dollars  in  discrepancies  related  to  interagency  transactions; 
and 

— record  transactions  related  to  sources  of  income  and  expenditures  of  appro- 
priations as  they  occur  in  order  to  avoid  having  to  make  large  unsupported 
entries  at  year-end. 

— improve  its  monitoring  of  goods  entering  the  United  States  to  ensure  that  im- 
porters and  their  agents  comply  with  trade  laws; 

— improve  its  ability  to  ensure  that  refunds  of  duties  are  proper; 

— better  monitor  expenditures  and  uses  of  seized  assets  associated  with  under- 
cover operations; 

— strengthen  physical  security  over  seized  asset  storage  facilities; 

— improve  controls  related  to  the  use  of  operating  funds,  such  as  vendor  pay- 
ments, overtime  authorizations,  and  documentation  supporting  personnel 
compensation  and  benefits;  and 

— strengthen  security  over  its  computerized  operations  to  diminish  the  risk  of 

unauthorized  changes  to  computer  programs  and  sensitive  computerized  data. 

Question  IB.  In  general  terms,  what  progress  have  these  agencies  made  so  far? 

Answer.  Some  improvements  in  financial  management  operations  are  occurring  at 

both  IRS  and  Customs.  The  CFO  audits  have  provided  insights  that  have  assisted 

the  agencies  in  focusing  their  efforts  to  develop  more  effective  financial  management 

systems  and  internal  controls.  These  improvements  include  the  following. 

— IRS  and  Customs  have  developed  and  applied  methodologies  for  more  accu- 
rately reporting  their  collectible  accounts  receivable,  which  totaled  $29  billion 
and  $900  million,  respectively,  as  of  the  end  of  fiscal  year  1993. 

— IRS  and  Customs  conducted  physical  inventories  of  their  fixed  assets,  which 
will  provide  better  accountability  over  these  assets  and  help  ensure  that  they 
are  used  effectively. 

— IRS  implemented  a  new  integrated  accounting  and  budget  system  agencywide 
to  provide  critical  supporting  information  for  its  administrative  expenditures. 

— IRS  provided  critical  supporting  information  for  revenue  transactions,  such  as 
tax  returns,  cash  receipts,  and  refunds,  which  was  not  available  for  our  fiscal 
year  1992  audit. 

— IRS  placed  responsibility  for  compliance  with  the  Federal  Managers'  Finan- 
cial Integrity  Act  (FMFIA)  under  the  CFO  and  established  a  Senior  Council 
for  Management  Controls  to  oversee  the  FMFIA  process. 

— Customs  has  begun  a  program  to  reliably  measure  the  trade  community's 
compliance  with  trade  laws  based  on  inspections  of  statistically  valid  random 
samples  of  imported  goods  in  import  documents. 

— Customs  conducted  the  first  nationwide  physical  inventory  of  its  seized  as- 
sets, which  include  firearms,  thousands  of  pounds  of  illegal  narcotics,  millions 
of  dollars  in  cash,  and  various  types  of  other  goods. 

Interim  Actions 

Question  2.  IRS  and  Customs,  like  many  other  federal  agencies,  have  years  to  go 
before  their  major  financial  systems  are  fully  implemented.  Yet,  many  of  the  issues 
brought  up  in  GAO's  audit  are  things  that  IRS  and  Customs  can  be  working  to  fix 
now. 

Do  you  agree?  What  interim  actions  can  IRS  and  Customs  take  to  develop  reliable 
financial  management  information? 

Answer.  Yes.  IRS  and  Customs  have  begun  taking  many  actions  that  can  be  im- 
plemented relatively  quickly.  While  we  believe  that  these  actions  are  appropriately 
focused,  it  is  important  that  they  be  implemented  promptly  and  that  IRS  and  Cus- 
toms take  steps  to  ensure  that  the  related  problems  do  not  recur. 

While  new  and  integrated  automated  systems  can  facilitate  IRS'  and  Customs' 
ability  to  properly  account  for,  control,  and  report  on  their  operations,  many  of  the 
deficiencies  we  identified  can  be  addressed  by  short-term  actions.  Based  on  our  work 
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at  IRS  and  Customs,  we  believe  that  the  following  actions  can  be  taken  in  a  matter 
of  months. 

— Both  IRS'  and  Customs'  management  can  immediately  place  a  higher  priority 
on  enforcing  existing  policies,  such  as  completing  routine  reconciliations  of  ac- 
counting data.  This  basic  step  would  significantly  reduce  discrepancies  and 
improve  the  reliability  of  reported  information. 

— Both  agencies  can  establish  better  training  and  supervision. 

— Customs  has  taken  an  inventory  to  improve  the  reliability  of  its  seized  asset 
records,  but  now  it  must  implement  procedures  to  keep  these  records  accurate 
and  current. 

— Customs  estimates  that  within  9  months  it  will  have  completed  its  analysis 
of  computer  user  access  needs  and  made  the  related  modifications  to  its  com- 
puter controls. 

— IRS  and  Customs  need  to  begin  maintaining  adequate  supporting  documenta- 
tion. 

Lost  Revenue 

Question  3A.  In  July  1994,  this  Committee  held  a  hearing  on  some  alarming  prob- 
lems at  IRS,  including  employees  browsing  through  Americans'  tax  records  and  the 
rapid  growth  of  detected  filing  fraud  in  the  tax  system.  We  need  to  get  both  of  these 
problems  under  control  very  quickly,  and  I  think  that  the  IRS  Commissioner  is 
working  very  hard  to  do  just  that. 

In  your  opinion,  what  implications  do  these  problems  have  for  IRS  financial  man- 
agement and  what  do  they  say  about  the  agency's  internal  controls? 

Answer.  The  financial  statement  implications  of  ADP  security  weaknesses  and  the 
rapid  growth  of  filing  fraud  are  that  they  affect  all  aspects  of  IRS'  operations  and 
can  nullify  otherwise  effective  internal  controls,  resulting  in  unauthorized  trans- 
actions occurring  and  going  undetected. 

Question  3B.  In  regard  to  the  filing  fraud  issue,  the  biggest  problem  appears  to 
be  the  Earned  Income  Tax  Credit.  What  impact  does  fraud  in  this  area  have  on  IRS' 
ability  to  provide  accurate  financial  information  to  Congress  and  the  public? 

Answer.  IRS  does  not  know  for  sure  that  the  EITC  program  is  the  biggest  area 
where  refund  fraud  occurs.  In  recent  years,  IRS  identified  problems  with  EITC  and 
therefore  emphasized  selecting  EITC  returns  when  looking  for  fraud — thus  continu- 
ing to  find  more  fraudulent  EIC  returns.  Still,  IRS  loses  revenue  because  its  editing 
controls  and  enforcement  programs  do  not  promptly  identify  erroneous  or  fraudulent 
returns  filed  by  taxpayer. 

IRS  does  not  provide  complete  financial  data  needed  to  make  better  decisions 
about  the  EITC  program.  First,  although  IRS  reports  that  about  98  percent  of  the 
identified  fraud  cases  involve  an  EITC  refund,  it  does  not  report  on  the  percent  of 
the  corresponding  fraudulent  refund  dollars  that  are  EITC — data  on  the  percent  of 
dollars  would  be  a  meaningful  statistic.  Second,  IRS  reports  on  all  fraudulent  re- 
funds stopped,  but  it  still  does  not  know  how  much  additional  fraud  goes  "unde- 
tected." 

Question  3C.  IRS  is  now  reviewing  Earned  Income  Tax  Credit  returns  manually 
in  an  effort  to  detect  fraud.  But  this  process  isn't  catching  everything,  and  lots  of 
fraudulent  refunds  still  aren't  getting  stopped  in  time.  Do  you  have  any  suggestions 
on  how  IRS  can  improve  in  this  area? 

Answer.  IRS  is  aware  of  the  problem  and  implemented  some  additional  procedures 
for  the  1994  filing  season  that  helped  identify  more  suspect  EIC  claims.  These  in- 
cluded an  automated  SSN/Date  of  Birth  Match  for  EIC  dependents  (Electronically 
Filed  Returns)  and  an  EIC  initiative  that  involved  prescreening  paper  EIC  returns 
at  the  service  center.  IRS  knows  the  EIC  fraud  problem  still  exists  and  is  consider- 
ing more  up-front  controls  (e.g.  SSN  and  name  match  on  all  returns,  improved  scor- 
ing criteria)  for  the  1995  filing  season.  We  will  assess  the  adequacy  of  the  proce- 
dures once  IRS  announces  its  final  plans.  At  that  time,  we  will  be  in  a  position  to 
provide  additional  suggestions. 

Question  3D.  The  IRS  mailed  about  $35  million  in  bogus  refund  checks  last  year. 
How  much  of  that  has  been  collected? 

Answer.  The  $35  million  in  bogus  refund  checks  and  IRS'  efforts  to  collect  these 
balances  were  not  included  in  the  scope  of  our  fiscal  year  1993  audit.  As  we  stated 
in  our  testimony,  IRS  must  improve  its  internal  controls  to  ensure  that  bogus  re- 
fund checks  are  not  sent  to  taxpayers. 

Question  4A.  Your  audit  and  your  testimony  describe  a  Customs  Service  that,  for 
all  intents  and  purposes,  doesn't  know  whether  it  is  collecting  duties  on  all  the 
goods  imported  to  the  United  States.  As  a  result,  we  don't  know  what  goods  are 
missed  or  how  much  money  the  government  isn't  getting.  Collecting  the  proper  du- 
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ties  is,  to  my  mind,  the  central  mission  of  the  Customs  Service — and  that  mission 
has  been  the  same  for  200  years. 

Why  doesn't  Customs  know  how  much  money  the  government  isn't  collecting? 

Answer.  Customs  does  not  know  how  much  money  it  is  losing  because  it  has  not 
had  a  reliable  means  of  measuring  compliance  with  trade  laws,  including  those  that 
involve  payment  of  duties,  fees,  and  taxes. 

Question  4B.  Does  the  GAO  or  the  Customs  Service  have  any  estimates  of  how 
much  revenue  we  are  not  capturing — or  how  much  in  imports  are  being  missed?  Are 
we  talking  about  billions  of  dollars? 

Answer.  Because  no  reliable  measure  of  compliance  has  been  implemented,  nei- 
ther Customs  nor  GAO  can  estimate  what  amounts  of  revenue  may  have  been  lost. 

Question  4C.  It  is  my  understanding  that  Customs  has  begun  some  projects  to  try 
and  assess  the  import  gap — the  money  that  importers  are  not  paying.  What  implica- 
tions have  these  preliminary  findings  had? 

Answer.  During  fiscal  years  1993  and  1994,  Customs  developed  a  means  of  meas- 
uring compliance  with  trade  laws  by  examining  random  samples  of  import  ship- 
ments at  a  few  ports  for  limited  periods  of  time.  The  results  of  these  efforts  show 
that  in  some  areas,  Customs  is  losing  very  little  revenue — 1  percent  or  less.  In  other 
areas,  losses  are  greater — as  much  as  5  percent.  These  percentages  cannot  be  reli- 
ably used  to  estimate  overall  losses  throughout  the  country  for  an  entire  year,  be- 
cause they  covered  only  five  categories  of  goods  for  about  3-month  periods.  However, 
Customs  plans  to  expand  its  compliance  measurement  program  to  all  categories  of 
imports  during  fiscal  year  1995.  This  should  provide  a  much  more  reliable  indication 
of  how  much  revenue  is  actually  being  lost. 

Audit  Adjustments 

Question  5.  Your  audit  indicates  that  controls  over  federal  tax  deposit  payments 
by  corporations  were  not  very  good.  Last  year,  IRS  had  to  correct  about  2  million 
misapplied  payments  totaling  $30  billion.  Almost  all  of  these  errors  were  eventually 
caught,  but  they  say  volumes  about  the  poor  efficiency  and  operating  procedures  of 
the  IRS. 

Would  you  comment  on  this  and,  also,  how  do  we  prevent  these  kinds  of  errors? 

Answer.  The  current  paper-based  federal  tax  deposit  system,  which  collects  pay- 
ment and  tax  data  separately,  allows  numerous  errors  to  be  introduced  into  the 
process.  Resolving  such  errors  is  both  time-consuming  and  costly  to  the  IRS  and  tax- 
payers. While  IRS'  internal  controls  were  generally  effective  in  detecting  and  cor- 
recting many  of  these  errors,  IRS  cannot  detect  and  correct  all  of  them.  Most  of 
these  errors  are  caused  by  taxpayers,  and  IRS  relies  heavily  on  the  taxpayer  to 
identify  them.  IRS  also  relies  on  subsequent  computer  programs,  which  are  signifi- 
cantly delayed. 

IRS  plans  to  increase  the  effectiveness  of  recording  federal  tax  deposit  payments 
to  the  appropriate  taxpayer  accounts  as  part  of  its  long-term  TSM  effort.  This  effort 
includes  automating  the  process  through  electronic  interfaces  with  taxpayers  to  re- 
duce the  amount  of  errors  in  the  current  paper-based  system.  In  the  interim,  IRS 
should  consider  revising  the  federal  tax  deposit  process  to  capture  more  complete 
data  on  payments  at  the  time  they  are  made.  This  would  allow  for  more  timely  iden- 
tification of  misapplied  payments. 

Question  6A.  Your  testimony  mentions  problems  that  IRS  is  having  in  calculating 
interest  on  taxpayer  accounts  that  are  not  subject  to  automatic  calculation. 

In  a  sample,  you  found  that  upwards  of  $2.3  million  worth  of  interest  was  improp- 
erly calculated?  Have  you  extrapolated  from  this  sample  how  much  interest  in  total 
might  have  been  incorrectly  calculated. 

Answer.  The  net  projection  of  incorrectly  calculated  interest  during  fiscal  year 
1993  was  approximately  $27  million.  However,  this  projection  did  not  include  cases 
for  which  IRS  could  not  provide  adequate  support  for  its  calculation. 

Question  6B.  What  is  IRS  doing  to  rectify  the  situation  where  incorrect  interest 
was  applied  to  taxpayer  accounts? 

Answer.  IRS  has  planned  various  actions  to  improve  the  accuracy  of  interest  cal- 
culations, such  as  developing  standardized  personal  computer  software  for  calculat- 
ing restricted  interest,  identifying  areas  in  which  IRS  could  suggest  simplification 
of  existing  and  proposed  legislation,  and  improving  available  guidance  and  training. 
Last  year  we  recommended  that  IRS  (1)  monitor  implementation  of  actions  to  re- 
duce the  errors  in  calculating  and  reporting  manual  interest  and  (2)  test  the  effec- 
tiveness of  these  actions.  However,  according  to  IRS  officials,  the  complete  imple- 
mentation of  such  improvements  has  been  delayed  due  to  resource  limitations. 
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Internal  Controls 

Question  7A.  The  fiscal  1993  audit — like  last  year's  audit— brings  up  problems 
with  what  are  called  drawback  claims,  which  are  refunds  of  duties.  It  would  appear 
that  Customs  doesn't  have  very  good  control  in  this  area. 

Could  you  provide  us  more  detail  about  what  the  problems  are,  and  how  much 
money  the  government  may  have  inadvertently  paid  out? 

Answer.  Customs  could  not  reliably  detect  and  prevent  duplicate  and  excessive 
drawbacks  because  its  automated  system  could  not  link  drawback  claims  to  related 
import  entries  or  maintain  a  cumulative  record  of  the  amount  of  duty  refunded  and 
goods  exported  or  destroyed  for  each  entry.  As  a  result,  Customs  personnel  who  re- 
view drawback  claims  could  not  readily  determine  how  much,  if  any,  of  the  original 
duty  paid  had  already  been  refunded.  These  reviewers  spend  hours  researching 
available  information  and  calling  other  Customs  regions  to  ensure  that  claims  are 
valid  before  they  are  paid.  This  process  is  cumbersome,  time-consuming,  and  it  does 
not  fully  ensure  that  the  reviewers  will  identify  all  previously  paid  claims. 

Because  of  this  inadequate  method  of  record  keeping,  we,  like  the  Customs'  re- 
viewers, could  not  adequately  test  the  validity  of  drawbacks.  We  examined  the  sup- 
porting documentation  for  a  sample  of  drawback  payments  and  found  that  the  pay- 
ments were  supported  by  what  appeared  to  be  valid  claims.  However,  there  was  no 
way  for  us  to  reliably  identify  all  other  claims  that  had  been  paid  for  the  entry  re- 
lated to  the  claim  payment  we  were  testing. 

Question  7B.  Does  Customs  plan  to  get  any  of  that  money  back? 

Answer.  Customs  attempts  to  recover  any  improper  claim  payments  that  it  identi- 
fies. However,  our  concern  is  that  some  improper  payments  are  not  being  detected 
by  Customs  and,  therefore,  are  not  being  pursued. 

Question  8A.  Like  many  agencies,  IRS  and  Customs  both  have  problems  with 
their  accounting  operations.  IRS  had  to  write  off  $180  million  of  cash  differences  be- 
cause it  couldn't  come  up  with  supporting  documents.  And  Customs  had  not  re- 
solved a  $32  million  backlog  of  differences  between  the  agency  and  Treasury — at 
least  one  half  of  which  was  more  than  a  year  old. 

Are  the  agencies  making  any  progress  in  these  sorts  of  basic,  but  critical,  account- 
ing areas? 

Answer.  IRS  and  Customs  are  working  to  resolve  the  discrepancies  that  exist  be- 
tween their  records  and  Treasury's  records,  as  well  as  other  discrepancies  that  were 
identified  during  our  audits.  IRS  and  Customs  expect  to  have  resolved  most  discrep- 
ancies by  the  end  of  1994. 

Question  8B.  Should  we  just  be  writing  off  millions  and  millions  of  dollars  on  our 
books,  like  IRS  did?  What  implications  does  this  practice  have — does  it  mean  we're 
just  giving  up?  Could  there  be  fraud  but,  because  no  one  can  figure  out  the  accounts, 
it  just  gets  ignored? 

Answer.  It  is  always  much  better  to  resolve  discrepancies  by  determining  their  ori- 
gin and  correcting  any  related  errors  rather  than  writing  them  off.  However,  after 
an  extended  period  of  time  has  elapsed  and  a  reasonable  amount  of  research  has 
not  resolved  the  discrepancy,  it  may  be  more  cost-effective  to  write  off  the  discrep- 
ancy than  to  continue  expending  resources  on  futile  research  efforts.  This  illustrates 
the  importance  of  resolving  discrepancies  promptly  while  there  is  a  good  chance  that 
they  can  be  resolved  efficiently. 


WRITTEN  QUESTIONS  FROM  CHAIRMAN  GLENN  TO  PATRIOT  E.  McFAR- 
LAND,  OFFICE  OF  PERSONNEL  MANAGEMENT,  AND  THE  RESPONSES 

Question  1.  You  have  stated  that  the  Office  of  Personnel  Management  (OPM) 
lacks  an  integrated  general  ledger  system  and  this  weakness  has  affected  every  area 
you  have  attempted  to  audit.  However,  your  testimony  mentions  that  there  are  some 
short-term  actions  that  management  could  take — but  hasn't — to  decrease  the  impact 
of  this  weakness.  What  are  some  of  the  actions  OPM  can  take  and  why  haven't  they 
done  so  yet? 

Answer.  Ideally,  management  would  use  our  audit  reports  to  identify  areas  of 
weakness.  They  could  then  prioritize  the  weaknesses  and  take  action  to  implement 
controls  in  the  areas  of  highest  risk  first.  In  addition,  management  could  use  the 
information  we  have  provided  on  the  areas  we  have  identified  as  materially  weak 
to  project  probable  areas  of  similar  weakness  in  areas  not  yet  audited. 

Our  audit  reports  suggest  several  cost-effective,  short-term  actions  OPM  could 
take  to  reduce  control  weaknesses.  For  example,  our  report  on  the  1992  financial 
statements  included  recommendations  to  implement  such  routine  controls  as:  rec- 
onciliations between  general  ledger  control  accounts  and  balances  in  subsidiary  sys- 
tems; aged  analyses  of  receivables  and  payables;  exception  reports  to  highlight  large 
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or  unusual  transactions;  regular  supervisory  reviews  and  approvals;  and  current, 
documented  procedures. 

We  cannot  fully  assess  why  management  has  not  implemented  more  of  our  rec- 
ommendations for  change.  They  frequently  cite  lack  of  resources  and  other  priorities 
when  responding  to  our  recommendations.  While  we  recognize  these  problems  are 
legitimate,  we  believe  management  could  significantly  improve  controls  over  a  num- 
ber of  areas  in  a  relatively  short  time  with  the  resources  available. 

Question  2.  Since  1991,  you  have  reported  significant  weaknesses  in  OPM's  com- 
puter security  controls,  (a)  Isn't  it  possible  for  someone  to  use  this  lack  of  security 
controls  to  defraud  the  government,  for  example,  to  access  the  entitlement  program 
and  write  himself  a  very  large  benefit  check?  (b)  Has  your  office  performed  audit 
procedures  to  look  for  this  kind  of  fraud  and  have  you  found  any  instances?  (c)  Does 
OPM  have  the  necessary  controls  to  uncover  such  a  fraudulent  payment  if  one  was 
made?  (d)  It  seems  that  most  of  your  recommendations  would  not  require  new  or 
expensive  systems  changes.  Why  hasn't  OPM  management  made  improvements  in 
this  area? 

Answer,  (a)  We  believe  that  the  weak  automated  system  controls  present  a  signifi- 
cant security  risk.  We  have  reported  systems  security  as  an  area  of  material  weak- 
ness since  1991. 

(b)  No,  we  have  not  yet  performed  specific  audit  procedures  to  look  for  this  type 
of  abuse.  However,  this  year  we  will  be  attempting  to  audit  and  report  on  the  retire- 
ment program  financial  statement  that  includes  benefit  payments.  Our  audit  scope 
and  methodology  is  designed  in  consideration  of  the  overall  internal  control  environ- 
ment, of  which  existing  system  security  control  weaknesses  are  a  significant  part. 

(c)  In  our  opinion,  OPM's  computer  security  control  environment  is  not  adequate. 
Significant  improvements  in  the  internal  control  structure  are  required.  Our  audit 
reports  have  included  several  recommendations  to  strengthen  controls  in  this  area. 

(d)  As  stated  above,  management  frequently  cites  lack  of  resources  and  other  pri- 
orities when  responding  to  our  recommendations. 

Question  3.  You  estimate  that  OPM  has  lost  $15  million  in  interest  from  1991 
through  1993  because  the  agency  couldn't  identify  missing  agency  contributions  to 
the  retirement  and  insurance  funds  and  didn't  bother  to  estimate  the  late  payments 
and  request  advance  funding  from  Treasury,  (a)  What  was  the  problem — was  this 
a  case  of  a  lack  of  policies  and  procedures  or  were  OPM  staff  simply  not  following 
the  rules?  (b)  How  quickly  can  we  expect  to  see  this  problem  resolved? 

Answer,  (a)  Procedures  were  followed  in  those  instances  where  estimates  were 
made.  This  is  an  example  of  competing  priorities.  As  of  the  time  of  our  audit,  OPM's 
policy  was  to  concentrate  resources  on  converting  agencies  to  transferring  their  con- 
tributions and  data  through  the  Retirement  Insurance  Transfer  System  (RITS)  in- 
stead of  pursuing  identified  delinquent  or  missing  contribution  reports.  It  was  man- 
agements opinion  that  the  RITS  system,  along  with  the  Federal  Employees'  Retire- 
ment System  Automated  Processing  System  now  under  development,  will  resolve 
the  problem  of  missing  contributions. 

We  do  not  agree  that  these  systems,  by  themselves,  will  completely  resolve  this 
issue.  In  addition,  the  need  for  action  is  immediate.  As  of  January  1994,  more  than 
$10  billion  (over  one-third)  of  agency  contributions  were  still  received  by  methods 
other  than  RITS. 

(b)  We  cannot  predict  when  management  will  fully  resolve  the  problem.  While  we 
support  management  in  the  implementation  of  the  two  systems  discussed  above,  it 
will  be  several  years  before  either  is  fully  implemented.  We  do  not  believe  it  is  rea- 
sonable to  postpone  short-term  corrective  action. 

Question  4.  You  have  recommended  that  OPM  begin  assessing  interest  and  pen- 
alties on  moneys  due  because  of  late  agency  contributions  or  because  of  overpay- 
ments to  beneficiaries.  OPM  has  not  necessarily  agreed  with  your  recommendation. 
Can  you  explain  the  disagreement  and  tell  us  how  it  is  being  resolved? 

Answer.  We  do  not  believe  it  is  as  much  a  matter  of  disagreement  as  a  matter 
of  resources  and  priorities.  The  trust  funds  have  many  types  of  receivables.  For 
some  types,  interest  is  not  charged  because  the  applicable  computer  programs  must 
be  revised  to  calculate  interest.  Where  the  debts  are  post-death  receivables,  Treas- 
ury, which  shares  collection  responsibility  with  OPM,  does  not  provide  for  interest. 
In  other  instances,  OPM  may  have  to  seek  additional  authority  to  charge  interest 
or  penalties.  We  believe  management  can  overcome  these  constraints  and  have  en- 
couraged them  to  seek  immediate,  businesslike  solutions  to  these  problems. 

Question  5.  Your  audit  of  the  retirement  fund  resulted  in  an  unqualified  opinion 
but  raised  concerns  about  the  method  OPM  used  to  calculate  the  government's  li- 
ability for  future  retirement  benefits.  If  I  understand  this  issue,  OPM  used  an  ac- 
ceptable method  of  calculation  but  one  that  does  not  take  into  account  the  effect  of 
future  salary  increases  (and  therefore  future  benefits  increases)  for  those  covered  by 


91 

the  retirement  program.  Including  future  salary  changes  would  have  increased  the 
estimated  liability  by  more  than  $150  billion,  (a)  Why  did  you  raise  this  issue  if 
OPM's  calculation  method  was  an  acceptable  one  and  OPM  disclosed  the  higher 
amount  in  its  footnotes— do  you  believe  that  the  higher  liability  figure  is  more  accu- 
rate? (b)  Has  management  indicated  what  method  it  will  use  to  calculate  the  retire- 
ment liability  for  1994? 

Answer,  (a)  Our  opinion  on  the  retirement  program  statements  audited  included 
an  explanatory  paragraph  highlighting  an  alternative  method,  the  projected  benefit 
obligation  (PBO)  method,  for  calculating  the  obligation  for  future  retirement  pro- 
gram benefit  payments.  We  did  so  to  alert  users  of  our  report  to  the  fact  that,  al- 
though the  obligation  included  in  the  financial  statements,  which  was  calculated  by 
the  accumulated  benefit  obligation  (ABO)  method,  was  technically  correct,  it  was 
significantly  less  than  it  would  be  under  the  PBO  method  of  calculation.  The  ABO 
method  is  in  accordance  with  generally  accepted  accounting  standards,  while  the 
PBO  method  is  currently  under  consideration  for  adoption  by  the  Federal  Account- 
ing Standards  Advisory  Board. 

(b)  Management  has  indicated  that  the  1994  obligation  will  reported  as  it  was  in 
1993  unless  the  PBO  method  is  adopted  before  the  financial  statements  are  issued. 
As  of  August  1994,  the  PBO  method  nas  not  been  adopted. 

Question  6.  Your  audit  reports  mention  that  OPM  lacks  current,  documented  poli- 
cies and  procedures  for  both  its  program  activities  and  its  systems.  For  example, 
you  say  that  some  job  descriptions  and  standard  operating  procedures  have  not  been 
updated  in  15  years.  How  can  management  establish  accountability  in  such  a  case 
and  why  haven  t  improvements  been  made  over  the  last  three  years? 

Answer.  The  absence  of  current,  documented  policies  and  procedures  is  a  material 
deterrent  to  establishing  accountability.  This  deficiency,  in  combination  with  inad- 
equately integrated  systems,  is  a  pervasive,  fundamental  weakness  in  OPM's  inter- 
nal control  structure.  Until  improvements  are  made  here,  we  do  not  believe  mean- 
ingful progress  in  establishing  accountability  will  be  possible  in  other  areas. 


WRITTEN  QUESTIONS  FROM  CHAIRMAN  GLENN  TO  C.  MORGAN 
KINGHORN,  INTERNAL  REVENUE  SERVICE,  AND  THE  RESPONSES 

Audit  Issues 

Question  1.  GAO  has  been  unable  to  audit  IRS'  financial  statements  for  fiscal 
years  1992  and  1993  due  to  significant  weaknesses  in  financial  records,  systems  and 
controls. 

Question.  What  are  your  priorities  for  improving  financial  management? 

Answer.  The  IRS  is  committed  to  improving  financial  management  and  producing 
audited  financial  statements  as  required  by  the  Chief  Financial  Officer's  (CFO)  Act. 
As  a  major  step  towards  our  commitment,  we  are  moving  responsibility  for  Revenue 
Accounting  and  reporting  of  Accounts  Receivable  to  the  CFO. 

We  are  in  the  initial  stages  of  developing  a  system  which  will  make  major  im- 
provements in  financial  reporting  of  accounts  receivable  and  for  improving  overall 
debt  collections.  As  part  of  this  effort,  we  are  currently  working  to  implement  a  re- 
definition of  revenue  accounts  receivable  for  audited  financial  statements  and  ac- 
counts receivable  for  compliance  and  tax  administration  purposes.  Also,  through  im- 
plementation of  Tax  Systems  Modernization,  (TSM)  we  will  be  able  to  deliver  im- 
pressive long-term  system  changes  that  will  be  critical  to  improving  management 
of  accounts  receivable. 

We  have  formed  a  project  office  to  redesign  our  revenue  accounting  and  reporting 
system  to  ensure  that  the  information  we  provide  to  the  President,  the  Congress 
and  the  American  taxpayer  is  more  consistent  with  the  financial  statement  report- 
ing requirements  of  the  CFO  Act.  Several  of  the  systems  that  are  part  of  TSM  are 
essential  to  ensure  we  meet  this  goal.  Auditable,  detailed  information  is  not  avail- 
able from  our  current  systems. 

We  are  planning  for  full  implementation  of  the  cost  management  system  to  pro- 
vide component  cost  of  IRS'  operations  to  help  managers  make  better  informed  fi- 
nancial management  and  program  decisions. 

We  have  installed  the  Automated  Financial  System  (AFS)  for  accounting  and 
budgeting  for  appropriated  funds  in  seven  regions  and  the  National  Office.  We  con- 
tinue to  improve  the  system  by  implementing  additional  modules  and  interfacing 
with  other  financial  management  systems. 

Question.  What  is  required  to  get  a  better  opinion? 

Answer.  We  are  working  closely  with  GAO  to  establish  guidelines  to  receive  a  fa- 
vorable opinion.  Implementation  of  improved  financial  reporting  and  management 
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systems  is  critical  to  provide  the  basis  for  audited  financial  statements.  As  men- 
tioned above,  the  backbone  of  our  plan  to  improve  financial  management  and  report- 
ing is  the  successful  implementation  of  TSM.  Equally  important  is  the  training  and 
education  of  all  employees  in  their  roles  as  custodians  of  taxpayer  assets.  Also,  sev- 
eral initiatives  are  underway  to  improve  control  weaknesses  in  our  control  proce- 
dures and  systems.  Specifically  the  issues  we  need  to  address  are: 

•  Capturing  transaction  information  from  the  masterfiles  and  non-masterfile 
and  reconciling  to  the  general  ledger.  For  FY  94  and  FY  95  we  will  reconcile 
overall  totals.  For  FY  96  and  beyond  we  are  developing  a  program  to  reconcile 
transactions  to  each  general  ledger  account.  Long  term  development  of  a  reve- 
nue accounting  system  will  incorporate  this  requirement. 

•  Capturing  information  for  collections  by  type  of  tax  and  related  refunds.  The 
implementation  of  the  Electronic  Federal  Tax  Payment  System  (EFTPS)  is 
the  first  step  in  acquiring  this  information  at  the  point  of  payment.  This  is 
a  long  term  solution  that  will  be  implemented  through  TSM,  and  in  the  in- 
terim, we  are  developing  computer  programs  to  obtain  and  analyze  collection 
by  tax  type  and  report  this  information  in  our  financial  statements.  The  re- 
quirement to  capture  this  information  on  our  general  ledger  will  be  incor- 
porated in  the  development  of  a  revenue  accounting  system. 

•  Reviewing  Treasury's  cash  reconciliation  guidelines  to  ensure  that  reconcili- 
ations are  performed  properly.  For  the  revenue  accounts  we  are  reviewing  at 
the  Treasury  Financial  Manual  (TFM)  instructions  and  ensuring  that  the 
field  is  following  documented  procedures.  For  the  administrative  accounts,  we 
are  ensuring  that  all  internal  controls  and  procedures  are  being  followed,  cash 
reconciliations  are  done  promptly  and  all  appropriate  adjustments  are  made 
to  the  general  ledger. 

•  Recording  transactions  in  the  proper  year.  Due  to  the  length  of  our  processing 
cycle,  some  transactions  are  not  posted  to  the  taxpayer's  account  until  after 
the  close  of  the  fiscal  year.  The  development  of  a  revenue  accounting  system 
will  incorporate  the  posting  of  these  transactions.  However,  this  will  be  ac- 
complished in  the  future  and  our  interim  plans  call  for  computer  program- 
ming to  accumulate  data  on  these  transactions  and  their  effect  on  the  general 
ledger. 

•  Analyzing  frozen  credits.  We  are  conducting  a  study  in  our  service  centers 
that  will  look  at  frozen  credits  in  various  categories  and  review  them  for  prop- 
er recording  in  the  financial  statements. 

•  Reporting  periods  are  inconsistent  among  systems  that  generate  information 
for  the  financial  statement.  We  will  ensure  that  our  systems  use  consistent 
accounting  cut-off  dates. 

•  Development  of  a  computer  system  to  monitor  accounts  receivable.  This  issue 
is  on  our  high  risk  list  at  OMB.  We  have  established  a  section  within  the 
Chief  Financial  Officer  area  that  will  coordinate  the  development  of  a  system 
to  provide  timely,  accurate  information  on  accounts  receivable. 

•  Processing  of  transactions  without  supporting  documentation.  The  audit  has 
identified  weaknesses  in  maintaining  documentation  for  transactions.  We  will 
aggressively  enforce  operating  requirements  through  management  oversight 
and  training  so  that  transactions  are  processed  properly  and  documentation 
is  properly  maintained. 

•  Lack  of  systems  for  control  of  seized  assets.  We  are  implementing  a  seized 
asset  system  for  Collections's  seized  assets  that  will  be  operational  on  October 
1,  1994  and  improving  the  seized  asset  system  used  by  Criminal  Investiga- 
tion. We  are  ensuring  that  reconciliations  are  properly  completed. 
Question.  In  general  terms,  what  progress  have  you  made  from  last  year  to 

this  year? 

Answer.  We  have  improved  incrementally  since  our  first  audit  and  we  are  continu- 
ing to  work  aggressively  to  ensure  continued  progress  in  the  implementation  of  the 
CFO  Act. 

The  CFO  became  totally  responsible  for  the  reporting  of  Accounts  Receivable,  and 
GAO  and  IRS  agreed  on  the  true  collectible  value  of  our  accounts  receivable. 

The  IRS  made  significant  improvement  in  its  efforts  to  comply  with  the  CFO  Act 
by  completing  implementation  of  the  AFS  which  provides  auditable  balances  for  the 
administrative  portion  of  our  financial  statements.  AFS  has  been  completely  imple- 
mented in  all  the  regions  and  the  National  Office.  The  Service's  operating  funds 
were  almost  100%  auditable,  a  significant  improvement  over  the  prior  year  when 
only  33%  of  operating  fund  transactions  were  auditable.  Also,  audit  testing  con- 
ducted by  GAO  found  no  instances  of  duplicate  payments. 
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The  auditors  found  no  errors  or  inappropriate  payments  made  in  the  amounts 
paid  to  employees  based  on  the  sample  test  of  our  $5  billion  payroll,  and  they  found 
policies  and  procedures  are  being  followed  in  the  area  of  personnel  actions. 

We  also  have  fully  integrated  the  National  Finance  Center's  payroll  systems  with 
AFS.  We  have  successfully  developed  and  tested  the  Integrated  Network  and  Oper- 
ations Management  System  (INOMS),  the  IRS'  new  fixed  assets  accounting  system 
for  ADP  assets  and  we  are  continuing  the  development  and  piloting  of  the  cost  man- 
agement information  system.  And  we  continue  to  work  on  Tax  Systems  Moderniza- 
tion efforts. 

We  established  the  Senior  Council  for  Management  Controls  to  provide  executive 
oversight  for  all  GAO,  Internal  Audit  and  FMFIA  recommendations  and  action 
plans.  This  council  is  chaired  by  the  Deputy  Commissioner  and  co-chaired  by  the 
CFO. 

CFO  Organization 

Question  2.  GAO  is  critical  of  the  structure  and  training  of  the  IRS  financial  man- 
agement operations.  What  progress  is  being  made  by  your  agency  in  improving  the 
capacity  to  produce  and  manage  reliable  financial  information? 

Answer.  The  CFO  initiated  the  development  of  a  fiscal  training  program  for  all 
financial  staff  Servicewide.  Specific  training  programs  are  being  developed  for  AFS, 
budget,  Management  Controls  (Federal  Manager's  Financial  Integrity  ActXFMFIA), 
Analytic  Processes,  Non-Financial  Managers  and  District  Controllers.  Training  in 
these  areas  will  begin  in  FY  1995.  In  response  to  the  FY  1993  GAO  audit  of  the 
Service's  financial  statements,  critical  training  in  cash  reconciliation  was  delivered 
in  August  1994  to  63  field  and  National  Office  fiscal  staff. 

The  CFO  area  competed  for  and  successfully  obtained  $2  million  for  fiscal  training 
in  FY  1995,  and  forged  a  partnership  with  Corporate  Education  to  assist  the  CFO 
in  the  implementation  of  its  fiscal  training  program. 

Computer  Security 

Question  3.  GAO  is  extremely  critical  of  computer  security  at  IRS.  To  the  extent 
that  you  can  discuss  this  issue  in  public,  do  you  agree  with  GAO's  findings? 

Answer.  The  material  included  in  GAO's  testimony  was  predicated  on  their  draft 
report.  The  Service  has  met  with  GAO  subsequent  to  the  hearing  with  respect  to 
the  tone,  and  context  of  the  report,  as  well  as,  the  accuracy  of  certain  conclusions 
included  in  the  draft.  GAO  committed  to  review  our  concerns  and  determine  how 
they  might  affect  the  draft  report  provided  to  the  Committee. 

Question.  Many  of  the  computer  security  problems  at  IRS  were  brought  up 
years  ago,  yet  they  still  remain  problems  today,  Why? 

Answer.  We  believe  we  have  been  and  are  continuing  to  take  significant  and  posi- 
tive actions  in  this  regard.  We  have  shared  with  the  Committee  both  the  specific 
efforts  the  Service  has  initiated,  as  well  as  status  reports  on  progress  of  these  ef- 
forts. Those  actions  with  respect  to  the  Integrated  Data  Retrieval  System  (IDRS)  are 
summarized  in  the  attached  IDRS  Privacy  and  Security  Actions  Plan  Report  for  Au- 
gust. 

However,  until  the  implementation  of  TSM  this  problem  will  not  be  completely 
resolved. 

Question.  Do  we  not  have  properly  trained  people?  Is  it  a  lack  of  leadership 
emphasizing  the  critical  nature  of  this  type  of  problem? 

Answer.  We  believe  that  all  of  the  training,  leadership  and  corrective  actions  have 
been,  or  are  being,  addressed  and  we  continue  to  be  available  to  meet  with  your 
staff  to  review  in  more  detail  our  accomplishments. 

Lost  Revenue 

Question  4.  On  July  19,  1994,  this  Committee  held  a  hearing  on  some  farming 
problems  at  IRS,  including  employees  browsing  through  Americans'  tax  records  and 
the  rapid  growth  of  detected  filing  fraud  in  the  tax  system. 

Question.  In  your  opinion  what  implications  do  these  problems  have  for  IRS 
financial  management  and  what  do  they  say  about  the  agency's  internal  con- 
trols? 
Answer.  The  IRS,  like  any  government  agency  or  private  business,  is  concerned 
with  attempts  to  steal  funds  through  false  claims.  For  this  reason,  we  have  had  a 
formal  program  since  the  mid-1970s  to  detect  fraudulent  claims  for  tax  refunds. 

During  the  past  two  years,  we  have  dramatically  increased  our  attention  to  this 
area.  We  have  made  many  changes  to  our  procedures  and  systems  and  increased 
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staffing  dedicated  to  fraud  detection  to  reduce  our  vulnerability  to  false  claims.  We 
have  also  declared  filing  fraud  as  an  issue  in  our  FMFIA  report  for  the  past  two 
years. 

When  we  have  identified  specific  vulnerabilities  in  our  internal  controls,  we  have 
attempted  to  correct  the  vulnerability.  However,  fraud  control  is  an  evolving  proc- 
ess, where  criminals  test  the  system,  identify  the  controls  and  design  new  methods 
to  circumvent  the  protection.  This  threat  will  require  continuing  vigilance  and  at- 
tention on  the  part  of  the  Service,  a  commitment  which  we  plan  to  meet. 

The  last  issue  framed  by  your  question  is  the  impact  of  filing  fraud  on  the  finan- 
cial management  of  the  Service.  Although  the  loss  of  funds  to  false  refund  claims 
is  not  a  loss  of  appropriated  funds  (as  possible,  due  to  procurement  fraud,  embezzle- 
ment, etc.)  it  still  reduces  the  funds  available  to  the  government.  We  take  seriously 
our  fiduciary  role  as  custodian  of  taxpayer  assets.  We  have  always  been  candid  in 
reporting  the  filing  fraud  we  have  detected  and  the  refunds  dollars  that  were  issued 
improperly.  There  is  a  counter-concern  that  reporting  the  size  and  dollars  lost  to  fil- 
ing fraud  (especially  as  we  improve  out  detection  capability)  may  portray  the  Service 
as  an  attractive  target  to  the  criminal  element  and  invite  increased  attacks  on  the 
system.  From  a  financial  management  perspective,  we  are  unable  to  answer  the 
broader  question  of  the  total  magnitude  fraud  losses  because  we  only  know  what 
we  detect. 

Question.  In  regard  to  the  filing  fraud  issue,  the  biggest  problem  appears  to 

be  the  Earned  Income  Tax  Credit.  What  impact  does  fraud  in  this  area  have 

on  the  IRS'  ability  to  provide  accurate  financial  information  to  Congress  and  the 

public? 
Answer.  As  noted  in  our  testimony  before  this  committee  on  July  19,  1994,  we 
have  identified  the  Earned  Income  Tax  Credit  (EITC)  as  one  type  of  fraud  and/or 
noncompliance  in  the  filing  system.  Our  reports  of  the  detected  EITC,  or  other  types 
of  filing  fraud,  are  not  sufficient  to  assess  its  impact  on  the  accuracy  of  financial 
information  reported  to  the  Congress  and  the  public. 

Question.  The  IRS  mailed  about  $35  million  in  bogus  refund  checks  last  year. 

How  much  of  that  has  been  collected? 
Answer.  Because  we  do  not  track  these  accounts  separately  from  other  amounts 
due  the  Service,  we  are  not  able  to  provide  this  information.  When  false  claims  are 
identified,  they  are  first  considered  for  possible  criminal  investigation.  If  accepted 
for  criminal  investigation,  the  civil  aspects  of  the  case  are  suspended  until  the  crimi- 
nal case  is  concluded.  Subsequent  to  the  resolution  of  criminal  features,  civil  adjust- 
ments are  made  and  balances  due  are  posted  to  the  taxpayer's  accounts.  False 
claims  which  are  not  accepted  for  criminal  investigation  are  forwarded  to  Examina- 
tion or  Collection  and  the  amounts  due  will  be  posted  to  the  taxpayer's  account.  At 
that  time,  these  accounts  are  pursued  the  same  as  other  taxpayer  balances. 

Estimates 

Question  5.  The  estimated  $127  Billion  tax  gap  is  based  on  1982  information — 
this  information  can't  be  very  relevant  considering  the  dozens  of  changes  to  the  tax 
law,  changes  to  the  population  base  and  the  economy. 

Question.  What  impact  does  such  old  information  have  on  our  tax  system? 

Answer.  Our  estimate  of  $127  billion  is  for  the  Tax  Year  (TY)  1992  income  tax 
gap.  It  was  published  in  two  parts,  primarily  in  1988  with  a  small  part  in  1990. 
This  estimate  was  based  on  the  most  recent  data  available  at  the  time  (from  the 
early  1980's),  and  was  the  last  of  several  years  for  which  we  projected  the  gap.  (We 
are  now  in  the  process  of  updating  our  individual  income  tax  gap  estimates,  and 
projecting  these  estimates  to  even  later  years.  These  will  be  published  in  a  report 
late  this  year  or  early  next  year.) 

It  is  important  to  remember  that  our  $127  billion  estimate  is  for  TY  1992,  and 
that  the  gap  grows  each  year  roughly  in  proportion  to  the  growth  in  overall  tax  li- 
abilities (which  grows  due  to  growth  in  the  economy,  changes  in  the  tax  law,  demo- 
graphic changes  etc.)  Of  more  importance  to  tax  administration  is  the  underlying 
compliance  behavior  or  propensity  of  taxpayers.  We  generally  express  this  as  the 
rate  of  compliance  or  noncompliance  relative  to  the  true  tax  liability.  In  the  aggre- 
gate, our  compliance  studies  indicate  that  the  compliance  rate  has  remained  fairly 
stable  since  the  early  1970's,  meaning  that  almost  all  of  the  growth  in  the  tax  gap 
is  due  to  the  corresponding  growth  in  tax  liabilities.  For  this  reason,  our  projections 
of  the  gap  assume  constant  compliance  rates.  The  projections  have  taken  into  ac- 
count, however,  all  tax  law  changes  known  at  the  time  of  estimation  (e.g.,  the  Tax 
Reform  Act  of  1986),  and  Treasury's  latest  projections  of  economic  growth. 


95 

Recent  compliance  studies  indicate  that  certain  problems  have  consistently  ac- 
counted for  a  large  share  of  the  tax  gap,  most  notably  the  underreporting  of  income 
by  sole  proprietors  and  corporations — and  several  initiatives  have  been  implemented 
to  address  these  problem  areas.  Since  these  major  problems  are  on-going,  the  age 
of  our  compliance  data  is  not  a  significant  practical  limitation. 

Question.  What  is  IRS  doing  to  try  and  obtain  better  information  on  unre- 
ported taxes  so  that  it  can  take  more  effective  action? 

Answer.  The  Taxpayer  Compliance  Measurement  Program  (TCMP)  is  the  Service's 
primary  instrument  for  gathering  information  about  voluntary  compliance  with  fed- 
eral income  tax  laws.  In  a  continuation  and  expansion  of  this  program,  the  Service 
is  planning  a  new  TCMP  that  will  comprise  a  sample  of  about  153,000  cases  includ- 
ing individual,  corporate  and  partnership  returns.  The  1994  TCMP  will  begin  in  Oc- 
tober 1995  and  will  provide  critical  data  needed  to  meet  a  number  of  Service  objec- 
tives: 

•  Update  systems  for  selecting  returns  for  audit; 

•  Determine  voluntary  compliance  rates; 

•  Identify  emerging  noncompliance  issues;  and 

•  Update  tax  gap  estimates. 

Audit  Adjustments 

Question  6.  GAO's  audit  indicates  that  controls  over  federal  tax  deposit  payments 
by  corporations  were  not  very  good.  Last  year,  IRS  had  to  correct  about  2  million 
misapplied  payments  totaling  $30  billion. 

Question.  Why  are  there  so  many  errors? 

Answer.  The  principal  cause  of  these  errors  occurs  from  taxpayers  who  inac- 
curately indicate  the  type  of  tax  or  the  tax  period  when  completing  Form  8109,  the 
Federal  Deposit  Coupon,  or  incorrectly  report  their  Employer's  Identification  Num- 
ber (EIN).  Some  of  the  remaining  errors  occur  during  processing  of  the  returns  by 
service  employees. 

Question.  How  do  we  get  this  situation  fixed? 

Answer.  With  our  new  Electronic  Federal  Tax  Payment  System  (EFTPS),  sched- 
uled for  implementation  in  spring  of  1995,  certain  validity  checks  will  be  performed 
upfront  such  as  filing  requirement,  tax  period,  and  money  amounts.  Some  payment 
methods  will  not  permit  the  taxpayer  to  release  payments  electronically  if  the  filing 
requirement  is  incorrect  or  if  the  money  amount  appears  to  be  incorrect.  These 
checks  will  not  eradicate  taxpayer  errors;  however,  they  will  reduce  them.  We  con- 
tinue to  educate  and  inform  taxpayers  on  how  to  appropriately  complete  FTD  cou- 
pons and  will  do  the  same  when  marketing  TSM's  EFTPS. 

Question  7.  The  1993  audit  reveals  problems  that  IRS  is  having  in  calculating  in- 
terest on  taxpayer  accounts  that  are  not  subject  to  automatic  calculation.  A  sample 
found  that  upwards  of  $2.3  million  worth  of  interest  was  improperly  calculated. 
Question.  What  are  you  doing  to  address  this  problem? 

Answer.  We  have  developed  a  computer  program  (Total  Interest  Program)  to  help 
us  compute  interest.  It  has  been  distributed  to  all  regions  along  with  training.  We 
also  have  rewritten  our  training  material  and  raised  the  awareness  regarding  the 
problems  of  restricted  interest. 

Question.  Do  you  know  how  much  interest  might  have  been  incorrectly  cal- 
culated in  total? 

Answer.  This  information  is  not  available. 

Internal  Controls 

Question  8.  GAO  found  that  IRS  had  to  write  off  $180  million  of  cash  differences 
because  it  couldn't  come  up  with  supporting  documents. 

Question.  What  progress  are  you  making  in  this  area? 
Answer.  In  FY  1993,  the  CFO  established  a  task  force  to  investigate  and  correct 
cash  differences  between  its  accounting  records  and  records  maintained  by  Treas- 
ury. Since  the  task  force's  inception,  the  Service  has  reconciled  differences  and  re- 
corded adjustments  to  our  financial  records.  Progress  has  been  made  to  resolve  long 
standing  cash  reconciliation  problems  and  we  are  continuing  initiatives  to  determine 
the  causes  of  cash  differences  and  promptly  resolve  them. 

Question.  What  does  this  say  about  the  state  of  your  systems  and  internal 
controls? 
Answer.  The  Service  has  addressed  many  of  its  concerns  of  material  control  weak- 
nesses through  the  assurance  process  mandated  by  the  Federal  Managers  Financial 
Integrity  Act  (FMFIA).  We  are  striving  through  the  FMFIA  process  to  achieve  effec- 
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tive  and  efficient  internal  controls.  With  this  self  assessment,  and  with  the  imple- 
mentation of  AFS  the  Service  continues  to  develop  notable  and  credible  financial 
management  information. 

Question.  Should  we  just  be  writing  off  millions  and  millions  of  dollars  on  our 
books,  like  IRS  did? 
Answer.  It  would  be  inappropriate  to  write  off  millions  and  millions  of  dollars 
from  our  books  as  a  normal  course  of  business.  However,  we  are  looking  back  over 
six  years  of  record  keeping,  during  four  years  of  which  we  were  operating  with  a 
substandard  accounting  system,  an  inadequately  trained  staff  and  lack  of  sound  fi- 
nancial practices.  We  have  investigated  balances  to  the  best  of  our  ability  and  feel 
that  the  adjustment  made  in  FY  1993  and  the  adjustment  to  be  make  in  FY  1994 
are  appropriate  to  correct  accounting  errors  on  our  books  and  will  position  us  to  be 
fully  accountable  for  any  future  discrepancies.  We  now  must  focus  our  attention  on 
ensuring  that  accurate  reconciliations  are  performed  and  differences  resolved  imme- 
diately. 


WRITTEN  QUESTIONS  FROM  CHAIRMAN  GLENN  TO  VINCETTE  L.  GOERL, 
U.S.  CUSTOMS  SERVICE,  AND  THE  RESPONSES 

Audit  Issues 

Question  1.  GAO  has  been  unable  to  audit  Customs  financial  statements  for  fiscal 
years  1992  and  1993  due  to  significant  weaknesses  in  financial  records,  systems  and 
controls. 

(a)  What  are  your  priorities  for  improving  financial  management? 

Answer.  As  indicated  in  my  testimony,  the  fundamental  problems  in  our  financial 
management  environment  are:  (1)  the  lack  of  integration  between  our  revenue  and 
appropriated  financial  systems;  (2)  the  lack  of  full  appreciation  among  Customs  staff 
of  the  financial  implications  of  internal  control  weaknesses  in  operational  areas;  and 
(3)  the  need  to  strengthen  organization  and  management  of  the  financial  manage- 
ment effort. 

We  have  a  number  of  specific  initiatives  underway  to  address  the  fundamental 
problems  outlined  in  my  testimony:  (1)  achieve  systems  integration  through  imple- 
mentation of  the  Automated  Commercial  System  (ACS)  Financial  Core  (which  will 
properly  classify  the  receivables  originating  in  the  revenue  system  so  they  are  prop- 
erly posted  to  the  General  Ledger),  and  through  improved  control  over  the  General 
Ledger  postings  based  on  individual  transactions  originating  with  the  revenue  sys- 
tem; (2)  organize,  equip,  and  educate  our  financial  management  employees  so  they 
can  improve  the  management  systems  and  organizational  structure  of  our  financial 
management  programs;  and  (3)  develop  a  comprehensive  plan  focused  on  identified 
problems,  implementing  solutions  that  address  the  root  cause  of  the  problems. 

Additional  priorities  I  have  established  include: 

•  developing  a  working  partnership  between  program  and  financial  managers; 

•  enhancing  the  effectiveness  and  efficiency  of  our  program  operations  by  im- 
proving our  financial  management  policies  and  practices;  and 

•  ensuring  that  our  assets  are  being  safeguarded  and  financial  results  are  re- 
ported accurately  and  timely. 

Question.  What  is  required  to  get  a  better  opinion? 

Answer.  The  1992  and  1993  audits  identified  areas  needing  improvement,  ranging 
from  problems  in  specific  program  operations  to  broad-based  issues  such  as  a  lack 
of  system  integration.  Obviously,  some  items  can  be,  and  are  being,  resolved  sooner 
than  others  depending  on  the  complexity  of  the  solution.  In  some  instances,  such 
as  Customs  reporting  of  intragovernmental  activity,  the  implementation  of,  and 
compliance  with,  existing  procedures  can  make  a  significant  improvement.  Other 
areas,  such  as  the  improvement  of  the  Refund  and  Drawback  Program,  require  sub- 
stantial automated  systems  enhancement  and  require  longer-term  attention. 

Our  immediate  actions  focus  on  the  following: 

•  Revenue — Clean  up  the  Budget  Clearing  Account  (BCA),  increase  Automated 
Clearing  House  Participation,  and  develop  a  program  for  compliance  measure- 
ment in  bonded  warehouses. 

•  Chief  Financial  Officer  (CFO)  Plan  and  Organization — Develop  the  com- 
prehensive financial  management  improvement  plan  and  propose  a  CFO  orga- 
nization. 

•  Refunds — Issue  interim  procedures  on  approving  duty  refund  claims  and  re- 
vise regulations  to  reflect  Modernization  Act  changes. 
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•  Seized  Property — Enhance  automated  systems  to  track  seized  property  and 
physical  security  of  seizures,  and  improve  controls  over  drugs  and  currency 
used  in  enforcement  activities;  conduct  a  100  percent  inventory  of  seized  prop- 
erty and  reconcile  to  accounting  records;  and  develop  with  the  Department  of 
Justice  appropriate  policies  on  drug  evidence  amounts. 

•  Undercover  Operations — Enhance  procedures  to  account  for  undercover  oper- 
ations expenditures  and  revenues  and  develop  a  system  to  compile  such  data. 

•  Property,  Plant,  and  Equipment — Reconcile  current  year  activity;  develop  pol- 
icy for  valuation  of  capitalized  property  without  documentation  of  original  ac- 
quisition value  and  for  values  for  aircraft  and  marine  parts;  and  design  ade- 
quate and  cost  effective  controls  to  safeguard  non-capitalized  property. 

•  Accounts  Receivable — Develop  a  system  that  tracks  petitioned  and  protested 
duty  entry  cases  to  ensure  proper  recording  of  receivables  and  collections  and 
develop  an  automated  process  to  compile  and  evaluate  valid  receivables. 

•  Accounts  Payable — Develop  and  implement  an  automated  process  to  compile 
payables  and  develop  an  Electronic  Data  Interchange  program  that 
automates  vendor  invoices  and  Customs  related  payments. 

•  Cash  and  Equity— Research  and  resolve  remaining  issues  related  to  dif- 
ferences on  Customs  cash  flow  statement  and  review  and  resolve  unexplained 
balances  in  the  General  Ledger. 

•  Unliquidated  Obligations— Conduct  a  complete  review  of  all  unliquidated  obli- 
gations and  resolve  outstanding  obligations  so  unobligated  funds  can  be  used 
for  other  Customs  program  priorities. 

(b)  In  general  terms,  what  progress  have  you  made  from  last  year  to  this 
year? 
Answer.  Progress  made  during  FY  1994  that  will  be  reflected  in  the  1994  Finan- 
cial Statements  is  presented  below  and  in  the  responses  to  your  other  questions. 

•  In  the  past,  the  manual  tracking  and  posting  of  Interagency  Agreement  activ- 
ity posed  problems  for  accurate  accounting  and  reconciliation  of  these  ac- 
counts. Customs  has  made  clear  progress  in  the  past  year  in  addressing  these 
problems.  Systems  requirements  were  developed  to  automate  the  process. 
Procedures  were  used  to  correctly  record  FY  1994  Interagency  Agreement  ac- 
tivity and  properly  account  for  earned  income.  Agreements  initiated  in  prior 
years  and  ongoing  during  FY  1994  were  reconciled  back  to  the  date  of  their 
establishment.  . 

•  Undercover  Operations  Advances  and  Proceeds  Activity  will  be  verified  in  Sep- 
tember as  cash  counts  will  be  performed  at  field  locations  with  results  rec- 
onciled to  the  general  ledger.  At  the  same  time,  a  physical  inventory  of  the 
equipment  purchased  with  operation  proceeds  will  be  conducted  so  that  the 
identification  and  proper  reporting  of  this  equipment  can  be  made.  Con- 
sequently, Customs  will  have  verifiable  data  on  these  cash  counts  for  the  first 
time. 

•  Customs  first  physical  inventory  of  Seized  Property  was  performed  in  Feb- 
ruary 1994.  The  inventory  will  be  repeated  in  September  1994,  and  reconciled 
to  system  records.  Therefore,  remaining  discrepancies  between  official  records 
and  actual  seized  property  inventory  will  be  eliminated  or  sharply  reduced. 

•  Customs  was  able  to  identify  the  Property,  Plant  &  Equipment  population  in 
FY  1993,  but  could  not  provide  values  for  much  of  the  property  for  lack  of 
supporting  documentation.  Baseline  values  are  being  identified  and  will  be  re- 
ported in  the  1994  financial  statements  using  a  methodology  accepted  by  our 
Office  of  Inspector  General  auditors. 

•  A  process  to  track  the  establishment  and  disposition  of  duty,  tax,  fee,  and  in- 
terest Accounts  Receivable  has  been  developed.  This  process  will  reconcile  the 
FY  1993  ending  receivable  balance  to  the  FY  1994  ending  receivable  balance. 

•  The  compliance  measurement  program  to  ensure  compliance  with  trade  laws 
and  identify  Lost  Revenue  was  fully  tested.  Customs  developed  plans  which 
will  enable  us  to  formulate  reliable  estimates  of  what  revenue  we  should  col- 
lect (detail  information  can  be  found  in  our  response  to  question  4  titled  Lost 
Rcv6nu.6). 

•  Revenue  amounts  recorded  in  suspense  accounts  are  being  resolved  and  will 
be  properly  reported. 

•  Manual  efforts  to  identify  accrued  Accounts  Payable  will  be  replaced  with  an 
interim  automated  process  for  procurement  and  travel  actions,  greatly  reduc- 
ing the  risks  for  processing  errors. 

•  Unidentified  Differences  reported  in  the  1993  Statement  of  Cash  Flow  are 
being  identified;.  Current  year  cash  reconciliations  are  being  performed  to 
identify  the  cash  or  equity  effect  of  each  transaction  so  that  differences  will 
not  be  reported  in  1994. 
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CFO  Organization 

Question  2.  GAO  is  critical  of  the  structure  and  training  of  Customs  financial 
management  operations.  What  progress  is  being  made  by  your  agency  in  improving 
the  capacity  to  produce  and  manage  reliable  financial  information? 

Answer.  For  many  years,  Customs  focused  its  attention  on  program  management 
and  did  not  give  adequate  attention  to  financial  management.  Confronted  with  sig- 
nificant financial  problems,  Customs  management  is  dedicated  to  improving  its  fi- 
nancial environment.  It  has  taken  a  number  of  specific  actions  to  improve  our  capac- 
ity for  producing  and  managing  reliable  financial  information. 

•  Customs  recently  acquired  a  Chief  Financial  Officer  with  a  strong  background 
in  financial  management.  The  CFO  organizational  structure  is  to  include  pro- 
posals for  ensuring  that  sufficient  numbers  of  competent  individuals  are 
available  for  analyzing,  reviewing,  and  compiling  financial  information. 

•  Created  an  Office  of  Finance  as  an  organization  reporting  to  the  Commis- 
sioner, overseeing  the  budget,  finance,  and  internal  control  functions  of  Cus- 
toms. This  structure  is  compliant  with  OMB  guidance  for  CFO  operations. 

•  Gained  authorization  to  hire  12  additional  employees  to  compile  and  improve 
the  quality  of  the  financial  statements.  To  date,  Customs  has  hired  six  highly 
competent  individuals  and  is  currently  involved  in  aggressive  recruitment  ac- 
tion to  fill  the  remaining  6  positions. 

•  Developed  a  training  program  for  its  program  office  managers  that  provides 
specific  information  on  the  financial  ramifications  and  implications  of  their 
on-line  and  administrative  operations. 

•  Established  a  team  to  study  the  current  financial  organization  at  Customs. 
The  team  will  identify  problems  with  the  current  management  of  financial  ac- 
tivities, determine  the  causes  of  those  problems,  and  propose  viable  solutions 
in  line  with  the  planned  Customs  reorganization. 

Computer  Security 

Question  3.  GAO  is  extremely  critical  of  the  computer  security  at  Customs.  To  the 
extent  you  can  discuss  this  issue  in  public,  do  you  agree  with  GAO's  findings? 

Answer.  We  cannot  dispute  the  fact  that  the  GAO  findings  identified  serious  flaws 
in  our  computer  security  program  as  it  existed  at  the  time  of  the  audit.  In  the  past 
few  months,  Customs  has  taken  aggressive  steps  both  to  correct  the  specific  defi- 
ciencies identified  by  GAO  and  to  improve  and  expand  the  overall  computer  security 
of  our  systems.  The  conditions  identified  in  the  GAO  report  no  longer  exist. 

(a)  In  a  recent  letter  to  Commissioner  Weise,  I  questioned  how  Customs  could 
have  certified  that  its  sensitive  systems  met  OMB  standards  when,  based  on 
the  recent  GAO  review,  this  is  clearly  not  the  case.  Is  Customs  reviewing  how 
this  obviously  improper  certification  was  made? 

Answer.  The  certification  of  our  computer  systems  was  done  in  good  faith.  Both 
the  Customs  staff  and  an  independent  contractor  reviewed  the  risk  assessments  and 
the  corresponding  counter  measures  and  judged  that  all  appropriate  corrective  ac- 
tions had  been  taken  to  bring  our  systems  into  compliance  with  OMB  standards. 
Unfortunately,  this  was  not  the  case.  The  level  of  detail  provided  in  the  GAO  review 
enabled  us  to  identify  those  areas  where  we  were  not  in  total  compliance  with  OMB 
accreditation  standards. 

Customs  Office  of  Information  Management  has  recently  consolidated  its  security 
functions  into  a  single  organization  and  added  additional  technical  staff.  This  staff 
is  in  the  process  of  assuring  that  all  of  the  deficiencies  identified  in  the  earlier  risk 
assessments  have  been,  or  are  being,  appropriately  addressed.  The  Director  of  this 
staff  has  been  meeting  with  the  GAO  contractor  who  was  primarily  responsible  for 
the  conduct  of  the  recent  audit.  The  contractor  has  verified  that  our  current  efforts 
towards  correcting  computer  security  problems  are  "on  track". 

We  have  recently  executed  a  contract  for  risk  assessments  on  our  sensitive  sys- 
tems and  anticipate  being  able  to  re-accredit  the  systems  in  the  upcoming  fiscal 
year. 

(b>  Many  of  the  computer  security  problems  at  Customs  were  brought  up 
years  ago,  and  yet  they  still  remain  problems  today.  Why?  Do  we  not  have  prop- 
erly trained  people?  Is  it  a  lack  of  leadership  emphasizing  the  critical  nature 
of  this  type  of  problem? 
Answer.  Customs  devoted  considerable  time  and  resources  to  correcting  problems 
identified  in  earlier  studies  of  our  computer  security  posture.  Unfortunately  our  ef- 
forts were  not  sufficient.  The  realignment  of  the  computer  security  functions  within 
the  Office  of  Information  Management  to  include  additional  technical  staff  has  al- 
ready enhanced  our  computer  security  program.  The  Customs  Service  is  committed 
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to  ensuring  that  our  automated  systems  meet  or  exceed  all  federal  requirements  for 
computer  security. 

Lost  Revenue 

Question  4.  GAO  describes  a  Customs  Service  that,  for  all  intents  and  purposes, 
doesn't  know  whether  it  is  collecting  duties  on  all  the  goods  imported  to  the  United 
States.  This  seems  incomprehensible  considering  this  is  the  central  mission  of  the 
agency. 

(a)  Why  don't  we  know  these  things? 

Answer.  Prior  to  FY  1993,  Customs  did  not  implement  any  methodology  that  ei- 
ther validated  or  measured  actual  revenue  collections  against  expected  revenue.  The 
Selectivity  Redesign  Project  was  given  that  task.  Through  a  statistically  valid  sam- 
pling methodology,  it  has  begun  both  a  culture  change  among  Customs  employees, 
as  well  as  the  development  of  new  systems  devoted  to  measuring  both  compliance 
rates  and  revenue  losses  among  commercial  importations.  FY  1994  marked  what 
can  be  termed,  an  "education  year,"  for  Customs  in  the  area  of  commercial  compli- 
ance. Throughout  the  year,  every  district  within  Customs  was  trained  in  the  ap- 
proved methodology  and  conducted  a  compliance  measurement  test  of  at  least  one 
industry.  As  well,  reports  from  these  FY  1994  measurements  are  now  being  com- 
piled and  analyzed  to  formulate  input  to  the  FY  1995  program  efforts. 

FY  1995  will  mark  the  implementation  of  a  servicewide  program  which  will  meas- 
ure all  commodities  within  the  Harmonized  Tariff  at  the  4-digit  level.  Each  district 
will  be  conducting  year-long  compliance  measurements  of  the  entire  tariff  schedule. 
This  data  will  be  analyzed  by  Headquarters  and  a  report  will  be  prepared  for  Treas- 
ury and  Congress.  These  measurements  will  enable  us  to  evaluate  the  accuracy  of 
trade  statistics  and  determine  whether  revenue  gaps  exist.  The  goal  is  to  foster 
higher  compliance  among  importing  entities  using  a  variety  of  methods  (informed 
compliance,  targeting,  penalties,  etc.)  and  to  cut  the  existing  revenue  gap. 

(b)  Does  the  Customs  Service  have  any  estimates  about  how  much  revenue 
we  are  not  capturing — or  how  much  in  imports  are  being  missed?  Are  we  talk- 
ing about  billions  of  dollars? 

Answer.  Customs  cannot  confidently  estimate  the  revenues  that  go  uncollected 
today.  It  began  a  major  effort  to  remedy  this  issue  in  FY  1992  with  the  establish- 
ment of  the  Selectivity  Redesign  Project.  One  of  the  project's  first  products  was  a 
FY  1993  compliance  measurement  of  the  Auto  Industry  which  indicated  a  potential 
loss  of  less  than  2  percent  of  Customs  revenue  for  auto  parts  imported  into  the  Unit- 
ed States.  In  FY  1994,  test  measurements  among  15  additional  industry  groupings 
were  performed.  Among  these  tests  were  measurements  of  Toys  and  Aircraft  Parts. 
Results  indicated  potential  revenue  losses  of  less  than  1  percent  in  each  industry. 
Over  the  course  of  FY  1995,  all  of  the  commodities  outlined  in  the  Harmonized  Tar- 
iff Schedule  will  be  measured  and  statistically  valid  projections  will  be  made  regard- 
ing the  revenue  loss  in  each  of  the  areas. 

Property 

Question  5.  Safeguarding  seized  property — especially  drugs — still  remains  a  prob- 
lem at  Customs.  In  addition  to  contraband  that  isn't  fully  accounted  for,  there  have 
been  problems  with  theft  and  loss  in  other  situations,  including  in  undercover  oper- 
ations. 

(a)  What  steps  is  Customs  taking  to  get  this  problem  under  control? 

Answer.  The  responsibility  for  safeguarding  seized  property,  while  under  Customs 
jurisdiction,  resides  with  Customs  Seizures  and  Penalties  Division  (SPD)  and  with 
the  Office  of  Enforcement,  which  often  utilizes  seized  property  iri  its  undercover  op- 
prstions 

Seizures  and  Penalty  Division  records  indicate  that  there  were  no  losses  of  drugs 
from  our  inventory  other  than  those  referenced  in  the  GAO  reports  covering  the 
past  5  years.  Except  for  the  major  theft  of  narcotics  from  one  of  our  warehouses  in 
El  Paso,  Texas,  there  have  been  no  major  (in  excess  of  10  pounds)  individual  losses 
of  narcotics.  The  suspects  in  the  El  Paso  theft  have  been  apprehended  and  are  being 
prosecuted.  Although  this  is  a  very  isolated  incident,  Customs  is  taking  every  pre- 
caution to  strengthen  our  physical  security  to  ensure  that  a  similar  situation  will 
not  recur. 

Customs  has  conducted  several  inventories  over  the  past  years.  The  inventory 
conducted  in  February  1994,  by  SPD,  was  the  first  to  record  reconciliation  of  all  of 
our  seized  and  forfeited  property.  Customs  is  the  first  agency  to  attempt  such  an 
inventory,  tracing  all  property  back  to  the  original  estimates  of  the  seizing  officer. 
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We  have  now  instituted  programs  to  continue  this  practice  and  we  look  forward  to 
a  successful  inventory  this  fall. 

Customs  has  taken  corrective  actions  on  a  broad  scale  to  ensure  the  physical  secu- 
rity of  seized  goods  and  the  accuracy  of  our  records.  Over  the  last  year,  Customs 
has  taken  aggressive  actions  to  address  physical  security  concerns  in  its  seized  prop- 
erty storage  facilities  nationwide.  A  task  force  led  by  Customs  Office  of  Internal  Af- 
fairs was  established  in  the  fall  of  1993  to  identify  problem  areas  and  establish 
plans  for  corrective  actions.  In  all,  121  sites  were  surveyed  to  ensure  that  security 
standards  were  being  met  for  alarm  systems,  alarm  transmission  methods,  super- 
vision of  alarm  transmission,  construction  of  facility  walls,  false  ceilings,  door  and 
window  openings,  and  skylight  or  roof  openings.  Of  the  121  sites  surveyed,  24  sites 
having  the  most  significant  security  concerns  were  identified,  and  targeted  for  cor- 
rective actions.  Two  of  the  24  sites  were  closed  and  are  no  longer  being  used  to  store 
seized  goods.  Phase  II  of  the  Task  Force  action  plan  will  involve  upgrading  existing 
security  at  the  remaining  sites  in  FY  1995. 

A  third  major  step  was  the  creation  of  a  multi-functional  Seized  Property  Task 
Force,  comprised  of  mid  and  senior  managers  from  both  field  and  Headquarters  en- 
tities. Their  recently  completed  report  included  findings  and  recommendations  for 
correcting  problems  identified  with  Customs  Seized  Property  Program,  including  our 
inability  to  safeguard  seized  property  and  to  maintain  accurate  financial  data.  The 
Seizures  and  Penalties  Division  is  currently  developing  an  action  plan  to  implement 
many  of  its  recommendations  and  we  anticipate  that  corrective  actions  will  be  in 
place  during  FY  1995. 

Finally,  Customs  is  also  studying  various  other  options  for  the  accountability  of 
seized  property.  As  an  example,  one  district  is  using  bar  codes  to  identify  and  track 
property.  If  successful,  the  use  of  bar  codes  may  be  implemented  nationwide. 

Along  with  SPD,  Customs  Office  of  Enforcement  also  has  an  important  role  in  the 
safeguarding  of  Customs  held  narcotics,  especially  those  used  in  its  undercover  oper- 
ations. The  Office  of  Enforcement  reported  that  some  drugs  have  been  lost  in  past 
undercover  operations.  These  losses  basically  occurred  during  the  use  of  the  inves- 
tigative technique  known  as  a  "controlled  delivery."  A  controlled  delivery,  as  the 
name  implies,  involves  the  delivery  of  contraband  (or  other  commodities)  to  sus- 
pected violators  who  are  anticipating  receipt  of  the  contraband.  The  purpose  of  the 
controlled  delivery  is  to  disrupt  and  dismantle  criminal  organizations  and  identify 
additional  violators  and/or  obtain  evidence  to  substantiate  a  violation  of  law.  To  cur- 
tail future  losses,  a  national  training  program  has  been  initiated  to  give  Customs 
Special  Agents  and  other  involved  law  enforcement  officers  additional  skills  needed 
to  conduct  successful  controlled  deliveries.  Also,  Customs  policies  and  procedures 
dealing  with  controlled  deliveries  recently  have  been  revised  to  correct  identified 
problem  areas.  Finally,  to  address  questions  about  coordination  of  Customs  treat- 
ment and  handling  of  drugs  with  the  Drug  Enforcement  Administration  (DEA),  new 
procedures  and  implementing  guidelines  are  being  drafted  to  address  the  August  8, 
1994,  Memorandum  of  Understanding  between  the  U.S.  Customs  Service  and  DEA. 

(b)  Customs  procedures  have  not  required  that  the  Office  of  Enforcement  in- 
form the  internal  investigators  or  the  Inspector  General — or  virtually  anyone 
else — when  drugs  have  been  lost  during  operations;  however,  reporting  such 
losses  is  standard  operating  procedure  at  DEA  and  other  law  enforcement  agen- 
cies. Is  Customs  planning  to  change  its  procedures  for  reporting  drug  losses? 

Answer.  On  July  16,  1994,  the  Office  of  Enforcement  and  the  Office  of  Internal 
Affairs  issued  a  memorandum  providing  instructions  to  follow  when  contraband  or 
other  commodities  are  lost  during  enforcement  operations.  These  instructions  re- 
quire the  Special  Agents  in  Charge  to  immediately  notify  the  Customs  Service,  Of- 
fice of  Internal  Affairs,  whenever  a  loss  occurs.  The  Director,  Operations  Division, 
Office  of  Internal  Affairs,  will  ensure  that  the  Treasury  Inspector  General  is  noti- 
fied. These  instructions  have  also  been  incorporated  into  the  revised  Customs  Direc- 
tive on  controlled  deliveries  and  cold  convoys. 

(c)  Customs  recordkeeping  on  its  seized  drug  inventory  appears  to  be  pretty 
sloppy — a  lot  of  drugs  were  accounted  for  only  after  an  intensive  hunt  for  the 
paperwork.  Even  after  searching,  GAO  says  that  Customs  was  unable  to  ac- 
count for  80  pounds  of  drugs.  Do  you  know  what  happened? 

Answer.  The  February  1994  seized  and  forfeited  property  inventory  was  a  major 
step  in  bringing  us  closer  to  providing  the  security  and  audit  accountability  that  will 
set  the  standard  for  all  agencies.  This  inventory  highlighted  weaknesses  in  the  proc- 
essing involved  in  the  safekeeping  and  accountability  of  seized  goods. 

Inventory  discrepancies  account  for  the  vast  majority  of  the  finding  in  the  GAO 
report.  The  chart  on  page  34  of  the  GAO  report  depicts  the  net  changes  in  our  in- 
ventory counts  between  what  our  automated  tracking  system  recorded  as  the  nar- 


101 

cotic  weights  and  what  was  recorded  on  our  paper  documents  and  actually  found 
in  the  Customs  vaults.  The  21,483  pounds  referenced  were  not  missing,  but  is  an 
example  of  our  past  inability  to  properly  maintain  our  automated  files.  Our  1994 
inventory  found  that  the  21,438  pound  difference  represents  the  difference  between 
the  original  estimates  and  the  actual  recorded  scale  weights,  as  well  as  narcotics 

firoperly  disposed  of  but  not  recorded  in  our  automated  systems.  The  GAO  report 
ater  states  that  a  check  of  our  files  "resulted  in  all  but  86  pounds  of  drugs  being 
accounted  for  by  Customs."  This  86  pounds  is  a  very  low  percentage  (.0002)  of  the 
total  436,000  pounds  accounted  for  during  the  inventory.  The  majority  of  the  86 
pounds  resulted  from  poorly  documented  destruction  in  which  the  original  signature 
on  the  destruction  orders  could  not  be  traced  to  specific  seizures. 

Customs  policy  states  that,  when  drugs  are  first  seized,  the  seizing  officer  is  to 
estimate  the  weight  and  establish  a  control  number  for  the  seizure.  An  automated 
record  with  all  relevant  seizure  data  is  immediately  created  in  the  Treasury  En- 
forcement Communications  System  (TECS).  This  information  is  then  downloaded, 
usually  within  24  hours,  into  our  inventory  system,  the  Customs  Property  Tracking 
System  (CPTS).  When  the  narcotics  are  delivered  to  our  storage  vaults,  they  are  ac- 
curately weighed  on  scales.  The  custodian  verifies  the  gross  weight  of  each  parcel 
and  weighs  or  otherwise  determines  the  quantity  of  unsealed  controlled  substances 
from  the  wrapping  in  which  found.  (Note:  Narcotics  seizures  received  under  seal  are 

accepted  "as  is"  and  the  CF-6051  annotated  "received  under  Customs  Seal  # 

accepted  without  verification".) 

Our  inventory  found  that  the  accurate  scale  weights  were  not  updated  in  CPTS 
at  several  of  our  storage  locations.  Therefore,  the  automated  system  carried  only  the 
original  estimated  weight  going  into  the  inventory.  This  difference  also  includes  dis- 
crepancies in  the  same  cities  where  the  narcotics  had  been  destroyed  or  transferred 
to  other  law  enforcement  entities,  but  CPTS  had  not  been  updated. 

(d)  Customs  has  been  criticized  for  problems  in  this  area  for  a  long  time  now. 
Why  haven't  things  gotten  any  better? 

Answer.  Although  Customs  has  been  criticized  for  the  last  few  years,  we  have  in- 
deed made  substantial  improvements  in  asset  management.  During  the  February 
1994  inventory  of  seized  property,  it  was  demonstrated  that  the  property  in  Cus- 
toms custody  is  well  maintained.  Out  of  over  27,600  line  items,  approximately  70 
were  recorded  as  missing  during  the  inventory  and  the  majority  of  those  were  small, 
low  value  items  which  were  most  likely  disposed  of  without  properly  following  the 
documentation  procedures.  Nevertheless,  Customs  has  taken  a  number  of  steps  to 
improve  management  of  this  sensitive  area. 

Customs  has  been  far  ahead  of  other  federal  agencies  in  tracking  seized  property 
by  developing  an  automated  tracking  system  (CPTS  and  related  modules  in  ACS). 
However,  as  with  any  "new"  system,  users  were  not  familiar  with  it  and  resisted 
using  it.  Likewise,  Customs  priorities  were  on  the  legal  processing  of  a  seizure  case 
and  not  on  the  daily  tracking  and  location  information  relating  to  a  single  item.  Per- 
sonnel with  responsibility  for  custody  of  seized  property  were  most  often  of  lower 
grades,  not  trained,  and  frequently  handled  property  as  collateral  duties.  Customs 
has  worked  to  address  these  conditions  by  establishing  over  100  seized  property  cus- 
todian and  specialist  positions,  upgrading  the  positions  commensurate  with  the  de- 
gree of  responsibility;  and  providing  intensive  training. 

Fines,  Penalties,  and  Forfeitures  (FP&F) — which  includes  seized  property — has 
become  an  integral  part  of  all  basic  inspector,  import  specialist,  and  special  agent 
classes.  The  role  of  FP&F — which  includes  seized  property — is  explained  and  the 
need  for  Customs  other  disciplines  to  work  with  the  FP&F  officers  to  provide  accu- 
rate and  timely  data  is  stressed.  Many  district  FP&F  officers  are  providing  in-house 
training  for  the  seizing  officers  so  that  the  initial  input  in  TECS  is  more  accurate. 
Each  Resident  Agent  in  Charge  (RAC)  office  has  an  FP&F  liaison  person  who  is  re- 
sponsible for  matters  relating  to  FP&F  matters,  most  of  which  involve  seized  prop- 
erty. Likewise,  many  districts  have  established  an  Inspection  and  Control  FP&F  li- 
aison person  at  the  port  level. 

Directives  and  procedures  have  been  developed,  updated  and  distributed  to  the 
field  which  more  clearly  define  the  specific  duties  of  seizing  officers  and  custodians 
of  property.  Because  a  few  districts  failed  to  correctly  and  properly  update  the  auto- 
mated system,  Customs  is  now  underscoring  the  need  to  verify  quantity  and  weight 
upon  receipt  and  to  have  the  automated  system  promptly  updated. 

Taken  together,  all  of  the  actions  have  raised  the  attentiveness  of  Customs  per- 
sonnel to  maintaining  effective  controls  over  seized  property.  Customs  seized  prop- 
erty program  will  continue  to  improve  over  the  next  two  years  with  the  implementa- 
tion of  the  recommendations  of  the  Seized  Property  Task  Force  and  continued  em- 
phasis on  the  management  of  seized  property. 
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Customs  is  now  developing  a  personal  computer-based  automated  system  which 
will  enable  us  to  provide  the  information  needed  for  inventory  and  financial  state- 
ments. Pilot  programs  will  be  conducted  in  two  districts  before  it  is  implemented 
nationwide  and  these  are  expected  to  be  operational  by  the  beginning  of  calendar 
year  1996. 

Internal  Controls 

Question  6.  It  would  appear  that  Customs  doesn't  have  very  good  control  in  the 
area  of  drawback  claims,  which  are  refunds  on  duties — Customs  can't  be  sure  of 
payments  worth  hundreds  of  millions  of  dollars. 

(a)  Does  Customs  know  how  much  it  may  have  inadvertently  paid  out? 
Answer.  Ensuring  that  a  drawback  claim  is  valid  before  a  refund  is  issued  is  the 

primary  function  of  each  drawback  office.  This  is  accomplished  through  examination 
of  import  and  export  documentation,  analysis  of  contract  proposals,  calculation  of 
drawback  amounts,  and  in  some  cases,  physical  examination  of  the  exported  mer- 
chandise. If  it  is  suspected  that  a  claim  is  fraudulent,  it  is  turned  over  to  the  Office 
of  Enforcement.  If  it  is  suspected  that  there  may  be  other  problems  with  the  claim, 
drawback  offices  will  either  request  additional  information  from  the  claimant,  deny 
the  claim,  or  turn  it  over  to  the  Office  of  Regulatory  Audit.  Therefore,  we  are  not 
aware  of  any  claims  that  have  been  paid  inadvertently. 

However,  Customs  is  proceeding  with  plans  to  implement  a  compliance  review 
program  for  the  Drawback  Program  to  comply  with  provisions  of  the  Modernization 
Act.  Customs  Drawback  Program  staff  are  making  progress  on  the  draft  procedures 
for  this  effort  which  should  provide  a  comprehensive  assessment  of  controls  over 
this  program. 

(b)  Does  Customs  plan  to  get  any  of  that  money  back,  and  what  is  being  done 
to  gain  better  control  over  payments  on  drawback  claims  in  the  future. 

Answer.  As  stated  above,  there  are  no  specific  claims  that  we  are  aware  of  that 
were  paid  inadvertently.  If  problems  with  claims  are  suspected,  there  are  a  number 
of  actions  Customs  will  take  as  described  above.  Another  method  Customs  will  have 
for  dealing  with  claims  involving  either  fraud  or  negligence  is  the  new  civil  penalty 
provision  that  was  included  in  the  Customs  Modernization  Act. 

The  new  automated  system  for  drawback  that  will  go  into  effect  on  October  1, 
1994,  will  make  the  processing  of  claims  more  efficient,  and  will  facilitate  checking 
the  validity  of  claims. 

Question  7.  GAO  found  that  Customs  had  not  resolved  a  $32  million  backlog  of 
differences  between  the  agency  and  Treasury — at  least  one  half  of  it  was  more  than 
a  year  old.  What  progress  are  you  making  to  fix  this  problem?  What  does  this  say 
about  the  state  of  your  systems  and  internal  controls? 

Answer.  Customs  has  taken  aggressive  action  to  reduce  the  unreconciled  dif- 
ference of  $32  million.  For  example,  when  Customs  offices  recently  reviewed  their 
entire  BCA,  there  was  a  net  reduction  of  prior  year  non-custodial  amounts  by  59 
percent  (or  $11  million).  This  does  not  translate  into  a  direct  dollar  for  dollar  reduc- 
tion of  the  balance  in  the  BCA,  since  new  items  are  constantly  being  added  to  the 
BCA.  However,  it  does  reflect  the  progress  we  have  made  to  date  in  reconciling  pre- 
vious account  items,  and  our  current  plans  to  change  the  method  of  posting  and  rec- 
onciling BCA  items  should  result  in  a  future  significant  reduction  in  the  BCA  bal- 
ance. 

To  date,  we  have  established  new  review  procedures  under  which  all  items  great- 
er than  $5,000  and  over  1  year  old  are  reviewed  and  removed  more  timely  from  our 
BCA.  Automated  reports  are  being  enhanced  and  will  be  reviewed  on  an  ongoing 
basis  to  ensure  the  timeliness  of  these  actions.  Additionally,  we  have  identified 
items  that  are  custodial  revenue.  These  items,  such  as  offers-in-compromise,  cash 
in  lieu  of  surety,  and  refunds  being  held  for  bankrupt  companies,  cannot  be  adjusted 
until  certain  legal  or  other  actions  are  taken.  These  amounts  are  being  appro- 
priately maintained  in  the  BCA  and  will  be  reported  as  custodial  revenue  on  Cus- 
toms financial  statement. 

Our  plans  are  to  modify  the  Automated  Commercial  System  to  preclude  the  post- 
ing of  certain  items  to  the  BCA.  This  will  result  in  more  timely  and  accurate  report- 
ing of  these  collections  to  Treasury,  because  these  items  will  be  posted  to  the  appro- 
priate account  immediately.  In  addition,  a  standard  method  of  identifying  items  in- 
cluded in  the  BCA  (such  as  for  custodial  revenue  described  above)  will  be  imple- 
mented by  October  1,  1994,  which  will  further  improve  internal  controls  in  this 
area.  These  enhancements  along  with  continued  management  emphasis  will  further 
reduce  the  amount  of  funds  in  the  BCA. 
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WRITTEN  QUESTIONS  FROM  CHAIRMAN  GLENN  TO  LARRY  J.  EISENHART, 
DEPARTMENT  OF  STATE,  AND  THE  RESPONSES 

Audit  Issues 

Question  1.  State  expects  to  have  only  a  very  small  percentage  of  its  budget  au- 
dited for  the  next  3  or  4  years.  Other  accounts— such  as  salaries  and  building  main- 
tenance expense— will  take  years  to  audit.  Is  there  any  way  to  shorten  this  time 

frame? 
Are  there  any  areas  where  an  IG  audit  might  be  helpful  in  identifying  problems 

or  short-term  solutions?  . 

Answer.  Unfortunately,  due  to  poor  financial  systems  and  inadequate  records,  it 
will  be  extremely  difficult  to  reduce  the  timeframe  for  producing  fully  auditable  fi- 
nancial statements  for  the  Diplomatic  and  Consular  Programs  (D&CP),  Salaries  and 
Expenses  (S&E),  and  Foreign  Building  Operations  (FBO)  accounts.  We  are  working 
closely  with  the  IG  and  have  acquired  additional  support  from  a  CPA  firm  to  try 
to  shorten  the  timeframe.  However,  our  goal  remains  to  have  fully  auditable  state- 
ments for  FY  1997.  „     J  .  .       - 

The  CFO  Act  requires  financial  statements  for  trust  funds,  revolving  funds,  and 
activities  that  perform  substantial  commercial  functions.  These  entities  comprise  ap- 
proximately 35  percent  of  the  Department's  budget  authority.  The  Department  pre- 
pares statements  for  its  revolving  and  trust  funds,  and  the  entire  D&CP,  S&E  and 
FBO  accounts  (instead  of  only  those  segments  that  perform  commercial  activities). 
In  doing  so,  the  Department  has  expanded  the  amount  of  its  budget  covered  by  fi- 
nancial statements  to  65  percent.  The  remaining  35  percent  of  the  Department  s 
budget  authority  is  primarily  composed  of  general  fund  accounts  for  grants  and  con- 
tributions. We  hope  to  include  these  entities  in  the  FY  1997  statements. 

We  have  been  working  with  the  IG  to  improve  the  percentage  of  budget  audited. 
For  Fiscal  Year  1994,  all  trust  and  revolving  funds  will  be  audited.  In  addition,  au- 
dits will  be  performed  on  significant  portions  of  the  D&CP,  S&E  and  FBO  accounts 
These  actions  will  increase  the  percentage  of  budget  subject  to  audit  from  15  to  40 
percent  For  example,  the  IG  has  started  an  audit  of  the  Department's  payroll  sys- 
tem for  Americans  and  will  review  the  systems  used  by  FBO  to  manage  resources. 
American  civilian  payroll  costs  account  for  nearly  50  percent  of  the  D&CP,  S&E  ap- 
propriations. FBO  manages  the  Department's  real  property  (valued  at  $8  to  10  bil- 
lion) overseas  and  receives  an  annual  appropriation  of  about  $450  million.  We  will 
continue  to  work  with  the  IG  to  increase  the  amount  of  audit  coverage  each  year. 

We  have  developed  a  productive  working  relationship  with  the  IG.  We  have  on 
several  occasions  requested  and  received  their  help  in  identifying  solutions  to  finan- 
cial reporting  and  operational  issues.  For  example,  as  part  of  its  review  of  FBO  s 
real  property  operations,  the  IG  will  help  develop  a  valuation  methodology  for  as- 
sets. This  is  a  critical  step  to  improve  the  reporting  of  the  Department's  assets. 

Interim  Actions 

Question  2.  The  Inspector  General  has  reported  that  State's  disbursing  offices  lack 
complete,  up-to-date  operating  policies  and  procedures.  These  are  problems  that  can 
be  addressed  right  now. 

Have  you  corrected  this  situation  yet?  How  can  you  hold  start  accountable  tor 
doing  the  right  things  if  they  don't  know  what  the  right  things  are? 

The  IG  also  reported  that  bank  and  subsidiary  accounts  are  not  being  reconciled. 
Is  this  because  there  are  no  reconciliation  policies  and  procedures  or  because  staff 
are  not  following  the  rules? 

Answer.  We  have  updated  disbursing  policies  and  procedures  since  the  lyyu  In- 
spector General  Report.  Our  disbursing  operations  use  a  number  of  policies  and  pro- 
cedures ranging  from  the  Treasury  Financial  Manual  (TFM)  tc  manuals  specifically 
written  for  our  particular  systems  and  software.  The  TFM  is  updated  regularly  and 
distributed  to  the  disbursing  centers.  When  we  made  the  last  major  revision  to  our 
software  in  1992,  our  internal  policies  and  procedures  manual  was  updated.  This 
revision  (OFMS  2.08)  and  related  changes  also  made  it  significantly  easier  for 
USDOs  to  understand  and  comply  with  policy  and  procedure,  by,  for  example,  re- 
quiring obligations  before  disbursements  and  standardizing  all  reference  files  world- 
wide. Most  significantly,  we  have  greatly  reduced  the  number  of  disbursing  offices: 
18  of  the  19  disbursing  centers  have  been  closed  and  their  work  recentrahzed  to  the 
Department's  3  Regional  Financial  Service  Centers  (RFSC).  These  centers  are  now 
in  the  Bureau  of  Finance  and  Management  Policy  and  report  to  the  Chief  Financial 
Officer.  Previously  they  were  a  part  of  the  Information  Management  Bureau  and 
acted  merely  as  processing  centers.  The  staffs  at  the  RFSCs  consist  of  professional 
accountants  and  other  financial  management  specialists  who  are  knowledgeable  of 
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the  relevant  laws  and  GAO/Treasury/State  Department  financial  management  regu- 
lations, policies,  and  procedures. 

Since  the  1991  Inspector  General  Report,  we  have  started  a  comprehensive  pro- 
gram to  reconcile  bank  and  subsidiary  accounts.  Bank  account  reconciliation  is  now 
a  priority  workload  factor  and  additional  staff  have  been  employed  to  catch  up  with 
our  backlog.  Recentralizing  disbursing,  as  mentioned  above,  reduced  the  number  of 
outstanding  bank  accounts  needing  reconciliation.  While  progress  has  been  made 
there  is  still  work  to  be  done  before  we  can  claim  to  be  current  for  all  of  our  active 
accounts.  We  have  made  steady  progress  in  reconciling  23  old,  inactive  accounts  and 
hope  to  have  these  closed  by  the  end  of  the  year.  We  have  started  a  program  to 
reconcile  our  budget  clearing  accounts  (BCAs)  with  Treasury.  To  date,  our  efforts 
have  reduced  our  balances  from  over  $50  million  to  under  $16  million.  BCAs  at  five 
of  our  former  disbursing  centers  are  completely  reconciled  and  the  disbursing  sym- 
bols closed.  Two  additional  disbursing  centers  are  also  reconciled  and  we  have  asked 
Treasury  to  close  them.  We  expect  to  complete  our  initial  reconciliation  of  all  BCAs 
this  month. 

CFO  Organization 

Question  3.  GAO  and  the  IG  have  raised  concerns  about  State's  ability  to  attract 
the  necessary  qualified  technical  staff  in  both  the  information  systems  and  account- 
ing areas. 

Do  you  agree  with  this  assessment?  What  is  State  doing  to  attract  or  develop  the 
expertise  it  needs? 

Answer.  Yes,  we  basically  agree  with  this  assessment.  Furthermore,  the  prevailing 
requirement  to  downsize  the  Department's  staffing  and  resource  levels  further 
hinders  our  ability  to  recruit  or  even  retain  technical  expertise.  The  Department, 
however,  is  pursuing  strengthening  of  its  technical  staff  expertise  in  a  number  of 
ways.  We  have  revised  and  revived  a  civil  service  Financial  Management  Career 
Program  and  a  foreign  service  Financial  Management  Specialist  program  for  the  De- 
partment. These  have  included  improved  recruitment,  training  and  career  tracks. 
CFO  representatives,  for  instance,  now  staff  the  panels  that  select  new  foreign  serv- 
ice financial  management  personnel,  the  CFO's  staff  participates  in  the  foreign  serv- 
ice assignment  process  for  financial  managers  and  a  training  and  certification  pro- 
gram exists  for  certifying  officers  for  the  first  time. 

Question  4.  I  was  glaa  to  read  that  State  recently  reorganized  to  bring  all  of  the 
overseas  financial  activities  under  the  purview  of  the  CFO — GAO  felt  this  step  was 
necessary  if  State  was  to  be  completely  in  line  with  the  intent  of  the  CFO  Act. 

What  kinds  of  activities  had  to  be  realigned  in  the  reorganization? 

What  benefits  have  you  seen  so  far  from  the  reorganization? 

Answer.  The  overseas  financial  activities  that  were  brought  under  the  Chief  Fi- 
nancial Officer  (CFO)  during  the  recent  reorganization  were  the  three  Regional  Fi- 
nancial Service  Centers  (RFSC)  in  Paris,  Bangkok,  and  Mexico  City,  and  United 
States  disbursing  offices  at  19  of  our  largest  embassies.  This  change  has  already 
produced  a  number  of  benefits.  To  date,  the  CFO  has  been  able  to  close  18  of  the 
19  disbursing  offices  and  recentralize  their  activities  under  the  control  of  the 
RFSCs.  The  accounting  activities  of  these  entities,  however,  still  remain  with  the 
embassies.  These  activities  will  be  recentralized  to  FMP's  RFSCs  over  the  next  five 
years  as  we  implement  the  Department's  new  Integrated  Financial  Management 
System.  Placing  the  RFSCs  and  disbursing  processing  under  CFO  organization  has 
enabled  us  to  establish  effective  control  over  the  accounting  functions  performed  at 
the  RFSCs  and  disbursing.  Furthermore,  we  have  been  able  to  control  system 
changes  and  more  effectively  implement  policy  and  procedures  governing  financial 
management.  Control  over  overseas  financial  management  activities  has  allowed  us 
to  start  consolidating  our  multiple,  noncompatible  financial  systems.  For  example, 
we  have  eliminated  the  separate  Accounting,  Disbursing,  and  Foreign  Service  Na- 
tional (FSN)  Payroll  Systems  used  in  Latin  America  and  we  are  on  the  verge  of 
eliminating  the  FSN  pay  system  in  the  Asian  region.  Control  over  the  financial  and 
disbursing  centers  has  also  allowed  us  to  standardize  reference  files  worldwide,  in- 
stitute important  controls  over  obligations,  disbursements,  foreign  currency  manage- 
ment, and  cashiering.  All  cashiers  and  certifying  officers,  for  example,  must  now 
pass  a  written  test  and  be  designated  by  the  CFO's  organization. 

Computer  Security 

Question  5.  As  I  understand  it,  you  (Larry  Eisenhart)  are  responsible  for 
overseeing  and  managing  State's  financial  systems  initiative. 

How  is  that  progressing — will  the  new  systems  be  phased  in  or  will  we  have  to 
wait  until  the  year  2000  to  see  any  systems  improvements? 
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Has  anyone  in  the  CFO  organization  tested  the  current  systems  to  ensure  that 
security  weaknesses  are  not  allowing  fraudulent  transactions  to  be  entered? 

Answer.  State's  Integrated  Financial  Management  System  (IFMS)  program  is  pro- 
ceeding according  to  plan.  We  are  on  schedule  to  implement  the  initial  operating 
capability  of  IFMS  at  our  overseas  Regional  Finance  Centers  and  several  overseas 
posts  in  Fiscal  Year  1996.  We  will  then  proceed  with  a  phased  implementation  as 
the  resources  become  available  to  equip  all  other  overseas  posts  and  domestic  bu- 
reaus between  then  and  the  year  2000. 

In  addition,  we  are  proceeding  with  our  initial  Beta  test  for  IFMS  by  installing 
a  preliminary  IFMS  "small  embassy  package"  for  time  and  attendance,  cashiering 
and  accounting  data  input  at  Embassy  Stockholm  late  in  calendar  year  1994.  De- 
pending upon  the  degree  of  user  acceptance  of  this  package,  we  are  tentatively  plan- 
ning on  implementing  it  during  calendar  year  1995  at  several  automation-starved 
posts,  primarily  the  Newly  Independent  States  of  the  former  Soviet  Union. 

We  are  also  proceeding  towards  an  early  implementation  of  a  TRAVEL  capability 
which,  through  use  of  an  off-the-shelf  software  package,  will  reengineer  and  simplify 
travel  processing  in  the  Department.  Installation  of  this  capability  will  begin  in  FY 
1995. 

All  of  the  financial  information  systems  in  the  CFO  organization  have  been  tested, 
to  varying  degrees,  to  ensure  that  security  weaknesses  are  not  allowing  fraudulent 
transactions  to  be  entered.  However,  our  resources  have  been  concentrated  on  the 
more  critical  and  high-volume  financial  systems  (i.e.  payroll,  accounting  and  dis- 
bursing). Unfortunately,  as  both  our  own  internal  reviews  and  external  reviews 
(GAO,  OIG,  etc.)  have  highlighted,  several  of  our  older  legacy  financial  systems  lack 
the  necessary  security  to  completely  prohibit  fraudulent  transactions  from  being  en- 
tered. Once  identified,  we  have  implemented,  wherever  possible,  system  or  proce- 
dural controls  to  eliminate  or  reduce  the  identified  security  weaknesses. 

In  addition,  for  our  most  recently  developed  accounting  and  disbursing  systems 
(CFMS  and  OFMS),  we  have  instituted  testing,  controls  and  procedures  which  have 
greatly  enhanced  our  ability  to  ensure  that  when  they  were  put  into  production, 
fraudulent  transactions  could  not  be  entered.  Similar  testing,  controls  and  proce- 
dures are  also  being  implemented  as  a  cornerstone  of  the  IFMS  development  effort. 

Lost  Revenue 

Question  6.  GAO  and  the  IG  have  reported  that  State  does  not  effectively  manage 
its  foreign  currency  bank  accounts  or  exercise  sufficient  oversight  and  control  over 
$2  billion  in  foreign  currency  and,  as  a  result,  State  risks  billions  of  dollars  to  fraud, 
waste,  and  abuse. 

Will  the  new  consolidation  of  disbursing  offices  take  care  of  this  problem? 

Have  you  worked  with  GAO  and  the  IG  to  ensure  your  regional  offices  have  the 
necessary  controls  to  minimize  your  risk? 

Answer.  The  CFO  has  made  marked  progress  in  reconciling  and  managing  its  for- 
eign currency  purchases  and  bank  accounts  since  the  1991  Inspector  General  Re- 
port. Since  that  report,  we  have  established  a  separate  International  Financial  Serv- 
ices Directorate  with  responsibility  for  oversight  of  overseas  USDO  activities.  Con- 
solidation of  the  19  disbursing  offices  under  the  control  of  the  CFO  has  significantly 
reduced  the  number  of  bank  accounts  and  foreign  currency  purchases  thus  helping 
to  reduce  the  level  of  risk  associated  with  these  activities.  More  importantly,  how- 
ever, is  the  level  of  accounting  knowledge  and  the  emphasis  on  internal  controls 
that  the  RFSCs  exercise  over  these  activities. 

In  addition  to  improving  the  level  of  expertise  associated  with  overseas  processing 
of  financial  transactions  the  Department's  Inspector  General's  Office  has  become  an 
important  resource  for  the  CFO  to  ensure  that  financial  management  practices  are 
being  employed  properly  at  the  post  level.  Regular  meetings  are  held  with  OIG  rep- 
resentatives to  discuss  findings  and  recommendations  and  suggestions  on  future  au- 
dits. In  addition,  we  have  actively  sought  out  their  assistance  on  such  new  initia- 
tives as  the  recently  introduced  Machine  Readable  Visa  program.  Their  suggestions 
and  involvement  eased  its  implementation. 

Liaison  with  Treasury  has  significantly  improved  and  they  are  actively  working 
with  us  on  currency  purchasing  policy  and  problem  resolution.  Exchange  rate  losses 
experienced  in  FY  1992  were  reversed  in  FY-93  and  policies  and  procedures  were 
implemented  to  prevent  future  losses.  FY  1994  foreign  currency  purchases,  as  of  the 
end  of  July,  have  produced  several  million  dollars  in  gains  despite  the  generally 
weak  position  of  the  U.S.  dollar  this  year.  An  automated  database  for  monitoring 
foreign  currency  purchases  and  account  balances  worldwide  was  developed  and  put 
into  operation.  Specific  modules  for  disbursing,  currency-purchasing,  cashiering,  and 
banking  are  part  of  the  new  Integrated  Financial  Management  System  now  under 
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development.  We  expect  to  complete  and  test  the  cashiering  module  in  the  second 
quarter  of  FY  1995. 

Property 

Question  7.  Over  the  past  few  years,  GAO  and  the  IG  have  reported  that  State 
does  not  have  relevant,  useful,  and  reliable  information  on  the  government's  invest- 
ments in — and  on  the  cost  to  maintain  and  use — real  and  personal  property.  Recent 
figures  show  that  State's  overseas  posts  own  or  lease  property  worth  $12  to  $15  bil- 
lion. 

What  is  State  doing  now  to  improve  this  information?  Does  State  have  plans  to 
conduct  physical  inventories  over  the  next  year? 

In  a  related  matter,  the  IG  reported  that,  after  excess  property  is  sold,  it  takes 
as  long  as  three  years  for  the  sales  proceeds  to  be  recorded  in  the  accounting  sys- 
tems and  become  available  for  use — what  takes  so  long? 

Answer.  The  NEPA  system,  used  for  tracking  all  personal  property  except  security 
and  communications  equipment,  is  operational  for  all  domestic  bureaus  and  approxi- 
mately 200  posts  overseas.  Approximately  98  percent  of  the  FY  1992  inventories 
were  certified  by  officers  as  complete  and  reconciled.  Implementation  of  the  auto- 
mated security  equipment  inventory  system  (PAMS)  at  domestic  and  overseas  loca- 
tions is  complete  and  the  initial  inventory  was  reconciled  in  November  1993.  Work 
continues  on  implementing  the  automated  property  system  for  communication 
equipment  (WPAS).  WPAS  inventories  are  scheduled  for  completion  by  the  end  of 
1994,  and  reconciliation  is  scheduled  to  be  completed  by  the  end  of  1995. 

The  Department's  investments  in  overseas  real  property  assets  are  reported  in  the 
Office  of  Foreign  Building  Operations'  (FBO)  Real  Estate  Management  System 
(REMS).  REMS  is  a  standardized  worldwide  automated  information  system  de- 
signed to  track  and  manage  overseas  U.S.  Government  owned  and  leased  properties. 
REMS  maintains  an  inventory  of  these  real  property  assets  and  provides  manage- 
ment information  on  the  characteristic  and  use  of  these  properties. 

REMS  is  not  integrated  with  other  corporate  financial  systems  that  process  and 
record  the  Department's  outlays  related  to  these  assets.  Therefore,  while  REMS  ade- 
quately captures  the  inventory  of  FBO's  real  property,  it  does  not  contain  reliable 
historical  cost  information  for  financial  reporting  purposes.  As  part  of  their  FY  1994 
financial  statement  audit,  the  IG  is  planning  to  review  REMS  and  has  agreed  to 
help  develop  a  valuation  methodology  for  these  assets.  In  addition,  the  IG  will  as- 
sess the  accuracy  of  the  existing  real  property  record  keeping  and  what  procedural 
or  systems  changes  are  needed  to  capture  essential  financial  management  data. 

The  Department  is  working  to  integrate  REMS  with  the  new  Integrated  Financial 
Management  System  (IFMS).  We  believe  that  the  current  technologies  available  can 
facilitate  the  integration  of  data  between  the  two  systems.  By  doing  so,  we  will  be 
able  to  accurately  account  for  the  Department's  investments  in  overseas  real  prop- 
erty in  our  financial  statements. 

Internal  Controls 

Question  8.  The  financial  audit  of  the  International  Center  found  that  the  Center 
had  not  deposited  or  recorded  lease  fees  of  nearly  $7  million  received  from  foreign 
governments — instead  the  Center  invested  the  funds  and  used  the  interest  to  main- 
tain its  buildings,  which  was  not  authorized. 

Didn't  the  Center  staff  know  that  this  practice  was  unallowable?  What  have  you 
done  to  see  this  doesn't  happen  again? 

Answer.  Since  its  inception,  all  lease  fees  collected  at  the  International  Chancery 
Center  have  been  recorded  and  deposited  into  the  International  Center  Trust  Fund. 
The  trust  fund  was  established  in  1978  after  efforts  to  negotiate  regular  leases 
proved  relatively  unsuccessful.  Foreign  governments  were  unwilling  to  make  pay- 
ments to  the  Department  fearing  that  such  funds  might  be  lost  if  development  failed 
because  of  under-funding.  As  a  result,  lease  agreements  required  establishment  of 
the  Development  Trust  Fund,  which  functions  as  an  escrow  account  into  which  lease 
payments  are  deposited.  The  trust  fund  provides  that  such  funds  do  not  become 
available  to  the  Department  at  time  of  deposit,  and  do  not  constitute  "proceeds"  un- 
less and  until  appropriate  certifications  are  made  that  funds  are  necessary  for  addi- 
tional performance  of  work  on  the  project.  Until  such  certifications  are  made,  the 
Department,  pursuant  to  the  terms  of  each  lease,  is  precluded  from  asserting  any 
rignt,  title  or  interest,  in  or  to  such  deposits. 

In  a  legal  opinion  issued  July  25,  1985,  the  Office  of  the  Legal  Adviser  stated  "The 
Development  Trust  Fund  method  of  financing  the  project  is  consistent  with  Congres- 
sional purpose  in  authorizing  the  project".  It  was  also  noted  that  the  Trust  Fund 
was  expected  to  remain  in  effect  until  substantial  completion  of  development  and 
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construction  activity  on  the  site.  The  Bureau  of  Administration  has  requested  a 
legal  opinion  from  the  Office  of  the  Legal  Advisor  (L/LM)  as  to  what  constitutes 
"substantial  completion  of  the  activity"  and  will  move  forward  expeditiously  should 
L/LM  issue  an  opinion  that  the  development  is  substantially  complete  and  that  the 
Trust  Fund  should  be  closed  and  the  funds  moved  into  a  Treasury  account. 

The  assertion  that  "the  Center  invested  the  funds  and  used  the  interest  to  main- 
tain its  buildings,  which  was  not  authorized"  is  incorrect.  No  lease  or  interest  re- 
ceipts from  the  Trust  Fund  have  been  used  to  maintain  buildings.  Operation  of  the 
sole  federal  building  on  the  site  is  funded  through  payment  of  fees  by  other  execu- 
tive agencies  for  the  lease  or  use  of  the  facility  and  has  been  funded  only  to  such 
extent  or  in  such  amounts  that  were  provided  in  advance  in  Appropriation  Acts. 

The  maintenance  of  buildings  may  have  been  confused  with  the  International 
Chancery  Project  (ICP)  financial  audit  findings  which  suggested  that  funds  used  for 
site  maintenance  have  not  been  appropriated  in  advance,  as  required  by  PL  97-186. 
While  we  are  not  in  disagreement  with  the  fact  that  maintenance  funds  must  be 
appropriated  in  advance,  we  do  however,  differ  with  the  audit  as  to  what  constitutes 
maintenance  versus  development  costs.  Of  the  23  lots  located  at  the  Center,  18  are 
leased  to  foreign  governments,  one  is  occupied  by  the  federal  building,  and  four  are 
currently  available  for  leasing.  Only  eight  chanceries  and  the  federal  building  have 
been  constructed.  We  have  interpreted  ongoing  upkeep  of  the  site  (i.e.,  road  im- 
provements, common  area  upkeep,  landscaping,  minor  repairs,  etc.)  required  during 
development  as  part  of  the  development  costs,  not  site  maintenance.  After  develop- 
ment is  complete,  we  will  "maintain"  the  common  areas.  The  Bureau  of  Administra- 
tion has  requested  a  legal  opinion  to  determine  when  development  ends  and  mainte- 
nance begins  and  will  take  corrective  action  immediately  should  it  be  determined 
that  maintenance  of  the  grounds  during  the  development  phase  is  considered  "main- 
tenance" and  funds  must  be  appropriated  in  advance. 

WRITTEN  QUESTIONS  FROM  CHAIRMAN  GLENN  TO  WILLIAM  E.  FLYNN  III, 
OFFICE  OF  PERSONNEL  MANAGEMENT,  AND  THE  RESPONSES 

Interim  Actions 

Question  1.  OPM's  Inspector  General  found  that  some  job  descriptions  and  stand- 
ard operating  procedures  haven't  been  updated  in  15  years.  And  he  found  that  not 
much  improvement  had  occurred  in  the  3  years  since  the  problem  was  first  reported 
to  management. 

Why  wasn't  this  issue  addressed  immediately?  How  can  we  make  people  account- 
able if  we  don't  provide  them  with  current,  written  rules  and  responsibilities? 

Answer.  We  agree  fully  that  updating  our  operating  procedures  is  an  important 
part  of  improving  our  financial  management  practices,  and  are  working  toward  that 

foal.  Over  the  past  several  years,  we  nave  had  to  dedicate  our  most  experienced  and 
nowledgeable  staff  to  keeping  pace  with  large-scale  changes  that  have  occurred  in 
our  financial  management  environment.  Their  expertise  has  contributed  to  our  suc- 
cesses in  meeting  the  demands  placed  on  us  by  major  legislation  and  Treasury  and 
OMB  initiatives  and  will  be  heavily  relied  on  to  prevent  any  deterioration  in  serv- 
ices during  this  period  of  declining  resources.  We  are  nonetheless  committed  to  doc- 
umenting our  procedures  and  plan  to  complete  the  project  in  FY  1996. 

In  addition,  some  of  our  job  descriptions  are  outdated.  Job  descriptions  are  in- 
tended to  serve  as  general  descriptions  of  duties  and  responsibilities,  and  will  be  up- 
dated. 

Computer  Security 

Question  2.  I  am  very  concerned  about  OPM's  computer  security  weaknesses  that 
might  leave  the  government  open  to  losses  from  fraud  or  errors. 

Isn't  it  possible  for  someone  to  access  one  of  the  trust  fund  systems  and  write  a 
fraudulent  benefit  check  to  himself?  Has  management  performed  any  tests  of  its 
systems  or  its  benefit  payments  to  look  for  this  kind  of  fraud  and  what,  if  anything, 
have  you  found? 

The  IG  has  reported  that  your  systems  are  not  using  edit  checks  or  error  reports 
to  look  for  problem  payments.  Why  not— aren't  these  iust  good,  basic  controls? 

What  have  you  done  to  provide  an  audit  trail  for  all  initiated  transactions  or  data 
modifications  on  the  trust  fund  systems? 

Answer.  We  feel  confident  we  have  taken  reasonable  steps  to  prevent  access  to 
our  systems  for  unlawful  purposes.  We  have  long  had  adequate  separation  of  duties 
so  that  no  one  person  nor  one  organization  can  both  authorize  and  certify  a  pay- 
ment. 
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Pursuant  to  the  Inspector  General's  recommendations,  we  have  taken  action  to 
upgrade  our  security  environment.  As  a  first  step,  we  have  purged  obsolete  access 
codes  and  established  a  process  to  maintain  a  current  listing  of  system  users. 

In  addition,  we  have  modified  our  computer  security  software,  implementing  an 
Access  Control  Facility  (ACF2)  that  enhances  our  ability  to  control  access  to  our  sys- 
tems and  the  data  residing  on  them.  Unauthorized  access  attempts  are  aborted  by 
ACF2,  and  a  log  of  violations' is  generated.  User  access  is  automatically  suspended 
after  five  security  violations,  and  violators  are  required  to  renew  their  clearances 
through  a  security  officer. 

The  ACF2  also  provides  audit  trails.  Access  is  traced  from  the  moment  users  sign 
on  until  they  sign  off.  In  addition  to  the  ACF2  system,  many  of  our  financial  man- 
agement systems  have  edit  checks  in  place  to  provide  additional  levels  of  internal 
security.  The  adequacy  and  number  of  these  edits  have  not  yet  reached  a  point 
where  we  are  totally  satisfied  with  them,  and  we  are  working  to  achieve  further  im- 
provements in  the  area  of  data  security. 

Lost  Revenue 

Question  3.  The  IG  found  that  the  Retirement  and  Insurance  Group  could  not 
identify  missing  agency  contributions  and  did  not  estimate  the  late  payment 
amounts  as  allowed  by  Treasury.  As  a  result,  OPM  lost  approximately  $15  million 
in  interest  over  a  three  year  period. 

Do  you  agree  with  this  estimate  and  what  are  you  doing  to  ensure  that  OPM  esti- 
mates any  late  payments  so  it  doesn't  continue  losing  interest? 

Answer.  Yes.  Formerly,  the  documentation  supporting  transfers  of  agency  and  em- 
ployee contributions  to  the  employee  benefit  programs  was  submitted  to  the  OPM 
on  paper  reports.  This  information  was  recorded  manually,  and  it  had  to  be  proc- 
essed according  to  a  very  tight  schedule.  There  was  little  time  available  to  monitor 
and  estimate  the  receipts  due  from  agencies,  except  some  of  the  very  largest. 

To  address  this  weakness,  we  implemented  an  automated  system  called  the  Re- 
tirement and  Insurance  Transfer  System  (RITS).  RITS  captures  agency  transfers  to 
the  Federal  employee  benefit  programs  electronically  and  ensures  that  we  receive 
monies  due  to  OPM  by  automatically  estimating  receipts  and  charging  employers 
that  do  not  report  promptly.  To  date  we  receive  approximately  65  percent  of  all 
agency  transfer  monies  through  RITS.  By  the  end  of  1995,  when  it  is  fully  oper- 
ational, RITS  will  address  the  Inspector  General's  concerns  in  this  area.  Therefore, 
we  are  continuing  to  perfect  the  system  so  that  we  advance  from  a  99.98  percent 
performance  level  to  achieve  a  100  percent  rate. 

Question  4.  The  IG  has  recommended  that  OPM  begin  charging  interest  and  pen- 
alties on  late  contributions  and  repayments.  As  I  understand  it,  you  do  not  agree 
with  this  recommendation.  Why  not — have  you  discussed  this  issue  with  OPM's 
legal  counsel? 

Answer.  We  agree  that  a  strict  interpretation  of  the  Debt  Collection  Act  (DCA) 
would  result  in  the  conclusion  that  we  must  assess  interest  and  penalties  to  all 
amounts  owed  us.  However,  in  a  few  instances,  perhaps  peculiar  to  our  programs, 
other  statutory  and/or  policy  directives  present  conflicting  guidance  on  whether  to 
assess  interest  or  penalties  for  certain  categories  of  debt. 

We  feel  that  the  assessment  of  interest  and  penalties  would  not  be  fair  or  war- 
ranted in  cases  where  the  payments  at  issue  stem  from  our  own  processing  errors 
and  where,  because  of  the  complexity  of  our  entitlement  rules,  it  would  be  unreason- 
able to  expect  that  most  recipients  would  be  aware  of  their  non-entitlement.  These 
principles  are  the  same  ones  used  in  exercising  our  authority  to  write  off  or  waive 
certain  types  of  debt  owed  to  the  program. 

There  are  three  other  areas  where  we  think  the  assessment  of  interest  and  pen- 
alties may  not  be  appropriate: 

Late  Contributions  From  Agencies — Current  statutory  provisions  do  not  au- 
thorize us  to  collect  from  agencies  monies  not  specifically  tied  to  retirement, 
health  benefits,  and  life  insurance  contributions.  However,  RITS,  as  we  de- 
scribed above,  will  essentially  solve  the  timeliness  problem,  and  obviate  the 
need  to  initiate  an  interest  and  penalty  assessment  process. 

Posthumous  Debts — These  are  caused  when  we  learn  we  have  made  payments 
to  beneficiaries  after  their  deaths.  When  we  learn  of  these  overpayments,  we 
send  the  Treasury  instructions  to  recover  them  from  the  bank  accounts  of  the 
recipient  or  the  last  known  withdrawer,  usually  a  widow,  widower,  or  orphan. 
Treasury  guidelines  do  not  permit  it  to  collect  interest  and  penalties  from  the 
accounts  in  addition  to  the  amounts  it  has  been  asked  to  recover. 

Repayments  From  Health  Insurance  Carriers— We  are  assessing  interest  on 
the  debts  due  from  health  insurance  carriers,  but  not  penalties.  We  think  this 
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particular  category  of  debt  is  not  covered  by  the  DCA,  but,  rather,  by  OMB  Bul- 
letin A-50.  A-50  allows  for  the  collection  of  interest,  but  not  the  assessment  of 
penalties  or  processing  fees. 

Debt  Collection 

Question  5.  The  IG  has  reported  that  debt  management  and  collection  are  mate- 
rial weaknesses — $24  million  of  the  $94  million  due  the  retirement  program  is  more 
than  3  years  delinquent. 

What  are  you  doing  to  improve  collections? 

Answer.  We  seek  to  collect  all  monies  owed  to  the  Retirement  Program.  As  dis- 
cussed earlier,  punitive  collection  approaches  do  not  seem  to  be  warranted  in  many 
cases.  Instead,  we  believe  the  best  solution  to  improving  collection  is  to  prevent 
overpayments  in  the  first  place.  In  order  to  address  this  problem,  we  continuously 
evaluate  our  work  products  and  measure  our  performance  against  established 
standards  for  timeliness  and  accuracy.  Over  the  last  three  years,  we  have  been  able 
to  lower  the  percentage  of  newly  processed  claims  with  monetary  errors  from  15  per- 
cent in  1990  to  4  percent  in  1993. 

While  our  preference  is  to  emphasize  debt  prevention  over  debt  collection,  we  nev- 
ertheless acknowledge  that  the  Retirement  Program's  efforts  in  the  latter  area  have 
been  significantly  weakened  by  an  antiquated  automated  system  that  needs  to  be 
replaced.  As  outlined  in  our  1993  Financial  Statements,  we  have  asked  for  the  re- 
sources necessary  to  procure  new  debt  management  software  in  our  1996  budget, 
and  plan  to  implement  a  new  system  in  early  1997. 

In  the  meantime,  we  have  taken  a  number  of  steps  to  improve  our  collection  proc- 
ess. For  instance,  we  have  modified  our  organizational  structure  to  place  the  debt 
collection  function  within  our  Office  of  Financial  Control  and  Management,  where 
we  have  our  accounts  receivable.  We  are  now  moving  swiftly  to  implement  system 
and  procedural  changes  that  will  enable  us  to  target  older,  high  dollar  value  cases, 
and  those  where  our  recovery  potential  is  highest. 

We  have  also  entered  into  14  computer-matching  agreements  with  other  agencies 
that  allow  us  to  recognize  overpayments  and  initiate  collection  actions  more  quickly. 
In  1993  alone,  our  computer-matching  agreements  were  directly  responsible  for  the 
collection  of  over  $20  million  in  overpayments  and  the  prevention  of  an  additional 
$15  million.  Furthermore,  we  participate  in  the  Internal  Revenue  Service  program, 
which  allows  us  to  offset  amounts  due  from  Federal  income  tax  refunds. 

Internal  Controls 

Question  6.  The  IG  reported  that  the  benefits  programs  need  to  reconcile  the 
withholdings  from  monthly  annuitant  and  survivor  payments  that  are  payable  to 
the  various  trust  funds,  the  IRS,  and  state  governments.  The  retirement  program 
could  even  be  liable  for  interest  and  penalties  if  federal  and  state  taxes  have  Deen 
underpaid. 

According  to  the  report,  this  weakness  is  longstanding  and  easy  to  fix — why  hasn't 
it  been  done? 

Answer.  We  agree  that  the  withholdings  from  annuitants  and  survivors  should  be 
reconciled  with  the  amounts  reported  to  the  Trust  Funds.  As  suggested  by  the  IG, 
we  are  in  the  process  of  identifying  the  source  of  these  discrepancies.  Our  review 
to  date  of  the  financial  transactions  involved  have  led  us  to  confirm  that  the  weak- 
ness is  long-standing,  but  will  not  be  easy  to  fix.  In  fact,  the  condition  the  IG  cites 
stems  from  a  number  of  unrelated  processing  and  systemic  problems  that  will  have 
to  be  approached  individually  and  will,  as  a  consequence,  be  difficult  and  time-con- 
suming to  resolve. 

It  is  likely  that  we  have  not  transferred  all  amounts  due  to  the  Health  Benefits 
and  Life  Insurance  Funds,  but  we  do  not  believe  that  we  have  underpaid  any  taxes. 
In  any  event,  we  are  committed  to  resolving  this  issue  before  the  end  of  1995. 
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